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MHOJIOKEHHUE O 3AIIIUTE NEPCOHAJIBHBIX TAHHBIX

1. O0mue moJioxKeHHU.

1.1. Hacrosimee Ilomoskenue pa3paboTaHO B ILENSAX 3aAIIUTHI MEPCOHATBHBIX JTaHHBIX,
oOpabaTeiBaeMbIX B WH(MOPMAIIMOHHBIX CHCTEMaX TEPCOHANBHBIX JaHHBIX (OO0JacTHOTO
rOCYJapCTBEHHOTO aBTOHOMHOTO yupexaeHus 3apaBooxpaHeHus «lllerapckas palioHHas
oonpauay (manee - OI'AY3 «lllerapckas PB») 0T HeCaHKIIMOHHPOBAHHOTO JIOCTYIIA,
HEMPaBOMEPHOTO MX UCIIOJIB30BAHMS WIIA YTPATHI.

1.2. Tlonoxenue ompenensier obecrieueHWEe B COOTBETCTBHU C 3aKOHOIATEIHCTBOM
Poccuiickoit ®enepannn 0o0pabOTKH, XpaHeHHUs] M 3alUThl [lepcoHanbHBIX AAHHBIX, a TaKXKe
MEePCOHAIBHBIX JaHHBIX, COACPKAIIUXCS B TOKYMEHTaX, OJy4EeHHBIX U3 APYTrUX OpraHu3alui, B
oOpallleHUsAX rpakJIaH U UHBIX CyObEKTOB MEPCOHAIBHBIX TaHHBIX.

1.3. Tlonoxenue paspadboraHo Ha ocHoBaHHM CT. 24 Koncrurymuu PO, denepaapHOTO
3akoHa PO «O nepconanmbHbIX gaHHBIX» Ne 152-D3 ot 27.07.2006 1., 3akona «O06 uHpOpMay,
nHpopmatuzaruu u 3anmre uHbopMmamum» Neo 149-d3 ot 27.07.2006 1., IlocranoBieHust
[IpaBurensctBa Poccuiickoit ®eneparmu ot  01.11.2012r. Nelll9 «O6 yTBepkaeHUH
TpeOOBaHUN K 3alllUTe MEPCOHANbHBIX JAaHHBIX IPH HUX 00paboTke B HHMOPMALUOHHBIX
CUCTEMax MEePCOHANBHBIX JaHHBIX», HOPMATHUBHO-NIPaBOBBIMU akTamu Poccuiickoit denepanuu
B 00JIaCTH TPYIOBBIX OTHOILICHUH.

1.4. Hacrosimiee [lonoxxenue yreepxaaercsa HadanbHUukoM OI'AY3 «lllerapckas Pby.

1.5. V3menenus B [lonokeHre MOTYT OBITh BHECEHBI B YCTAaHOBIICHHOM JICHCTBYIOIIUM
3aKOHOJATEILCTBOM IMOPSIZIKE.

1.6. B nacrosimem [losioskeHUH UCTIONB3YIOTCS CIEAYIOIME OCHOBHBIC MOHSATHS:

1.6.1. IlepconanbHble qaHHBIE — Jit00ass MHPOPMALIMS, OTHOCSIIASACA K ONpPENEICHHOMY
WIK OIpeaeisieMOMy Ha OCHOBaHMM Takod uHGpopManuu ¢uzndeckomy Juny (cyObeKTy
MIePCOHAIBHBIX JaHHBIX) — PAOOTHUKY, A0UTYPUEHTY, 00y4aronieMycsl, BbIITYCKHUKY:;

1.6.2 Onepatop — rocyJapCTBEHHbIN OpraH, MyHULUIIAJIIbHBIA OpraH, IOpUINYECKOE WIH
¢busznueckoe JIUIO, OpraHu3ymliue M (WIH) OCYLIECTBISIOIIKME OOpabOTKYy MepCOHaIbHBIX
JAHHBIX, a TAKXKe OIMPEIeISIIOIINE eI U CoJIep>KaHne 00padOTKU MePCOHANBHBIX JaHHBIX

1.6.3. OGpaboTKka MepCOHATBHBIX ITAHHBIX - JEHUCTBUS (OMepaluu) C MEePCOHATBHBIMU
JAHHBIMU, BKJII0Yasi cOOp, CUCTEeMATU3aIINI0, HAKOIIJICHUE, XpaHeHHe, YToUHeHne (0OHOBIIEHHE,
W3MEHEHHE), HCIIOJIb30BaHME, PACIpPOCTpaHEeHHE (B TOM YHCIE Mepenady), oOe3IHurBaHuE,
OOKMPOBAaHKE, YHUUTOKEHHE MTEPCOHATBHBIX JTAHHBIX;

1.6.4. PacnpocTpaHeHue TMEpPCOHANbHBIX MJAHHBIX - JCHCTBUS, HaAmNpaBlIeHHbIC Ha
nepefadyy NEPCOHAIBHBIX JaHHBIX OMNpPEACNEHHOMY Kpyry Jaull (mepegaya NEepCOHATbHBIX
JAHHBIX) WM Ha O3HAKOMJIEHHE C TMEePCOHANBHBIMU JaHHBIMH HEOTPAHUYEHHOTO Kpyra JHIl, B
TOM dYHce OOHApOJOBAaHUE NEPCOHANBHBIX MAHHBIX B CPEACTBAX MAacCOBOM HH(OpMAIWH,
pasMernieHne B HH(HOPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CETSIX UJIH MPEJ0CTaBIEHUE JOCTYyIa
K IePCOHATBHBIM JAHHBIM KaKUM-TTHO0 MHBIM CIIOCOO0M;

1.6.5. Hcnonp3oBaHWe TMEPCOHANBHBIX JaHHBIX — JEHCTBUS  (omepanuu) ¢
MEePCOHANBHBIMU JAHHBIMH, COBEpLIAEMBbIE OMEPATOPOM B IENSIX NPUHATHS PEHICHUH WU



COBEpUICHUS] HMHBIX JEHCTBUM, MOPOXKAAIOIIUX OPUINYECKHE IIOCIEACTBUS B OTHOIICHUU
cyObeKTa MepCOHANBHBIX JAaHHBIX MU APYIHX JIMIL JIMOO WHBIM 00pa30M 3aTparuBarolInX MpaBa
1 CBOOO/IbI CyOBEKTa MEPCOHAIBHBIX TAaHHBIX WM APYTUX JIUIL;

1.6.6. biokupoBaHWe TEPCOHAIBHBIX JaHHBIX — BPEMEHHOE IMpeKpalieHue coopa,
CUCTEMAaTH3allM, HAKOIIJIEHUS, UCIOJIb30BaHUS, PACIPOCTPAHEHUS NEPCOHAIbHBIX JAHHBIX, B
TOM YUCJIE UX NIepeadH;

1.6.7. YHHUYTOXXEHHE MEpPCOHAJBbHBIX IAHHBIX — JEHCTBUS, B pE3yJAbTaTe KOTOPBIX
HEBO3MO>KHO BOCCTAHOBUTH COJIEP’KaHUE MEPCOHAIBHBIX JaHHBIX B MHPOPMALIMOHHOHN cucTEME
MIEPCOHAIBHBIX JAHHBIX WM B PE3YyIbTaTe€ KOTOPHIX YHHYTOXKAIOTCS MaTepUalbHbIE HOCUTENIN
[IEpPCOHAIbHBIX JaHHBIX;

1.6.8. O0Ge3nmuunBaHuE TMEPCOHATBHBIX NAHHBIX — JICWCTBUS, B pPE3yJbTaTe KOTOPBIX
HEBO3MOXKHO OINPEACIUTh INPUHAUIEKHOCTh MEPCOHAIBHBIX JTAHHBIX KOHKPETHOMY CYOBEKTY
MEepPCOHAIbHBIX JTaHHBIX;

1.6.9. InpopmarrionHas cucteMa MepcoHaIbHbIX JaHHBIX — HH(OPMAalMOHHAs CUCTEMa,
MpeIcTaBIIsoNIasi cCOO0W COBOKYITHOCTh IMEPCOHATIBHBIX IAaHHBIX, COJEPKAIINXCS B 0a3e JaHHBIX,
a TakXke MH(OOPMALIMOHHBIX TEXHOJIOTHM M TEXHUYECKUX CPEACTB, MO3BOJISIOUINX OCYLIECTBIISTh
00pabOTKy TaKMX MEPCOHAIBHBIX JAHHBIX C MCIOJIb30BAaHUEM CPEJCTB aBTOMAaTU3allMU WIH 0e3
WCI0JIb30BAHUS TaKUX CPEJICTB;

1.6.10. KonduaeHmaapHOCTh TEPCOHATBHBIX JAHHBIX — 00s3aTeIbHOE IS COOJTFOICHHMS
OTIepaTOPOM WJIM MHBIM MOJYYHMBIIUM JOCTYI K MEPCOHAIBHBIM JaHHBIM JIMIIOM TpeOOBaHHE He
JIOTyCKaTh UX paclpocTpaHeHue 6e3 cornacus cyObeKTa NEepPCOHANbHBIX JaHHBIX WM HaJIU4Yus
MHOTO 3aKOHHOTO OCHOBAHMS;

1.6.11. TpancrpannyHas mepenaya MEpCOHAIBHBIX JTAHHBIX — Iepeaada NepCOHAIBHBIX
JAHHBIX onepatopoMm depe3 ['ocynapcTBeHHyro rpanuny Poccuiickoi @enepanyu oprasy BiIacTH
MHOCTPAHHOTO TOCYAapcTBa, (PU3MUECKOMY WIM IOPUIUYECKOMY JIMIy HHOCTPAaHHOIO
rocylapcTBa;

1.6.12. OOmenocTynmHbie MEPCOHANBHBIC NaHHBIE — TEPCOHAIBHBIC NAHHBIE, JOCTYII
HEOIPaHUYEHHOI'0 Kpyra JIMI[ K KOTOPBIM IPEIOCTaBJIECH C COIIAcusl CyObEKTa NEPCOHATIbHBIX
JAHHBIX WJIM HAa KOTOPHIE B COOTBETCTBUU C (pefiepalibHBIMU 3aKOHAMU HE paclpOCTPaHSAETCs
TpeboBaHUe COOOIEHNS KOHPUICHITNATBHOCTH.

2. [lonsiTHe M cofiep:KaHMe MEPCOHATbHBIX JaHHbBIX.

2.1. TlepconanbHble JaHHBIE — Jt00as WHGOpPMAIUS, OTHOCSIIASACA K MPSAMO WIH
KOCBEHHO OIIpE/IeJICHHOMY WJIM ompenensieMoMy (pusndeckomy Juiy (CyOBbEKTY MepCOHaIbHBIX
JAHHBIX), @ UMEHHO, HHpOpMaIus, HeoOXoauMas Ui OCYIIECTBICHUSI OCHOBHOW JEATEIbHOCTH
OI'AY3 «lllerapckasi Pb» u kagpoBoro yuera COTpyJHUKOB.

2.2. Omnepatopom nepcoHanbHbIX AaHHbIX sBisieTca OI'AY3 «lllerapckas Pby.

2.3. lonmyckaeTcs MpUBJIEKATh i1 00pabOTKU MEePCOHATIBHBIX IaHHBIX YITOJTHOMOYEHHBIE
OpraHHU3aIii Ha OCHOBE COOTBETCTBYIOLIUX JOTOBOPOB M COTJIAIICHUH.

2.4. TlepcoHanbHble [aHHBIC SBISIOTCS KOH(PHUICHIMAIBHBIMU, XOTS, YUHUTHIBAsS HX
MacCcOBOCTb U €IMHOE MECTO 00pabOTKH U XpaHEHHsI, COOTBETCTBYIOIIUI Tpud OorpaHUYEHUs Ha
HUX HE CTaBUTCS.

2.5. ObecnieueHre KOHPUIEHITUATBHOCTH MEPCOHATBHBIX IAHHBIX HE TpeOyeTcs B ciaydae
00e3MMYNBaHMs ¥ B OTHOIIIEHUH OOIIEAOCTYIMHBIX TEPCOHATBHBIX JaHHBIX.

3. opsaaok nojyyeHus U1 00padOTKM MePCOHAIBHBIX TAaHHBIX.

3.1. TlomyueHue TmeEpCOHANBHBIX JAHHBIX OCYHIECTBISETCS B COOTBETCTBUU C
HOPMAaTHUBHO-TIPABOBBIMU aKTaMH Poccutickoit Odenepanyi, HOpPMaTHUBHBIMU u
pacnopsautensubiMu qokymeHTamMu OI'AY3 «lllerapckas Pb» Ha ocHOBe coriacusi cyObeKTOB
Ha 00pabOTKY WX MEPCOHATBHBIX TaHHBIX.

3.2. Omnepartop BrpaBe TpeOOBaTh OT CyOBEKTa MEPCOHATBHBIX JAHHBIX MPEIOCTABICHHUS
uH(popManuu coriacHo cT. 6 u cr. 7 @enepanbHoro 3akoHa Ne 44 ( B T. 4. 0 €r0 HallMOHALHOU U
PacoBOii MPUHAICKHOCTH, COCTOSTHUU 370POBbS U JP.).

3.3. be3 cormacus CcyOBEKTOB OCylIeCTBIseTCsS 00paboTka 0OOIIeTOCTYIHBIX
MEePCOHATBHBIX JAHHBIX WA COJEPKAIINX TOJLKO (haMUIMH, IMEHA U OTYECTBA, OOpaIlCHUNA U



3allpOCOB OpraHu3alMii U (PU3UUECKUX JHUI, PETUCTpAIMsl M OTIpPaBKa KOPPECIOHICHIMH
MIOYTOBOH CBs3bI0, O(hOPMIICHHE PAa30BBIX MPOITYCKOB, 00paboTKa MEPCOHAIBHBIX JAHHBIX IS
WCTIOJIHEHUS TPYAOBBIX JOTOBOPOB MM 0€3 MCHOJIb30BAHUS CPEICTB aBTOMATU3ALUH, U B MHBIX
ciy4asx, MpelyCMOTPEHHBIX 3aKOHOAATENLCTBOM Poccuiickoit @enepanuu

3.4. OOpaboTKa M WCMOJH30BAHUE IMEPCOHATBHBIX JAHHBIX OCYIIECTBISETCS B IEISIX,
yKa3aHHbIX B COIJIAIICHUSX C CyOBEKTaMU MEPCOHAIBHBIX JAaHHBIX, a TaKXKe B Cilydasx,
IIPEAYCMOTPEHHBIX HOPMATUBHO-TIIPABOBBIMU akTamu Pocculickoii @enepannn.

3.5. He pomyckaercs NpUHSATHE HA OCHOBAHUU HCKIIOYMTEIBHO aBTOMAaTU3UPOBAHHOM
00pabOTKH TNEPCOHANBHBIX JAHHBIX PEHICHUH, MOPOKIAIOIINX IOPHINYECKUE IOCIEACTBUS B
OTHOIIEHUH CYOBEKTa MEePCOHATBHBIX JaHHBIX MIIM MHBIM 00pa3oM 3aTparuBaroUINX €ro npasa u
3aKOHHbIE UHTEPECHI.

3.6. B cnyuae yBoJIbHEHHSI CyOBEKTa MEPCOHAIBHBIX JAHHBIX M WHOTO JOCTHXKCHUS
1ene oO0pabOTKM NEpCOHAIBHBIX JaHHBIX, 3a(UKCHPOBAHHBIX B MHUCHMEHHOM COTJIAIlIEHUH,
Oneparop 00s13aH He3aMEUIMTEIbHO MPEKPaTUTh OOpPaOOTKY TIEPCOHANBHBIX MJAHHBIX M
YHUUYTOXXUTh COOTBETCTBYIOIIME MEPCOHANbHbIE JaHHBIE B CpPOK, HE IPEBBIMIAIOIINNA Tpex
pabounx AHEW C JaThl JAOCTHXKEHHS L€ 0OpaOOTKM NEpPCOHANbHBIX JaHHBIX, €CIM MHOE HE
MPEeyCMOTPEHO (hefiepatbHBIMU 3aKOHAMHU.

3.7. IlpaBuna oOpabOTKH M HCIIOJIB30BAHMSI MEPCOHATBHBIX JaHHBIX YCTaHABJIUBAIOTCS
oTNIeNbHBIMU persiaMenTaMu 1 uHeTpykuusimMu OT'AY3 «lllerapckas Pby.

3.8. IlepcoHanbHbIe IaHHbIE MOTYT XPaHUTHCSI B OYMa)KHOM H(WJIM) 3JIEKTPOHHOM BH/JIE
LEHTPATN30BaHHO WM B COOTBETCTBYIOUIMX CTPYKTYPHBIX MOJAPA3JENIEHUSAX C COOJIIOJIEHUEM
MPEAYCMOTPEHHBIX HOPMAaTHUBHO-TIPAaBOBBIMU akTamMu Poccuiickont denepanum Mep mo 3amure
MEePCOHATbHBIX JTAHHBIX.

3.9. TlepeueHb CTPYKTYpPHBIX TOJApa3ieieHu W (WIM) OTACIBHBIX JOJDKHOCTEH,
MMEIOIUX TMpaBoO Ha 0O0pabOTKy NEpPCOHANbHBIX JAaHHBIX MPENOCTaBIsSIETCd pabOTHUKAM
CTPYKTYPHBIX TMOJApa3JeNeHuid M(Uiau) IOKHOCTHBIM JIMIAM, OMIPEICICHHBIM OTEIbHBIMU
[Ipukazamu, pacnopsiAUTENbHBIMA JOKYMEHTAMHM W HMHBIMM ITUCBMEHHBIMHU YKa3aHUSMHU
ynojgHoMo4YeHHbIX coTpyaAHUKOB OI'AY3 «lllerapckas Pby.

3.10. IlepcoHanpHble AaHHBIE 3aNIUMIIAIOTCA OT HECAHKIMOHUPOBAHHOTO JOCTyNa B
COOTBETCTBMU C HOPMATHUBHO-TIPaBOBbIMH akTamu Poccuiickoii ®dexnepanuu, HOPMATHBHO-
pacnopsaUTENbHBIMU aKTaMU U PEKOMEHIAIUSAMH PErYIUPYIOIIUX OPraHoB B 00JacTH 3allUThI
nH(pOpPMaLIKH, a TAKKE YTBEPXKICHHBIMH perilaMeHTaMU U HHCTpYKuusMu Oneparopa

3.11. Jlo Hayayia OCYIIECTBJICHUSI TPAHCTPAHUYHOW IMepeAayu MEePCOHATBHBIX JaHHBIX
oTBeTcTBeHHBIH paboTHuk OI'AY3 «lllerapckas Pb» o00s3an y0emuTbcss B TOM, 4YTO
WHOCTPaHHBIM TOCYAApCTBOM, Ha TEPPUTOPUIO KOTOPOrO OCYHIECTBISETCA Iepenaya
MepPCOHANBHBIX JaHHBIX, OOeCreunBaeTcs aJeKBaTHAs 3alluTa MpaB CyObEKTOB NEPCOHAIBHBIX
JAHHBIX.

TpancrpannyHasi mnepegaya MEPCOHANbHBIX JAHHBIX HA TEPPUTOPUU HHOCTPAHHBIX
rocyapcTB, He oO0ecrneyuBaolUX aJeKBATHOM 3alllUThl MpaB CYOBEKTOB MEPCOHAIBHBIX
JAHHBIX, MOKET OCYILECTBIIATHCS B CIIydasix:

3.11.1. Hanuuwmst cornacusi B MUCbMEHHOM (opMe cyObeKTa MepcoHaIbHBIX TaHHBIX;

3.11.2. [IpeaycMOTpEeHHBIX MEXAyHApOIHbIMU AoroBopamu Poccuiickoit denepanuu no
BOIPOCaM BbIJIA4YM BH3, MEXIyHApOAHBIMH JoroBopamu Poccuiickoit ®@enepanun 06 oka3aHUU
[IPaBOBOM TMOMOIIM IO TPaXJAHCKMM, CEMEWHBIM M YrOJOBHBIM J€jaM, a TaKke
MeXAyHapoAHbIMU foroBopamu Poccuiickoit @enepanuu o peaiMUCCUN;

3.11.3. mpenycMOTpeHHBIX (enepaabHbIMU 3aKOHaMH, €CIM 3TO HEOOXOIUMO B LEJSIX
3alIUThl OCHOB KOHCTUTYLHMOHHOTrO cTposi Poccuiickoit ®denepaunu, obecriedeHus 0O0POHbI
CTpaHbl ¥ 0€30MaCHOCTH rOCy1apCcTBa;

3.11.4. ucnonHeHUs JOroBOpa, CTOPOHON KOTOPOTO SIBISETCS CYOBEKT MEpPCOHATBHBIX
JTAHHBIX;

3.11.5. 3ammThl KWU3HHU, 3/0POBbS, WHBIX JKU3HEHHO BAXXHBIX HHTEPECOB CYOBEKTa
MEPCOHAIBHBIX JAHHBIX WM JPYTUX JMI] P HEBO3MOXKHOCTU IOJYYEHHUs COTJIacUsl B
MUCHMEHHOM (hopMe cyObeKTa MepcoHaNbHBIX JaHHBIX.



4. IlpaBa, 0013aHHOCTH M OTBETCTBEHHOCTH CY0beKTAa MEPCOHAIBHBIX JAHHBIX M
Oneparopa npu 00padoTKe MepCcOHAIBHBIX JaAHHBIX/

4.1. B memsax oOecrieyeHHs 3alIMThl CBOMX MEPCOHAIBHBIX JTAHHBIX CYOBEKT
IIEPCOHAIBHBIX JAHHBIX B cOOTBETCTBUU ¢ DenepanbHbIM 3akoHOM Poccuiickor @enepanuu oT
27.06.2006 1. Ne 152-®3 «O mnepcoHalbHbIX JAHHBIX» 3@ MCKJIIOUEHUEM CIIy4yacs,
IIPEYyCMOTPEHHBIX JaHHBIM DeiepalbHbIM 3aKOHOM, UMEET MPaBo:

4.1.1. Ha nonyuenue cenenuii 06 OnepaTope, 0 MECTe €ro HaxOXKJICHUs, O HAJTUYHH Y
Omneparopa TEpPCOHANBHBIX JAHHBIX, OTHOCAIIMXCA K COOTBETCTBYIOUIEMY CYOBEKTY
MIEPCOHAIBbHBIX JaHHBIX, a TAKKE HA 03HAKOMJIEHHUE C TAKUMH IIE€PCOHAIBbHBIMH JJAHHBIMU;

4.1.2. Tpeboats ot Ormeparopa YTOYHEHHS CBOWX II€PCOHAIBHBIX JIAHHBIX, HX
ONOKMpPOBAHMS WM YHUYTOXKEHHS B Ciydae, €CIH MEPCOHAJbHBIC JaHHBIC SBISIOTCS
HEIOJIHBIMM, YCTapeBIIUMH, HEAOCTOBEPHBIMHU, HE3aKOHHO IOJYYEHHBIMU WM HE SIBISIOTCA
HEOOXOIMMBIMM JUISI 3asBJIEHHOW L€ OOpalOTKH, a TaKKe NMPUHUMATh NPETyCMOTpPEHHbIE
3aKOHOM MEPHI 110 3alIUTE CBOUX IPaB;

4.1.3. Ha nonyuyenue mnpu oOpallleHUH WM HpU TOJYYEHHH 3ampoca HH(pOpMaluH,
Kacatoleicss 00pabOTKH €ro NepCcoOHAIbHBIX TaHHBIX;

4.1.4. Ha oGxanoBanue neictBuil uinm Oe3neiictBus Omepatopa B yIOJTHOMOYEHHBIH
Opras Io 3aIuTe npaB cyObeKTOB NEPCOHAIBHBIX IaHHBIX WIH B Cy1I€OHOM MOPSJIKE;

4.1.5. Ha 3ammTy CBOWX NpaB M 3aKOHHBIX MHTEPECOB, B TOM YHUCIE Ha BO3MENICHUE
yYOBITKOB U (UJIM) KOMITEHCAIIMIO0 MOPaJIbHOTO Bpe/a B CyJIeOHOM MOPSJIKE.

4.2. O6s3arHOCcTH OTniepaTopa mpu cOOpe MEPCOHATBHBIX JaHHBIX.

4.2.1. Omeparop o0si3aH O€3BO3ME3IHO MPEIOCTABUTH CYOBEKTY MEPCOHATBHBIX JaHHBIX
WM €ro 3aKOHHOMY IPEICTaBUTEII0 BO3MOXKHOCTh 03HAKOMIIEHUS C IEPCOHATILHBIMU JTAHHBIMU,
OTHOCSIIIIMMHUCS K COOTBETCTBYIOIIEMY CYOBEKTY MEPCOHANIBHBIX JIaHHBIX, a TAK)KE€ BHECTH B HUX
HEOO0XOAMMBbIE M3MEHEHMsI, YHUUTOXKHUTh WM OJOKHPOBAaTh COOTBETCTBYIOIIME NEPCOHAIbHBIE
JAHHblE IO MPEJOCTaBIECHUM CYOBEKTOM IEPCOHANBHBIX JI@HHBIX WJIM €ro 3aKOHHBIM
IPEJCTaBUTENIEM CBEJIEHHUH, TNOATBEP)KIAIONINX, YTO MEPCOHAIbHBIE JAaHHBIE, KOTOpHIE
OTHOCSITCS K COOTBETCTBYIOIIIEMY CYOBEKTY W 00pabOTKY KOTOPBIX ocymiecTBisieT Omepatop,
SBJIIIOTCSL HETMOJIHBIMHU, YCTapEBIIMMH, HEJIOCTOBEPHBIMM, HE3aKOHHO MOJYYEHHBIMH WIIM HE
SIBJISIIOTCSI HEOOXOUMBIMHU JIJTS 3asBJICHHOM 1€ 00pabOTKH.

4.2.2. O BHECEHHBIX U3MEHEHUAX U MPEANPUHATHIX Mepax Oneparop 00s3aH YBEIOMHUTH
CyObeKTa NepCOHAIBHBIX JAHHBIX WM €r0 3aKOHHOTO MPEACTaBUTENS U TPEThUX JIUL, KOTOPHIM
[IEPCOHAIbHBIE JAHHBIE 3TOI'0 CYOBEKTa ObLIN MepeaHbl.

4.2.3. B cnyyae BbISBICHUS HENPAaBOMEPHBIX JCHCTBUI C MEPCOHAIBHBIMU JAHHBIMU
Omneparop B CpOK, HE MpeBbILIAOMUI Tpex padouux AHEH ¢ JaThl TAKOIO BBISBJIECHUS, 00s3aH
YCTPAHUTh JOIYILEHHbIE HAPYIICHUS.

4.2.4. B cimyyae HEBO3MOXHOCTH YCTPaHEHHUs IONYLICHHBIX HapyimeHuid Oneparop B
CpPOK, He NMpeBbIIIAOMUI TpeX pabounx JHEH ¢ J1aThl BbISABIECHUS HEIPAaBOMEPHOCTHU JEHCTBUH €
NePCOHAIILHBIMY JJAHHBIMH, 00513aH YHUUTOXKUTh [IEPCOHAJIbHbIE JaHHBIE.

4.2.5. O06 ycTpaHeHUM JIOMYIIEHHBIX HApyHMIEHUH WM 00 YHUUYTOXKEHHUU NEPCOHAIbHBIX
naHHelXx Omneparop 00s3aH yBeIOMHMTb CyObEKTa MEPCOHAIBHBIX TAHHBIX WJIM €r0 3aKOHHOI'O
IIPEJCTaBUTEIIS.

4.2.6. B ciyyae 0T3bIBa CyOBEKTOM NEpPCOHANBHBIX JAHHBIX COTJIacHsi Ha OOpaboOTKy
CBOMX TEpCOHAIBHBIX JaHHBIX Ormnepartop o00sf3aH NpeKpaTHUTh 00pPabOTKY NepCOHAIbHBIX
JAHHBIX U YHUUYTOXHUTH EPCOHATIbHbIE JaHHbBIE B CPOK, HE MPEBBILIAIONINI TpeX pabouux JHEH ¢
JaThl TMOCTYIJIEHUS! YKAa3aHHOTO OT3bIBA, €CIM MHOE HE NMPEAYCMOTPEHO COTJIAIIEHUEM MEKIY
OmnepaTopoM 1 CyObEKTOM MEPCOHAIBHBIX TaHHbIX.

4.2.7. O6 yHMUYTOXEHHUH MEPCOHABHBIX AaHHBIX Onepatop 00s3aH yBEAOMUTh CYOBEKTa
MEPCOHATBHBIX JaHHBIX.

4.3. IIpaBa OnepaTtopa Ha nepeady nepcoHaNbHBIX JAHHBIX TPETHUM JIHIIAM.

4.3.1. Omnepatop He BIpaBe 0e3 NHCbMEHHOTO COIJIacUsi CyObEeKTa IMepPCOHAIBHBIX
JAHHBIX TepenaBaTh oOOpabaThiBacMble IEPCOHANbHBIE JAaHHbIE TPETBUM JIMIAM, 32
UCKIIIOYEHHEM CITy4daeB, IPEAYCMOTPEHHBIX 3aKOHO1aTeNbCTBOM Poccuiickoil @enepanuun



4.3.2. [Tlepemaua TeEpCOHAIBHBIX JAHHBIX CYOBEKTa TPETHUM JIMIAM JIOJDKHA
MIPOU3BOJIUTCS B COOTBETCTBUHM C PeriaMeHTOM mepenauyn MepCOHAIBHBIX JNAHHBIX TPETbUM
JIUIIAM.

5. OTBeTCTBEHHOCTH 32 pa3rJjanieHne NepcoHATbHBIX JaHHbIX.

5.1. Omnepatop, a TaKXe JODKHOCTHBIC JIMIA, BUHOBHBIE B HAPYIIEHUH TpPeOOBaHHN
®enepanpHoro 3akoHa P® «O nepconanbHbIX AaHHBIX» Ne 152-®3 ot 27.07.2006, HecyT
IPaXXJIaHCKYIO, YTOJOBHYIO, aIMHHUACTPATUBHYIO, JUCHUIUIMHAPHYIO U HHYIO MIPETyCMOTPEHHYIO
3aKoHoJ1aTenbCcTBOM Poccniickoin denepannv OTBETCTBEHHOCTb.

5.2. OTBETCTBEHHOCTh 3a COONIOZICHHE TPeOOBaHHWI 3aKOHOJATENhCTBAa Poccuiickoit
@enepauyu npu 00pabOTKEe M UCHOJIb30BAHUM NEPCOHABHBIX JAaHHBIX BO3J1araercsi B MpHUKa3e
00 yrBepxkaeHun llonokeHHWs W MHBIX MPUKa3ax Ha PYKOBOAUTENCH CTPYKTYPHBIX
MOApA3JeIeHN M  KOHKPETHBIX JOJDKHOCTHBIX Jui  Omeparopa, o0pa0OaThIBaroOmnx
MepCOHAIbHbBIE JaHHBIE.

6. OcHOBHbIe TPUHUMNBI TOCTPOEHUS] CHCTEMbl KOMILIEKCHOH  3alIMThbI
uHpopmanuu

[loctpoenne cuctembl  obOecrieyeHUsT  0€30MAaCHOCTH  MHEPCOHAIBHBIX  JIAHHBIX
MH(OPMALIMOHHBIX CUCTEM TMEpPCOHaNbHBbIX JaHHBIX OI'AY3 «lllecapckaas Pby u wux
(YHKIIMOHUPOBAHHUE JIOJIKHBI OCYILIECTBISATHCS B COOTBETCTBUHU CO CJEAYIOIIMMH OCHOBHBIMU
MPUHIIUIIAMHU:

- 3aKOHHOCTb;

- CUCTEMHOCTb;

- KOMILUIEKCHOCTb;

- HENPEPBIBHOCTB;

- CBOEBPEMEHHOCTb;

- IPEEMCTBEHHOCTh U HENPEPBIBHOCTH COBEPILICHCTBOBAHUS;

- IEPCOHAJIbHASI OTBETCTBEHHOCTb;

- MUHHUMHM3ALUS TOJTHOMOYHIL;

- B3aUMOJICUCTBUE U COTPYJHUYECTBO;

- TUOKOCTh CHCTEMBI 3aIIUTHI;

- OTKPBITOCTh QITOPUTMOB U MEXAHU3MOB 3aLLUTHI;

- IPOCTOTa IPUMEHEHUS CPEACTB 3ALIUTHI;

- Hay4YHass 000CHOBAaHHOCTb U TEXHUYECKAs PEaIU3yeMOCTh;

- crenManu3anus U npopecCuoHaAIN3M;

- 0053aTeIbHOCTD KOHTPOJIS.

6.1 3akoHHOCTH

[IpenmomnaraeT oOCyIIECTBICHHE 3alIUTHBIX MEPONPHUATHI U Ppa3pabOTKy CHCTEMBbI
3amuThl nepcoHanbHbiX gaHHbIx (C3IIQn) OI'AY3 «lllecapckas PB» B COOTBETCTBHH C
JNEUCTBYIONIUM 3aKOHOJATEIbCTBOM B OOJIACTH 3alUTHl MEPCOHANBHBIX MTaHHBIX M JAPYTHX
HOPMAaTUBHBIX  aKTOB MO  0Oe30macHOCTM  HMH(OpPMALMH,  YTBEP)KICHHBIX  OpraHaMu
roCylapCTBEHHOM BIIACTH M YIIPABJICHMs B IPEJeiiaX UX KOMIIETEHLINN.

ITonp3oBaTeny U 0OCITYKMBAIOIIMNA TIEPCOHAT MHPOPMALMOHHBIX CUCTEM IEPCOHATBHBIX
naablX OI'AY3 «lllecapckass PB» ROmKXHBI OBITH OCBEIOMIJIGHBI O TMOpsAIKe paboThl ¢
3aIuIaeMon nHpopmaimeit 1 06 OTBETCTBEHHOCTH 3a 3aIuThl [1/]H.

6.2 CucreMHOCTh

Cucremupiii noaxon k nocrpoenuto C3II[In OI'AY3 «lllecapckas PBynpennonaraet
yUYET BCEX B3aMMOCBS3aHHbIX, B3aUMOJACHCTBYIOIINX U U3MEHSIOIIUXCS BO BPEMEHH 3JIEMEHTOB,
yCclaoBUA M (PaKTOPOB, CYIIECTBEHHO 3HAUYMMBIX JJISI MOHUMAaHHUA M pPELIeHHs NpoOIeMbl
obecnieuenus 6e3onacHocti UCIIIn OI'AY3 «lllecapckas Pby.

IIpu co3gaHuM CUCTEMBI 3aIUTHl JOJDKHBI YYUTHIBAThCS BCe clabble M Hambouiee
ySA3BUMBIE MECTa CHCTEMbI 00pa0OTKH MEPCOHATIBHBIX JaHHBIX, a TAaKXKE XapaKTep, BO3MOXKHbIE
OOBEKTHl M HANpaBJCHUS aTak Ha CUCTEMY CO CTOpPOHBI Hapymmurenei (0coOeHHO



BBICOKOKBATM(PUIIMPOBAHHBIX 3I0YMBIIUICHHUKOB), IyTH NMPOHUKHOBEHHS B paclpe/ieiiCHHbIE
cucrembl 1 HCJ/] x undopmanuu. Cucrema 3aiuThl J0JDKHA CTPOUTHCA C YIETOM HE TOJIBKO
BCEX M3BECTHBIX KaHaJoB npoHnkHoBeHus 1 HC/I x nudopmamum, HO U ¢ y4eTOM BO3MOXKHOCTH
MOSIBJICHUS! TPUHIUITHAIEHO HOBBIX YTEH pean3ayy yrpo3 0e30MacHOCTH.

6.3 KomrmiekcHOCTb

KoMmmnnekcHoe  uCHONb30BaHME METOJOB U CPEACTB  3allUThl  MPEATNOJAraeT
COrJIaCOBAHHOE IPUMEHEHHE Pa3HOPOJHBIX CPEIACTB MPU INOCTPOECHUU IIEJIOCTHOM CHUCTEMBI
3allUThl, MEPEKPHIBAIOIIEH BCE CYLIECTBEHHbIE (3HAUMMBbIE) KaHajbl pealu3alid yrpo3 U He
coJiepKalieit ci1adbIX MECT Ha CTBHIKAX OTJICJIbHBIX €€ KOMIIOHEHTOB.

3amura JI0JDKHA CTPOMUTHCA DIIEJOHMpPOBaHO. JlIs KakJIoro KaHajla YTEUKH
uHbOpMAIMM ¥ U1 KaXJIOW Yrpo3sl 0€30IacHOCTH JIOJDKHO CYIIECTBOBATH HECKOJIBKO
3anUTHRIX pyOekeld. Co3maHue 3alUTHBIX pyOexkei OCYIIECTBISCTCS C Y4EeTOM TOr'0, 4TOOBI
JUIA WX TPEOJIOJIEHUS! MOTEHIHAIbHOMY 3J0YMBIIIJICHHUKY TpeOoBaUCh MpPOo(decCuOHaIbHbIE
HAaBbIKM B HECKOJIbKMX HEB3aMMOCBS3aHHbBIX 00JIaCTIX.

Buemnsis  3ammTa  gopkHa — oOecrieumBarhes (U3MYECKMMM  CPEICTBAMU,
OpraHM3allMOHHBIMM U TpaBOBbIMU Mepamu. OIHUM M3 Haubosiee YKpEIJIEHHBIX pyOexeit
MPU3BaHbl OBITH CPEACTBAa KPUNTOIpadUUECcKO 3alUThl, PEaM30BaHHBIE C UCIOJIb30BAHUEM
texHosoruu VPN. IlpuknagHoit ypoBeHb 3allIUThI, YUUTHIBAIOIIMM OCOOEHHOCTH MpPEIMETHOMN
o0racTu, mpe/CTaBiIsieT BHYTPEHHUI pyOex 3aluThl.

6.4 HemnpepsIBHOCTP 3alIUTHI IEPCOHATBHBIX JAHHBIX

3aiuTa NepCcoOHAbHBIX JAHHBIX — HE Pa30BO€ MEPOIIPUITHE U HE MPOCTasi COBOKYIMHOCTb
MIPOBEJIEHHBIX MEPOINpPHUATHA M YCTaHOBIEHHBIX CpPEACTB 3allUThl, a HENPEepPbIBHBIN
L[eJIeHaNpaBIeHHbIH TpOIECcC, MPENoaraloluii MPUHITHE COOTBETCTBYIOIIMX MeEp Ha BCeX
JTanax >KM3HEHHOTO UKJIa HHPOPMAITMOHHON CUCTEMBbI IEPCOHATIBHBIX TAHHBIX.

NHpopMallMOHHBIE CHCTEMBl MEPCOHAJBHBIX JAHHBIX JIOJDKHBI HAXOJUThCA B
3alIUIIEHHOM COCTOSIHUM Ha MpPOTSDKEHUM BCEr0 BPEMEHM UX (YHKIHMOHUpOBaHMs. B
COOTBETCTBUHU C ATUM IPUHIMIIOM JOJDKHBI MIPUHUMAThCA MEphl MO HENOMYLIEHHUIO Mepexoja
MH(GOPMAIMOHHBIX CUCTEM MEPCOHANIBHBIX JAHHBIX B HE3AILUIIEHHOE COCTOSIHUE.

bonbmMHCTBY (QU3MUECKUX M TEXHUUYECKHX CPEACTB 3alUThl Uil 3((HEKTUBHOTO
BBITMIOJIHEHUST CBOMX (YHKIMM HeoOXoauma IOCTOSHHAs TEXHMYECKass M OpraHU3allOHHAs
(amMUHMCTpAaTUBHAs) MOJJEpKKA (CBOEBpPEMEHHAss CMEHa M 00ecrneuyeHue IpaBHIBHOIO
XpaHEHUsT W MPUMEHEHHsT MMEH, Maposied, Kiaroded MmudpoBaHus, IepeornpeesieHue
noJsHoMouud u T.1.). IlepeprlBbl B paboTe CPEICTB 3aIUUTBI MOTYT OBITh MCIOJIB30BaHBI
3JI0YMBIIIJICHHUKAMH JIUIsl aHAJIM3a IPUMEHSEMbIX METO/I0B U CPEJCTB 3aIIMTHI, JIs BHEAPEHUS
CIELMAIbHBIX MPOrpaMMHBIX M amMapaTHbIX "3aKIafok" U APYrMX CpPEACTB MPEOoOJIeHUs
CHCTEMBI 3aLIUTHI [10CJIE BOCCTAHOBJICHUS €€ (YHKLIIMOHUPOBAHUS.

6.5 CBOeBpeMEHHOCTD

[Ipennonaraer  ynpexjaromuidi  xapakrep Mep — oOecriedeHuss  0€3011aCHOCTH
[IEPCOHATIBHBIX JAHHBIX, TO €CTh IOCTAHOBKY 3a/1a4 [0 KOMIUIEKCHOH 3amuTe UH(OpMaMOHHbIX
CHCTEM INEePCOHAJIBHBIX JAHHBIX U peaiu3aliio Mep obecneueHus: 6e30MacHOCTH EePCOHATbHbBIX
JAHHBIX Ha PaHHUX CTaIUsAX pa3paOOTKM MH(POPMALMOHHBIX CUCTEM IEPCOHAIbHBIX JAHHBIX B
LIEJIOM U €€ CUCTEMBI 3alUThl MH(POpPMAIH, B YaCTHOCTH.

PazpaGoTka cucTeMbl 3allUTHl JOJDKHA BECTUCh MapalieIbHO € pa3paboTKOM H
pa3BUTHEM CaMOH 3aIlIMIIAEMOM CUCTEMBI. DTO MO3BOJUT YUeCTh TpeOOBaHUS OE30MACHOCTH MPH
MIPOEKTUPOBAHUM APXUTEKTYphl M, B KOHEUHOM cueTe, co3JaTh Oojee 3¢ ekTHBHbIE (KaK IO
3aTparaM pecypcoB, TaK U MO CTOMKOCTH) 3alUIIIEHHbIE CUCTEMBI.

6.6 IlpeeMCTBEHHOCTh M COBEPIIEHCTBOBAHUE

[IpennonaratoT MOCTOSHHOE COBEPLICHCTBOBAHME MEP U CPEACTB 3aLIUThl HHPOPMALIUH
Ha OCHOBE NPEEMCTBEHHOCTH OPraHU3alMOHHBIX U TEXHUUYECKUX PEIIEHUH, KaApOBOTO COCTABA,
aHann3a (PyHKIMOHUPOBAHUS MHPOPMAITMOHHBIX CUCTEM MEPCOHAIBHBIX JAHHBIX U UX CUCTEMBI
3alIUTHI C YIETOM M3MEHEHHUH B METOJaxX U CpPeACTBaxX Nepexnara MHPOpPMAaLUU, HOPMATUBHBIX
TpeOOBaHUH 10 3alUTE, JOCTUTHYTOI'O OTEYECTBEHHOTO U 3apy0eKHOTO OMbITa B 3TOM 00JacTu.

6.7 IlepcoHanbHasi OTBETCTBEHHOCTh

[Ipenmonaraer BO3JIO)KEHHME OTBETCTBEHHOCTHM 3a oOecredeHue Oe30MacHOCTH
NEPCOHATBHBIX JAHHBIX M CHCTEMBI UX OOpabOTKH Ha KaXJOTO COTPYIHHUKA B Ipelenax ero



MOJIHOMOYMH. B COOTBETCTBMM C 3THM NPUHIMIIOM pACHpeeSieHHe NpaB U OOs3aHHOCTEU
COTPYIHUKOB CTPOUTCS TAKUM 00pazoM, 4TOOBI B Cilydae JII000T0 HapyIIEHUS! KPYT BUHOBHHKOB
ObLI YETKO M3BECTEH MM CBEJICH K MUHUMYMY.

6.8 IlpuHIMI MUHUMU3AUNA TTOTHOMOYHIA

O3HavaeT TpPEAOCTaBIEHUE TOJH30BATENIIM MUHHMAJIbHBIX TpaB  JOCTyna B
COOTBETCTBUHU C TPOU3BOACTBEHHOW HEOOXOJMMOCTBIO, HAa OCHOBE MPHUHIUIA «BCE, YTO HE
pa3pelleHo, 3apeLieHo».

JlocTyn K TMepCOHAIBHBIM JaHHBIM JOJDKEH MPEIOCTABISATHCS TOJIBKO B TOM CiIydae U
o0beMe, ecii 3TO He0OX0IMMO COTPYAHUKY JUIS BBITIOJTHEHUS €T0 JODKHOCTHBIX 00s3aHHOCTEH.

6.9 BzaumopeiicTBHE U COTPYIHUYECTBO

[Ipennonaraer co3ganue OIarompusTHONH arMocdepsl B KOJUIEKTHBAX MOJpa3/ieieHUH,
o0ecTeynBarOIUX ACATEIBHOCTh WH(POPMAIMOHHBIX CHUCTEM MEPCOHAIBHBIX JaHHBIX OIAY3
«llecapckasa Pb», nnd CHUXEHHS BEPOATHOCTH BO3HUKHOBEHHS HETATUBHBIX JIEWCTBHIA
CBSI3aHHBIX C YEJIOBEYECKUM (DAaKTOPOM.

B Takoii 00cTaHOBKE COTPYAHWUKH MIOJDKHBI OCO3HAHHO COOJIO/NATh YCTAaHOBIICHHBIE
MpaBHja W OKa3bIBaTh COJCWCTBUE B JEATEIHHOCTH IOJPA3/ICICHUN TEXHUYECKON 3aluThl
nHpopMalnH.

6.10 T'mOKOCTH CHCTEMBI 3aIIUTHI TIEPCOHATBHBIX TAHHBIX

[IpuHATBIE MEPHI U YCTAHOBJICHHBIE CPEJCTBA 3alIMTHI, 0COOCHHO B HAYaIbHBIN MMEPHO
WX DSKCIUTyaTallid, MOTYT OOecleYMBaTh KaK YpPE3MEpHBIH, TaKk W HEAOCTAaTOYHBIH YPOBEHb
3amuThl. [y oOecrieyeHnss BO3MOYKHOCTH BapbUPOBAHMS YPOBHEM 3alIMIEHHOCTH, CPEICTBA
3aIUTHl JIOJDKHBI 00JaJaTh OMNPEACICHHOW THOKOCThI0. OCOOEHHO Ba)XHBIM 3TO CBOMCTBO
SBIISIETCSI B TEX CIIydasX, KOTJIa YCTAHOBKY CpEJICTB 3aIlUTHl HEOOXOJAMMO OCYHIECTBISATH Ha
paboTarollyto cucTeMy, HE Hapylas poliecca €€ HOPMaJbHOTO (PYHKITHOHUPOBAHUSI.

6.11 OTKPBITOCTH aITOPUTMOB U MEXAaHU3MOB 3aIUTHI

CyTb mpHHIMIA OTKPHITOCTH aJTOPUTMOB U MEXAaHU3MOB 3aIIUTHI COCTOUT B TOM, YTO
3aluTa HE J0JDKHA 00eCcreYyMBaThCS TOJIBKO 32 CUET CEKPETHOCTH CTPYKTYPHOM OpraHu3allud U
aIropuTMOB (DYHKIIHOHUPOBAHUS €€ MOJICUCTEM. 3HAHUE aJITOPUTMOB PaOOThI CUCTEMBbI 3alUThI
HE JOJDKHO /1aBaTh BO3MOXKHOCTH ee mpeojiosieHus (Aaxe aBtopam). OHAKO, 3TO HE O3HAYAET,
41O MH(POPMAIIHS 0 KOHKPETHON CHCTEME 3aIlIUTHI JI0JHKHA OBITH OOIIEA0CTYITHA.

6.12 TIpocroTa mprUMEHEHHUS CPEICTB 3aIUTHI

MexaHu3Mbl 3aIIUTHl JOJIKHBI OBITh UHTYUTHUBHO MOHSTHBI U MPOCTHI B U CIOJIb30BAHUU.
[IpumeHeHne cpeCTB 3alUThI HE I0JDKHO OBITh CBSI3aHO CO 3HAHUEM CHEIHAbHBIX S3bIKOB WIIH
C BBINOJHEHHEM JEHCTBUHN, TPeOYIOUIMX 3HAYUTENbHBIX TOMOJIHUTEIBHBIX TPYyAO3aTpar Mpu
00BbIYHOM paboTe 3aperucTpUPOBAHHBIX YCTAHOBICHHBIM MOPSAKOM MOJB30BaTENEH, a TAK)KE HE
JOJKHO TpeOOBaTh OT MOJBH30BATEINS BBIOJHEHUS PYTUHHBIX MAJOMOHSATHBIX €My Omepauui
(BBOJI HECKOJIBKUX MApoJjieil U UMeH U T.1.).

JlomkHa TOCTUraThCs aBTOMATH3aIMs MAaKCUMAaJIbHOIO YMCa JEHCTBUHN IMOJIb30BaTENeH
Y aJIMUHHCTPATOPOB UH()OPMALIMOHHON CUCTEMBI IEPCOHABHBIX JaHHBIX.

6.13 Hayuynas 000CHOBaHHOCTh M TEXHUYECKAsI PEaTu3yeMOCTh

NudopmanrionHple TEXHOJIOTHUH, TEXHUYECKHE M IPOTpaMMHbBIE CPEACTBA, CPEACTBA U
Mepbl 3alIUThl UHPOPMAIUKN JOJDKHBI OBITh peaqn30BaHbl HA COBPEMEHHOM YPOBHE pa3BUTHUS
HayKd M TEXHUKH, HAy4YHO OOOCHOBAHBI C TOYKU 3PEHUS JOCTIKEHHsS 3aJaHHOTO YPOBHS
0e30macHOCTH  HMH(OPMAIMM M JOJDKHBI COOTBETCTBOBAaTh YCTAHOBJEHHBIM HOpPMaM U
TpeOoBaHMAM O 6€30IaCHOCTH NEPCOHATBHBIX JAHHBIX.

CucteMa 3aIIUThl NEPCOHAIBHBIX JAHHBIX JIOJDKHA ObITh OPUEHTUPOBAHA Ha PELICHMS,
BO3MOJKHBIE€ PHUCKH JJISI KOTOPBIX M MeEpbl MPOTHUBOJACHCTBUS 3STHUM pPHCKaM MPOILIH
BCECTOPOHHIOIO TEOPETUYECKYIO U IPAKTUYECKYIO IIPOBEPKY.

6.14 Cneumanuzanus ¥ npodeccuoHaIN3M

[Ipennonaraer mnpuBieyeHHe K pa3paboTKe CPEeICTB W peaju3alid Mep 3aIlUThI
uHGpOpMAIMY CTIEHUATU3UPOBAHHBIX OpraHu3alii, Hanboee MOArOTOBIEHHBIX K KOHKPETHOMY
BUJY JESITEIBHOCTH O 00ecreueHnIo 0e30MacHOCTH MEePCOHAIBHBIX JaHHBIX, UMEIOLIUX OIBIT
NPAaKTUYeCKOH paboThl W TOCYIAapCTBEHHYIO JIMLEH3WI0 Ha TPaBO OKa3aHWUA YCIYr B ITOU
oOmactu. Peanuzanus aJMUHHUCTPAaTUBHBIX MEp M OKCIUTyaTallMs CPEJACTB 3allUThl JOJDKHA



OCYILECTBIATHCS MPO(EeCcCHOHALHO MOATOTOBICHHBIMU crnenuanuctamMu OI'AY3 «lllecapckas
Pby.

6.15 OO0s3aTeNbHOCTD KOHTPOJIS

[Ipennonaraer 00s13aTENBHOCTS U CBOEBPEMEHHOCTD BBISIBIICHUS U MPECEUECHUS MOTBITOK
HapyLIEHHUs] YCTAHOBJICHHBIX IMpPaBHJ OOecreueHusi 0€30MaCHOCTH IMEPCOHAJBHBIX NAaHHBIX Ha
OCHOBE HCIIOJIb3YEMbIX CHCTEM M CPEACTB 3aIlUThl WH(GOPMAIMU IMPH COBEPLICHCTBOBAHUH
KPUTEPHEB U METOJOB OLEHKH 3()(HEKTUBHOCTH 3TUX CHCTEM U CPEJICTB.

KoHTposs 3a AeATeNbHOCTBIO JTH000TO TMOJB30BATEINS, KaXIOTO CPEICTBA 3AIIUTHI U B
OTHOIIEHUH JIIO0OTO OOBEKTa 3alUTHl JIOJDKEH OCYIIECTBISATHCS Ha OCHOBE IPUMEHEHUS
CpEACTB  ONEpPAaTHMBHOTO KOHTPOJII W  PETHCTpPallMd M JOJDKEH  OXBaThIBaTh  Kak
HECAHKIIMOHUPOBAHHBIC, TAK U CAHKIIMOHMUPOBAHHBIC AEHCTBUS MOJIb30BATEIICH.

7. Mepbl, METObI M CPEICTBA 00ecTeYeHUsl TPeOyeMOoro YPOBHS 3aIUIIIEHHOCTH

OGecnieuenre TpeOyeMOro ypOBHS 3allMINEHHOCTH JIOJDKHOCTH JIOCTHTAaThCs €
WCTIOJIb30BAHMEM MeEp, METOJ0OB M CpeACTB Oe3omacHOCTH. Bce Mepsl obOecriedeHus
0€30I1aCHOCTH I/IH(bOpMaIII/IOHHBIX CHUCTEM MEPCOHANBHBIX JAHHBIX MOAPA3ACIIAIOTCS Ha:

- 3aKOHOJIaTeNIbHbIE (IPaBOBbBIE);

- MOpaJlbHO-3TUYECKUE;

- OpraHu3alloHHbIe (aAMUHUCTPATUBHbIE);

- (u3nNYeCKue;

- TEXHUYECKHE (armapaTHbIe U IPOTrPAMMHBIE).

[lepeuenr BbIOpaHHBIX Mep oOecrieueHus: Oe3omacHOCTH oOTpaxaercss B Ilmane
MepOHpI/ISITI/II\/'I 10 00€eCIIeYESHHUTO 3alIUThI IEPCOHAIBHBIX TaHHBIX.

7.1 3akoHomaTenbHBIC (TPABOBBIE) MEPHI 3aITUTHI

K mpaBoBBIM Mepam 3alllMTBI OTHOCSTCS JIEHCTBYIOIIME B CTPaHE 3aKOHBI, yKa3bl U
HOPMATHBHBIC aKTHI, PETJIAMEHTHPYIOUINE MpaBWia OOpaIleHHus C MEPCOHATBHBIMU JaHHBIMHU,
3aKpETUISIONINE MpaBa U 00SI3aHHOCTH YYaCTHUKOB MH(OPMAIMOHHBIX OTHOIICHUH B MpOIIECcCe
ee 00pabOTKM M UCTIOJIb30BaHMs, a TAKXKE YCTaHaBIMBAIONIMNE OTBETCTBEHHOCTh 32 HAPYIICHUS
ATHX MPaBWI, NPEMATCTBYS TEM CaMbIM HENPABOMEPHOMY HCIIOJIB30BAHUIO TEPCOHATBHBIX
TAHHBIX H SBIISIONIMECS CIEPKUBAIOIIUM (HAKTOPOM JIJIs IOTCHIIUAIBHBIX HAP yIIHTEICH.

[IpaBoBbIe Mephbl 3alIUTBI HOCAT B OCHOBHOM YIPEKIAMONUH, NPOQPHIAKTHICCKHIA
XapakTep W TpeOYIOT TIOCTOSHHOW pPa3bsSICHUTEIBHOW pPa0OTBI C TMOJB30BATEISIMA U
00CITY’>KUBAIOIIMM MIEPCOHATIOM CHCTEMBI.

7.2  MopanabHO-3TUYECKHUE MEPBI 3aIIUTHI

K MopasibHO-3THUECKUM MepaM OTHOCATCS HOPMBI MOBEICHMS, KOTOPbIE TPaJUIMOHHO
CJIOKWJIMCh WJIM CKJIaJIbIBAIOTCA 1O Mepe pacnpocTpaHeHuss OBM B ctpane uinum oOmiectBe. U
HOpPMBI OOJIbLIEH YacThlO HE SABJISIOTCA OOS3aTENIbHBIMM, KaK 3aKOHOJATENIbHO YTBEP’KACHHBIE
HOPMAaTHUBHbIE AaKTbhl, OJHAKO, UX HecOONIoJeHHE BeleT OOBIYHO K TMaJCHUIO aBTOPUTETA,
IIPECTHIKA YEJIOBEKA, IPYIIIBI JIMI WK OpraHu3alui. MopanbHO-3THYECKHE HOPMBI OBIBAIOT KaK
HenucaHble (Hampumep, OOIIENPU3HAHHBIE HOPMBI YECTHOCTH, MATPUOTHU3MA U T.I.), TaK U
MUCaHbIe, TO €CTh OPOPMIICHHBIE B HEKOTOPBIH CBOJ (YCTaB) MpaBUII WIIM TPEATNACAHHH.

MopallbHO-9THYECKHE MEpbl 3allUThl SABISIIOTCA NPOQHIAKTUYECKUMU M TpeOyroT
MIOCTOSIHHOM pa®oThl MO CO3JaHHMIO 370pPOBOIO MOPAIBHOTO KJIMMaTa B KOJUJIEKTHUBAaX
noApasJeseHnid. MopanbHO-3TUYECKHE MEpBI 3alllUThl CHUYKAIOT BEPOATHOCTH BO3HUKHOBEHUS
HETaTUBHBIX JICWCTBUI CBSI3aHHBIX C YEJIIOBEUECKUM (PAKTOPOM.

7.3 OpraHuzanuoHHbIE (AAMUHUCTPATUBHBIE) MEPHI 3aLIUTHI

OpranuzanyvoHHble (aIMUHUCTPATUBHBIE) MEPBI 3alUTHI - 3TO MEPHI OPraHU3aLMOHHOTIO
XapakTepa, perjaMeHTUpPYIOIue Mpolecchl (YHKIMOHUPOBAHUS HH(MOPMAIMOHHBIX CHUCTEM
NEPCOHATBHBIX JaHHBIX, MCIOJIb30BAaHUE PECYpCOB MH(POPMALMOHHBIX CHCTEM IEPCOHAIBHBIX
JIAHHBIX, JAEATENIbHOCTh OOCTY)KHMBAIOLIETO IEpPCOHaa, a TaKXKe MOPSJA0K B3aUMOACHCTBHS
noJib30BaTene ¢ MH(MOPMAIMOHHBIMU CHUCTEMaMH MNEPCOHANbHBIX JaHHBIX TaKUM 00pazoMm,



9TOOBI B HAWOOJBIIEH CTENEHU 3aTPYAHUTH WIM MCKIIOYUTH BO3MOYKHOCTH peallu3alli yrpo3
0€30MaCHOCTH WJIM CHU3HUTh Pa3Mep MOTEPh B CIydae UX peaTH3alHH.

I'maBHass 1enb  aJAMUHHCTPATUBHBIX ~ MEp, MPEANPUHUMACMbIX HA  BBICHIEM
yIPaBJIEHYECKOM YpPOBHE — C(OPMHUPOBATH MOJUTHKY HH(POPMALMOHHOW O€30MaCHOCTH
MEPCOHATBHBIX JNAHHBIX (OTPaXKAIOUIyI0 MOAXOJbl K 3aluTe HH(pOpManuu) U 00eCleunTsh ee
BBITIOJTHEHHUE, BBIIEISISI HEOOXOAUMBIE PECYPCHI M KOHTPOJIUPYS COCTOSTHUE JIETI.

Peanmzanuss monutukn HMHOOPMAIIMOHHON O€30MacHOCTH TEPCOHAIBHBIX JAaHHBIX B
MH(POPMAIIMOHHBIX CHCTEMax MEPCOHAIBHBIX JaHHBIX COCTOST M3 MEp aJIMHUHHCTPATUBHOTO
YPOBHS U OpraHU3allMOHHBIX (MPOLETYPHBIX) MEP 3AIUTHI HHPOPMALIH.

K agMuHHMCTpaTMBHOMY YpPOBHIO OTHOCSTCSI PELIEHHS PYKOBOJCTBA, 3aTparuBarolline
NEeSITEIbHOCTh PAacCMaTPUBAEMBIX B LIEJIOM. DTHU PELIEHUS 3aKPEIUISIOTCS B JIOKAJBHBIX aKTaX
OI'AY3 «lllecapckas Pby. llpumepoM Takux pelieHUil MOT'yT ObITb:

- PUHATHE penieHus O (OPMHUPOBAHWM WIIM TEPECMOTPE KOMIUIEKCHON MPOTPaMMBI
obOecnieueHrs 0€30IaCHOCTH NEPCOHAJBHBIX JAHHBIX, OIPEJCIIEHUE OTBETCTBEHHBIX 3a €€
peanzaluio;

- popMynupoBaHHE  LeJeH, TOCTaHOBKAa  3aJay, OINpEJeJICHue  HalpaBICHUM
NeSITEIbHOCTH B 00J1acTH 0€30MaCHOCTH NEPCOHANIBHBIX JaHHBIX;

- IPUHATHE PEIeHUH MO BOMpPOCAM peau3alud IPOrpaMMbl OE30MaCHOCTH, KOTOpHIE
paccmatpuBaroTca Ha ypoBHe OI'AY3 «lllecapckasa PH» B 1enom;

- obecrieueHre HOPMATUBHOM (TIPaBOBOIT) 6a3bl BOPOCOB OE30MACHOCTH | T.II.

[MommTHKa BEpXHETO YPOBHS JOJDKHA YETKO OYEPTUTH cepy BIUSHHS U OTPaHHUCHUS
IpU  OMNpeNieieHuH 1enell 0e30MacHOCTH IEpPCOHANbHBIX JaHHBIX, OINPEAETUTh KaKuMU
pecypcamu (MaTepuanbHble, MEpPCOHAT) OHU OYAYT JOCTUTHYTHI W HaWTH pPa3yMHBIH
KOMIPOMHCC MEXJAy TpPUEMIIEMbIM YpOBHEM 0€30MacHOCTH M  (PYHKIHOHAJIBLHOCTBIO
MH(GOPMALMOHHBIX CUCTEM.

Ha opranuzaiioHHOM ypOBHE OINpENENIOTCs MPOLEyphl U IIPABUIIA TOCTUKEHHUS LesIel
U pelIeHus 3a1ad MOJUTUKH MH(POPMALMOHHONW O0€30IacCHOCTH NEPCOHANBHBIX JaHHBIX. OTH
IIPaBUJIA OIIPEACTISIOT:

- KaKOBBbl POJIM M OOA3aHHOCTH JIOJDKHOCTHBIX JIMI], OTBEYAIOIME 3a IPOBEICHUE
MOJIMTUKK 0€3011aCHOCTH MEPCOHANIBHBIX JJAHHBIX, a TaK )K€ UX YCTAHOBUTh OTBETCTBEHHOCTH;

- KTO UM€ET MpaBa JI0CTyIa K IePCOHAIbHBIM JIaHHbIM;

- KaKUMH MEpaMHU U CpeICTBaMH 00eCIIeYnBaeTCs 3alIUTa NEPCOHATIbHBIX IaHHBIX;

- KAKUMM MepaMHM U CpeICTBaMU OOECIeuMBaeTcsi KOHTPOJb 3a COOJIIOJCHHUEM
BBEJICHHOT'O pP&KHMa 0€30MacHOCTH.

OpraHu3alvOHHbIE MEPbI JOJDKHBI:

- IpelyCMaTpUBaTh  pErjlaMeHT HMH(OPMAIMOHHBIX  OTHOILEHUH, MCKIHOYAIONIIUX
BO3MO’KHOCTh HECAaHKIIMOHUPOBAHHBIX JCHCTBUI B OTHOIIEHUH OOBEKTOB 3alllUThI;

- OIpENeNATh KOAIMIHUOHHBIE U MepapXUyecKHe MPUHLUIBI U METOJbl Pa3rpaHUyuCHUs
JOCTYIa K MePCOHAIbHBIM JJAHHBIM;

- OIIpeNeNATh MHOPSIOK paboThl € MPOrpaMMHO-MATEMAaTHYECKUMH M TEXHUYECKUMHU
(anmmapaTHbl€) CPeICTBAMHU 3aLMThI U KPUIITO3ALUTHl U IPYTUX 3aLIUTHBIX MEXaHU3MOB;

- opranu3oBate Mepbl nportuBogeiictBus HCJ] momb3oBatenssiMu  Ha  JTamax
ayTeHTU(UKAMKM, aBTOpU3AlMM, HIEHTH(UKALMK, 00ECleurBAIOUIMX TapaHTHH pealu3aluu
IIPaB U OTBETCTBEHHOCTU CYOBEKTOB MH(OPMAIIMOHHBIX OTHOIIECHUH.

B opranuzanmoHHbIe MEpPbI TOJDKHBI COCTOSITh U3:

- OrpaHHYEHHE JIOCTYyIa B MOMELIEHHUs], I/I€ PACIONOXKEHbI HH(POPMALIMOHHBIE CUCTEMbI
NEPCOHATIBHBIX JAHHBIX U UX OTJEIIbHBIE AJIEMEHTHI,

- MOPSIIOK JIONYCKa COTPYAHUKOB K MCIIOJIb30BAaHUIO PECYpcoB HH(MOPMAIMOHHBIX
CUCTEM IepCOHaNbHbIX NaHHBIX OI'A Y3 «lllecapckas Pby,

- perjaMeHTa IMpoIeccOB BeAeHUs 0a3 JaHHBIX M OCYLIECTBICHHMS MOAM(UKALUU
MH(POPMAIIMOHHBIX PECYPCOB;

- perjamMeHTa MpoLEecCOB OOCITYKHBaHHUS U OCYIIECTBICHHUS MOAU(DUKAIIMK anlapaTHBIX
U TIPOTPaMMHBIX PECYpCOB HH(POPMAITMOHHBIX CUCTEM NEPCOHAIBHBIX TaHHBIX;



- MHCTPYKIMHA TOJb30BaTesell MH()OPMAIMOHHBIX CHUCTEM TEPCOHAIBHBIX JaHHBIX
(amMuHHCTpaTOpa, aAMUHUCTPATOPa OE30MACHOCTH, OIIEPaTopa);

7.4 ®uznueckue Mepbl 3aIIUThI

®u3nyeckue Mepsl 3alIUThl OCHOBAaHbI Ha IIPUMEHEHUHU PA3HOIO POJia MEXaHUYECKHX,
NIEKTPO- WM  NIEKTPOHHO-MEXAHUYECKUX  YCTPOMCTB U COOPYKEHHM, CIEUUAIbHO
NpeJHAa3HAYCHHBIX Ui  CO3JaHMi (U3WYECKUX TMPEMATCTBHH HAa BO3MOXKHBIX —ITYTAX
IIPOHUKHOBEHMSI W JOCTylla INOTCHUMAIbHBIX HAPYIIUTENEH K KOMIIOHEHTaM CHCTEMBI H
3anIUIaeMoi HHPOPMAIINK, a TAKKEe TEXHUYECKUX CPEJICTB BH3YaJIbHOTO HAOIIONEHUS, CBA3U U
OXpPaHHOW CUTHAJIU3alUU.

dwusnueckas 3amyTa 3JaHUH, TOMENIECHHH, OOBEKTOB M CpEACTB HH(OpMaTHU3AINH
JIOJIKHA OCYILECTBIIATHCS IIyTEM YCTAHOBJIEHUS COOTBETCTBYIOLIUX ITOCTOB OXPaHBbl, C IOMOLIBIO
TEXHUYECKUX CPEJICTB OXpaHbl WM JIIOOBIMH JPYTMMHU CHOCOOaMH, MPEIOTBpPALIAIOIIMMU WIH
CYLIECTBEHHO 3aTPYyAHSIONMMH IPOHUKHOBEHHE B 3/1aHHE, INOMEIICHMS ITOCTOPOHHUX JIMII,
XUIeHUuEe MH(OPMALMOHHBIX HOCHUTENEH, caMHUX CPEICTB HMH(OpMaTHU3aIMK, UCKIIOYAIOIIUMHU
HaX0X/IeHUE BHYTPU KOHTPOJIUPYEMOH (OXpaHsAEMOI) 30Hbl TEXHUYECKUX CPEJICTB PA3BEIKH.

7.5 AnmapatHo-nporpaMMHbIe cpencTBa 3ammThl [1/]H

Texaundeckue (ammapaTHO-TIPOTPAMMHBIE) MEPHI 3aIIUTHl OCHOBAHBI HA MCIIOJIH30BAHUH
Pa3IMYHBIX 3JIEKTPOHHBIX YCTPOMCTB U CHEMAIBHBIX porpaMm, Bxoaamux B coctaB UCIIIH u
BBITIOJIHSAIOUIUX (CAMOCTOSITENIFHO WJIM B KOMILUIEKCE C IPYTMMH CPEACTBAMU) (PYHKLMU 3alUTHI
(maeHTHGUKANIO W ayTEeHTU(PUKAIMIO TOJIh30BaTENIeH, pasrpaHUYCHHE JO0CTyMa K pecypcam,
perucTpalnuio coobITui, KpUNnTorpadguyeckoe 3aKkpbITHe MHYOPMALIUU U T.1T.).

C yuerom Bcex TpeOOBaHHI W MPHUHIMIIOB 00eCTieueHUusT O€30MacHOCTH TEPCOHATBHBIX
JaHHBIX M MH(GOPMAIMOHHBIX CHCTEMax MO BCEM HAMpaBJIEHUSM 3alUThl B COCTaB CHUCTEMBI
3alUTHI JOJHKHBI OBITh BKIIIOYEHBI CIIEAYIONINE CPECTBA!

- cpenctBa  waeHTU(PUKAUKU (OTO3HABAHMS) W aAyTCHTHU(PUKAIUH (TIOATBEPIKICHUS
MOJJIMHHOCTH) MOJIb30BaTeNell HHPOPMAIIMOHHBIX CUCTEM NEPCOHATIBHBIX JaHHBIX;

- CpPEICTBAa pa3rpaHUYEeHMs JTOCTyNa 3apErMCTPUPOBAHHBIX IOJIB30BATEIEH CHCTEMBI K
pecypcaM HHGOPMAIIMOHHBIX CUCTEM MepCcOHANbHBIX TaHHBIX O’ AY3 «lllecapckas Pby;

- cpencTBa o0ecrneueHus: U KOHTPOJIS LETOCTHOCTUA MPOrPaMMHBIX U MH(GOPMALMOHHBIX
pecypcoB;

- CpeCTBa OMEPaTUBHOIO KOHTPOJIS U PETUCTPALIUU COOBITUI OE30MaCHOCTH;

- Kpunrorpaduyeckue cpeacTBa 3allUThl IePCOHATBHBIX IaHBIX.

VYcenemHoe NpuMEHEHHE TEXHUYECKUX CPEJICTB 3alUThl HA OCHOBAHUM MPEJICTABICHHBIX
BBIIIIE TPUHIUIIOB MPEANOJaraeT, YTO BBIIOJHEHUE MEPEYUCICHHBIX HIKE TpeOOBaHUMN
o0ecrie4eHo OpraHu3allMOHHBIMH  (aJMUHHCTPATUBHBIMH) MEpaMU U  HUCIOJIb3YeMbIMU
(bU3MYECKUMU CPEICTBAMU 3AIUTHI:

- obecrnieueHa (u3HyUecKas MLEJIOCTHOCTh BCEX KOMIOHEHT HH(POPMAIIMOHHBIX HCTEM
MIEPCOHANIbHBIX JIAHHBIX;

- KQXJIbIil CcOTpyIHUK (TOJIB30BaTENlb) WM TPYIIa MOJb30BaTeneld MH(OPMALMOHHBIX
CUCTEM TEPCOHAIBHBIX JaHHBIX HMMEET YHUKAJIbHOE CHUCTEMHOE HMS M MHUHHUMAJIBHO
HEOOXOIUMBIE ISl BBIMIOJHEHUSI UM CBOMX (DYHKIIMOHANBHBIX OOS3aHHOCTEH MOJIHOMOYHS IO
JOCTYIy K pecypcaM CUCTEMBI;

- BCE HW3MEHEHUs KOHQUTypallMk  TEXHUYECKUX M  MPOTPAMMHBIX  CPEJICTB
MH(OPMALIMOHHBIX CUCTEM TMEPCOHAIBHBIX JaHHBIX MPOU3BOAATCS CTPOTO YCTaHOBICHHBIM
MOPSIIKOM  (PETUCTPUPYIOTCS M KOHTPOJIHMPYIOTCS) TOJBKO HA OCHOBAaHUHU PaCHOPSHKEHUN
pykoBojctBa OI'AY3 «lllecapckas PBy,

- ceTeBoe 00OpynoBaHHE (KOHIIEHTPATOPHI, KOMMYTaTOPbI, MapmIpyTH3aTOPbl U T.II.)
pacmonaraercsi B MeECTaX, HEJOCTYMHBIX [UIsi MOCTOPOHHUX (CHEIHaNbHBIX IMOMEIICHUSX,
mkadax, 1 T.1L.).

- cneuuanuctamu OI'AY3 «lllecapckas PB» ocymecTBIS€TCS HENPEPHIBHOE YIIPABICHUE
Y aIMHHHUCTpPATUBHAS MOJIePKKa PYHKIIMOHUPOBAHUS CPEJICTB 3aLTUTHI.
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