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BBoaHbIE 10J10:KEeHUS
1. BBenenue

[lonutnka wHpOpManmoHHOH Oe3zomacHocTH (OONACTHOTO TOCYAAPCTBEHHOTO aBTOHOMHOTO
yupexaenus 3apaBooxpanenus «lllerapckas padionnas oomsHuIa» (maiee - OI'AY3 «lllerapckas Pby)
ompeenseT UeNd H 3aJadd  CUCTeMbl obOecniedeHUs uHpopManuoHHoi Oe3onacnoctn (UB) wu
yCTaHaBIIMBACT COBOKYITHOCTH MpaBHJ, TPeOOBaHMHM W PYKOBOISIMX NpUHIMIIOB B obmactu UB,
kotopbiMu pykoBoacTByercs OI'AY3 «lllerapckas Pb» B cBoeit neaTenbHOCTH.

2. Hean

OcHoBubIMHE TiesiMA TONUTHKE Wb sBnsitores 3ammTa nadopmannu OI'AY3 «lllerapckas Pby u
obecrieueHue 3O PEKTUBHOM pabOTHI IPU OCYIIECTBICHHUH JICITCIBHOCTH, YKa3aHHOW B €ro Y crase.

Oomee pykoBoacTBo obecnieuennem Ub ocymectsisier rnaBubiii Bpau OI'AY3 «lllerapckas Pby.
3a opraHu3aIuo MeponpusATHii o odecrieueHuto b 1 koHTpoIb 3a cobmtoneHrnem tpeboBanuii Ub Hecér
cnenuanuct nadopmarmontoi 6ezonacHoctu OI'AV3 «lllerapckas Pby.

PykoBogurenn crpykrypHbix mnoapasgenennii OI'AY3 «llerapckass Pb» oTBercTBeHHBI 32
obecrieueHne BoITTOMHEHNs TpeboBannii b B cBOMX moapazneneHmsx.

Corpymaukun OI'AY3  «lllerapckass Pb» o00s3aubl  coOmronaTe TOPSIIOK  OOpamieHus ¢
KOH(HCHIIMAILHBIMI JIOKYMEHTAMHU, HOCHTENSIMH KIFOYeBOH WHGOpPMAIMK W JAPYrod 3aluiacMoin
nHpopmarueii, codmonate TpedboBanus Hactosamen [lomntuku u npyrux gokymentos Ub.

3. 3agaun

[Monutnka nHGOpMAIIMOHHON 0E30MaCHOCTH HalpaBiicHa Ha 3alUTy WH()OPMAIIMOHHBIX aKTHBOB
OT yIpo3, UCXOAAIIMX OT IPOTHUBOMPABHBIX ICHCTBUU 3IOYMBIIIIEHHUKOB, YMEHBIICHHE DPHCKOB U
CHIDKEHHUE TOTEHIIMAIFHOTO Bpela OT aBapuii, HelpelHaMEpEeHHBIX OIMMMOOYHBIX JEHCTBUI IepcoHana,
TEXHUYECKHX COOEB, HEMPaBWJIBHBIX TEXHOJOTUYECKUX M OPTaHW3AI[MOHHBIX PpEIIeHUH B Mpoleccax
00paboTKH, Tepenaud W XpaHeHHs WHGOpMAHU U OoOecledeHue HOPMAaIbHOrO (DYHKIIMOHWPOBAHHS
TEXHOJOTUYECKUX MTPOIECCOB.

HawnGompmumu Bo3zMokHOCTSIMU JuIsi HaHeceHns ymiepOba OI'AY3 «Ulerapckas Pby» obGmamaer
COOCTBEHHBIN mepcoHal. J[eiicTBUS mepcoHaia MOTYT OBITh MOTHBHPOBAHBI 3JIBIM YMBICIOM (TIpU 3TOM
3IMOYMBIIUIEHHUK MOXET MMETh COOONIHMKOB Kak BHyTpH, Tak U BHe OI'AY3 «lllerapckas Pby»), mmubo
MMETh HETpeAHAMEPEHHBINH OMMOOUYHBIN XapakTep. PHCK aBapuii W TEXHUYECKHUX COOEB OIpememsercs
COCTOSIHHEM TEXHHYEeCKOrO TMapKa, HAJAEKHOCThIO CHUCTEM JHEProCHAOKEHHS W TeNEeKOMMYHHUKAIIWH,
KBaA(hUKannel mepcoHaia u ero CoCOOHOCTHIO K a/IEKBaTHBIM JIEWCTBUSM B HEIITATHON CHTYAIIHU.

Pazpaborannast Ha ocHOBe mporHo3a monuTtka Vb u B cOOTBETCTBUY C HEW TOCTPOSHHAS CHCTEMA
ynpasneruss Ub sBisiercs Hanbonee mpaBUIbHBIM U 3()PEKTUBHBIM CITOCOOOM JOOWTHCS MUHHMH3AINH
puckoB HapymeHuss Ub ams OI'AY3 «lllerapckas Pb». Heo0xomuMo yduThIBaTh, 9TO C TEUCHHEM
BPEMEHHU MEHSETCA XapakKTep yrpo3, HOATOMY CIeIyeT CBOEBPEMEHHO, UCIIONB3Ys JaHHBIE MOHUTOPHHTA U
ayanTa, OOHOBIISATH MOJIENTH YIPO3 M HAPYIITUTEISL.

Crpaterus obecneuenns Wb 3akmodaercss B HCIONB30BaHWU 3apaHee pa3pabOTaHHBIX Mep
MIPOTUBOJISHCTBHSI aTakaM 3JIOYMBIIUIEHHUKOB, a TaKKe MIPOrPaMMHO-TEXHUYECKHX W OpTaHU3aIHOHHBIX
pelieHuii, TO3BOJSIONIMX CBECTH K MHHHUMYMY BO3MOXHBIE IOTEPH OT TEXHHUYECKHUX aBapuil H
OImMOOYHBIX AEHCTBUH MepcoHaa.

4, OobanacTb gelicTBUA

Hacrosmas Ilomutrka pacnpocTpaHsieTcss Ha Bce CTPYKTypHble mnofapaszaeneHus OI'AY3
«erapckas Pby» u o0s3aTenbHa 111 HCIOIHEHHUSI BCEMH €0 COTPYJHUKAMU M JODKHOCTHBIMH JTHLIAMHU.
[Nonoxkenust Hactosmed [loMUTUKKM NMPUMEHUMBI JUIsI MCIIONB30BaHUS BO BHYTPEHHUX HOPMATHUBHBIX U
METOJNYECKUX TOKYMEHTaX, a TAKKe B 10r0BOpax.



o. TepMuHBI U OnpeeIeHUs

Aemomamusuposannas cucmema - CACTEMa, COCTOSIIAs W3 TEpCOHala M KOMIUIEKCA CPEACTB
ABTOMATH3allMd €ro JICATCIIbHOCTH, pealu3yloas WH(GOPMAIIMOHHYI0 TEXHOJIOTHUIO BBIITOIHEHUS
YCTaHOBJIEHHBIX (DYHKIIWH.

Amnanus pucka - cCuCTeMaTHYECKOE HCIIOIb30BaHNE MH(OPMALIUU IJIs1 ONIPE/ICIEHUS] UCTOUHUKOB U
OLIGHKH PHCKA.

Ayoum ungopmayuonnol 6esonacHocmu - TIPOLECC IMPOBEPKU BHIMOTHEHUS! YCTAaHOBJIEHHBIX
TpeOoBaHUil MO oOecrneueHU0 HH()OPMAIMOHHON Oe30macHOCTH. MOXKET MPOBOAUTHCS KaK CaMHM
OI'AY3 «lllerapckass Pb»m (BHYTpeHHUI ayauT), TaK W C IPHUBJICUYCHUEM HE3ABUCHUMBIX BHEIIHUX
opranu3anui (BHEIIHUI ayauT). Pe3yabTaThl IPOBEPKH JTOKYMEHTAIBLHO O(QOPMIISIFOTCS CBUJETEILCTBOM
ayJauTa.

Aymenmughuxayus - TpOBEpKa TPHHAIISKHOCTH CYOBEKTY JOCTyNa TPEIbSIBICHHOIO WM
uaeHTU(UKATOpA; MOATBEPKACHUE TOMIMHHOCTH. Yale Bcero ayTeHTHU()MKAILUS BBIMOIHSIETCS MyTeM
Habopa Mob30BaTENIeM CBOETO MapoJisl Ha KJIaBUATYpe KOMIBIOTEpA.

Hocmyn k ungpopmayuu - BOSMOXKHOCT TIONTYYEHHsI HHPOPMAIIUK U €€ UCTIONb30BaHUSI.

Sawuwennviti Kanan nepedayu OaAHHLIX - JIOTHYECKHE ¥ (U3WUECKHE KaHAIBI CETEBOTO
B3aUMOJICHCTBUS, 3aIIUIIEHHBIC OT MPOCIYIINBAHUS MOTCHIIMAIBHBIMH 3JI0YMBIIIJICHHUKAMHU CPEJACTBAMH
mmdpoBanust paHHbIX (cpeacrBamMu YPbBI), mu6o myrem mx (U3WMYEcKON W3OJSIHMU M pa3MeIeHus Ha
OXpaHsEMOU TEPPUTOPUH.

Hoenmuguxamop docmyna - yHUKaITbHBIA MPU3HAK CYOBEKTa WM 00BEKTa JOCTYIIA.

Hoenmuguxayus - MpucBoeHUE CyOheKTaM 1ocTyma (IoJb30BaTeNsIM, IIpoIeccaM) U 00beKTaM
moctyna (MHQOPMAMOHHBIM — pecypcaM, YCTpPOHCTBaM) HWIeHTHGUKATOpa © (WIH) CpaBHCHHE
MPEABSABISIEMOr0 HICHTH()UKATOPA C IIEPEYHEM MIPUCBOCHHBIX HJICHTH(PHKATOPOB.

Hngopmayus - 3T0 aKTUB, KOTOPBIH, 0A00HO apyrum aktuBam OI'AY3 «lllerapckas Pby, umeer
LIEHHOCTb M, CJIE0BATEIbHO, TOJHKEH OBITh 3aIUIIEH HAAJIeKaIM 00pa3oM.

Unghopmayuonnas bezonacHocmo - MeXaHN3M 3aIIUTHI, 00ecTIeMBaIOIIIHIA
KOH(QUACHIIMATBHOCTh,  IEJIOCTHOCTh, JOCTYIMHOCTh HWH()OpPMANHW; COCTOSIHHE  3alHUIIEHHOCTH
nHpopmarmonHeix aktuBoB OI'AY3 «llerapckas Pb» B ycmoBmsix yrpo3 B mH(pOpManmnoHHOH cdepe.
Yrpo3sr MoryT OBITH BBI3BaHBI HEMpeTHAMEPEHHBIMH OMMHOKAMH TIEpCOHANa, HEMPaBUIHHBIM
(hYHKIIMOHUPOBAaHUEM TEXHUYECKHX CPENCTB, CTUXUHHBIMA O€ICTBUSAMH WM aBapusaMu (TIoxap,
HaBOJHEHUE, OTKITIOUCHIE



ANEKTPOCHAOKEHHS, HapylIeHHE TEeNIEeKOMMYHUKAMOHHBIX KaHAJIOB W T.I.), JIMOO MpeaHaMepeHHBIMU
3JI0yMBIIUIEHHBIMH ACHCTBUSMH, NPUBOSIIIMMH K HapymeHWI0 HHGOpManHOHHBIX akTMBOB OI'AY3
«IIlerapckas Pb».

Hupopmayuonnas cucmema - COBOKYITHOCTH MPOTPAMMHOTO OOECIEUEHHSI W TEXHUYECKUX
CPE/ICTB, MCIOIb3YEMBIX ISl XpaHeHus, 0OpabOTKH M mepeaaud MH(OpMalru, ¢ UeNblo pelIeHHs 3a1a4
nonpasaeneanii OI'AY3 «erapckas Pb». B OI'AY3 «lllerapckas Pb» ncnonps3yroTcst pa3nuyHble THIIBI
WH(POPMAITMOHHBIX CHCTEM JIJIsl PEIICHHsI YIIPaBICHUECKNX, YICTHBIX U APYTUX 3a1ad.

Hupopmayuonnvie mexnonoeuu - TPOLECCHl, METOABI TOMCKa, cOOpa, XpaHEHHs, o0paOOTKH,
MPEAOCTABIICHUS, PACIPOCTPAHEHUsT WH(POPMAIMK M CHOCOOBI OCYIIECTBICHUS TaKUX MPOIECCOB U
METO/IOB.

Hnpopmayuonnvie axmuevl - WHPOPMAIMOHHBIE CUCTEMBbI, HH(OpPMAIMOHHBIE CpENCTBa,
WH(OPMAITMOHHBIE PECYPCHI.

Hngpopmayuonnvie cpedcmea - TpOrpaMMHBIE, TEXHUYECKHE, JMHTBUCTHYECKUE, IPABOBBIC,
OpraHW3alMOHHBIE CcpeAcTBa (IMPOTPaMMBl JUIS DJEKTPOHHBIX BBIYMCIWTEIBHBIX MAallHH; CPEICTBa
BBIYMCITUTEIBHOW TEXHUKH W CBSI3M; CIIOBAPH, TE3ayPYChl U KIACCH(PHUKATOPHI; MHCTPYKIIMA ¥ METOJUKY;
MOJIOKEHUSI, YCTaBhl, JOJDKHOCTHBIE MWHCTPYKIIUU; CXEMbl M WX OIWCAHUS, JApyras SKCIUTyaTaliOHHAS U
CONPOBOUTENBHAS  JOKYMEHTAIMs), WCIONb3yeMble WM  CO37[aBacMble MPH NPOCKTUPOBAHUU
WHQOPMAITMOHHBIX CHCTEM U 00€CTIEYHBAIOIINE X YKCITYaTaIIHIo.

Hugopmayuonusie pecypcbl - COBOKYITHOCTh COZCpKallleicss B 0a3ax MaHHBIX MH(OpMaIuu U
obecrieunBaronux ee 00paboTKy HH(HOPMAIIMOHHBIX TEXHOIOTHH.

Hnyuoenm ungopmayuonnou bOesonacnocmu - JIEACTBUTENBHOE, NPEANPUHUMAEMOE WIIN
BEPOSATHOE HapylleHHe HH(GOPMAIIMOHHON O0€30MacHOCTH, MPUBOAAIICC K HAPYIICHHWIO JOCTYIHOCTH,
KOH(UACHINAIBHOCTH M LETOCTHOCTH HHpopMaoHHbIX akTuBoB OI'AY3 «lllerapckast Pb».

Hcemounuk yepo3vl - HaMepeHUE WM METOJ, HAICJICHHbIM Ha YMBIIIIEHHOE HCIIOJIb30BaHHUE
YSI3BUMOCTH, JIMOO CUTYalUsI WIIM METOJl, KOTOPbIE MOI'YT CIIy4aiHO IPOSBUTH YSI3BUMOCTb.

Konguoenyuanvrnas ungpopmayus — wHPOpMAaLNS ¢ OTPAaHUYEHHBIM JOCTYIIOM, HE COAEpIKaIas
CBEIIEHHH, COCTABIIIOIINX IOCYJapPCTBEHHYIO TaliHy, OCTYIl K KOTOPOH OrpaHWYMBAETCS B COOTBETCTBUU
¢ 3aKoHOJIaTeNbCcTBOM Poccutickoit deaepanuu.

Konguoenyuansnocmo - noctyn k nHGOpMAaLUU TOJIBKO aBTOPU30BAHHBIX I10JIb30BATENCH.

Kpumuunas ungopmayus - wHbopManus, HapylUleHHE TOCTYHHOCTH, I€JIOCTHOCTH, JHOO
KOH(pHMICHLIMAIBHOCTH KOTOPOM, MOXET OKa3aTh HEraTUBHOE BIIMSHHE HAa (QYHKIHMOHHPOBAHHUE
noapasnenenuii OI'AY3 «llerapckas Pby», npuBectu k npuuuHeHutro OI'AVY3 «lllerapckas Pby»
MaTepHaJIbHOTO WM MHOTO BUAa yuiepoa.

Jlokanvnaa eviuuciumenvruas cemov (JIBC) - rpymma DOBM, a Takke mnepudepuitHoe
o0opynoBaHue, 0OObEANHEHHBIE OMHUM MM HECKOJIBKMMH aBTOHOMHBIMU BBICOKOCKOPOCTHBIMU KaHalIaMHt
nepenavyy HU(POBHIX JaHHBIX B Ipeneax OJHOI0 MM HECKOJIIBKUX OIM3JISKAIINX 3aHHUMH.

Monumopune ungopmayuorHou OezonacHocmu - TIOCTOSHHOE HAONMIOJEHWE 3a OO0BEKTaMH,
BIUSIONIMMHE Ha oOecriedeHre MHPOPMAIIMOHHON 0e301acHOCTH, cOop, aHam3 U 0000IIeHne Pe3yIbTaTOB
HaOmoseHuss mox 3ajgaHHble 1end. OOBEeKTOM MOHHMTOPHMHTA B 3aBHCUMOCTH OT LieJIed MOXET OBITH
aBTOMATH3MPOBaHHAsA CHUCTEMa WJIM €€ 4acTb, WH(POpPMALMOHHBIE TexHojorndeckue npoueccsl OI'AY3
«Merapckas Pby», nndopmarnmonnsie ycnyru OI'AY3 «lllerapckast Pb» u mp.

Hecanxyuonupogannuiii docmyn x ungopmayuu (HC/Z) - noctyn kK uHGOpMaLNHU, HAPYILIAIOMWUI
MpaBujIa pa3srpaHUueHNs yPOBHEH OJTHOMOYMH MOJIb30BaTENCH.

Obpabomka pucka - mpolecc BBIOOpa U OCYIIECTBICHHS Mep 110 MOAU(PHUKAIIMN PUCKA..

Ocmamounblii puck — PHUCK, OCTAIOLINICcs Tocie 00paboTKU pucKa.



Honumuka ungopmayuonnol 0Oe3onachocmu - KOMIUIEKC B3aMMOYBSI3aHHBIX PYKOBOJSIINX
MPHUHIUIOB U Pa3pabOTaHHBIX HA X OCHOBE MPAaBHWJI, MPOLEAYP U MPAKTHYECKUX MIPHEMOB, IPHHSATHIX B
yupeXIeHun A obecriedeHus ero HHPOPMaIMOHHOM OE30MacCHOCTH.

Honvzosamenn JIBC — corpymauk OI'AY3  «lllerapckas PB» (wTatHbIl, BpeMEHHBIH,
paboralomMii 1O KOHTPAaKTy M T.I.), a TaKkKe Npouyre Jnuna (MOAPSAYMKH, ayIuTOphl H T.I1.),
3apErUCTPUPOBAHHBIM B CETH B YCTAHOBJICHHOM IOPSAKE M MOJIYYMBIIMM IIpaBa Ha JOCTYI K pecypcam
CC€THU B COOTBCTCTBHU CO CBOUMU q)YHKHI/IOHaHBHBIMI/I O6H3aHHOCTHMI/I.

Ipunsimue pucka - pelieHne NPUHSTH PUCK.

Ilpoecpammnoe obecneuenue - COBOKYIMHOCTH IPHKIAJHBIX IPOrpamMM, YCTAHOBIICHHBIX Ha
cepsepe niu OBM.

Pabouass cmanyus - epcoHaNbHBIA KOMIBIOTEP, Ha KOTOPOM IMOJb30BATENlb CETH BBITIONHSET
CBOM CITy>KeOHBIC 0053aHHOCTH.

Pecucmpayuonnas (yuemnas) 3anucv noivzosamenss - BKIIOYAET B ce0s MMS MOJIb30BATES.
PCI‘I/ICTpaIII/IOHHaH 3aIlUCh cOo34a€TCA AJIMUHUCTPATOPOM npu perucTtpanun II0JIB30BATECIA B
OTIepaIlMOHHON crucTeMe KoMmmbioTepa, B cucteme OI'AY3 «lllerapckas Pby 6a3zamMu maHHBIX, B CETEBBIX
JOMEHaX, TpHIokKeHusx 1 T.m. OHa TakkKe MOXET COAepKaTh TAaKHe CBEICHHS O IONIb30BaTelle, Kak
®.11.0., Ha3Banue noapasaenenus, reiaedonst, E-tall u 1.1

Ponb - cOBOKYMHOCTh MONHOMOYHM W MPHUBHJIETHH HAa AOCTYN K WH(POPMAIIMOHHOMY pPECypCy,
HeO6XOHI/IMBIX JJI BBITIOJTHCHUSA ITOJIB30BATEIIEM OIIPEACIICHHBIX q)YHKI_[I/IOHa.HI)HBIX 00s13aHHOCTEN.

Cpeocmea Kkpunmoepaguueckoii 3auumel uHgopmayuu - CPeACTBa HIM(PPOBAHUS, CPEACTBA
JJIEKTPOHHOW TOJIMCH, CPEACTBA KONUPOBAHUS, CPEACTBA M3IOTOBJIECHMS KJIIOYEBBIX JOKYMEHTOB
(HEe3aBHCHMO OT BHJIa HOCHUTENS KIFOUEBOW HMH(POPMAITNHN), KITFOYEBBIC JOKYMEHTHI (HE3aBUCHMO OT BHJIA
HOCHTEIS KITIOUEBOH HH(pOpManum).

Yeposvr ungpopmayuonnvim Oannvim - MOTEHLUANBHO CYLIECTBYIOLIAsl ONACHOCTh CIy4aiHOIo
WIHM IpeIHaAMEPEHHOr0 pa3pylIeHHs], HECAHKIIMOHUPOBAHHOTO MOJTYy4YEHHs WIM MOAM(UKALMYN AaHHBIX,
00yCIIOBIIEHHAS! CTPYKTYpPOH CHUCTEMBI 00pabOTKH, a TAaKKe YCIIOBUSIMU OOpaOOTKM M XpaHEHUS JTaHHBIX,
T.€. 3TO NOTEHIMAIbHAS BO3MOXHOCTh UCTOYHMKA YIPO3 YCIICUIHO BBISIBUTH OIPEAEICHHYIO YA3BUMOCTh
CHCTEMBI.

Ynpaenenue unghopmayuonnoii 6e3onacnocmuio - COBOKYIHOCTD LI€JICHANIPABICHHBIX IEHCTBU,
OCYLIECTBIIEMBIX B pPaMKax TIOJUTUKM HH(POPMALMOHHOW OE30IaCHOCTH B YCIOBHSX Yrpo3 B
nH(popMaIMoHHOW cdepe, BKIoUaromas B ceds ornenky coctosaus oobekra OI'AY3 «lllerapckas Pby»
(manmpumep, oneaky u OI'AY3 «lllerapckas Pb» prckamu), BEIOOp yHpaBISIOMMX BO3AEHCTBUI M WX
peanuzanuio (TUIAHUPOBaHKE, BHEIPEHNE W 00CITYKUBAaHUE 3AIIUTHBIX MEp).

Vaseumocms - HenmoctaTkm niM cnaOble MecTa MH(QOPMAIMOHHBIX aKTHBOB, KOTOPHIE MOTYT
MIPUBECTH K HapylieHnto uHpopMmanroHHoi Oe3zomacHoctn OI'AY3 «lllerapckas Pb» mpu peanuzamuu
yrpo3 B HHQOPMAaIMOHHOH cepe.

Lenocmnocme  ungopmayuu - COCTOSIHUE 3aLIMLICHHOCTH WH(MOPMALMH, XapaKTepU3yeMoe
criocobHocThi0 AC 00ecreunBaTh COXPaHHOCTh M HEM3MEHHOCTh KOH(HIeHIMaIbHOH HHPOPMALUY TPU
MOIBITKaX HECAHKIIMOHWPOBAHHBIX WIIM CIIy4ailHbIX BO3ACHCTBHI Ha Hee B Iporecce o0pabOoTKH WU
XpaHeHusl.

OBM- 3neKTpoHHAas - BEIYUCIUTEIbHAS MAIINHA, IEPCOHANBHBIA KOMIIBIOTED.

Dnexmpounas yugposas noonucy - PEKBU3UT JIEKTPOHHOIO JOKYMEHTA, MIPEAHAa3HAYeHHBIN IS
3alUTHl HJIEKTPOHHOIO JTOKYMEHTa OT TMOJUIENKH, TOJIYYEHHBIH B pe3yjibTaTe KPUITOrpaduvecKoro
npeoOpazoBaHus HHPOPMAIMH C UCIIOIb30BaHUEM 3aKPBITOrO KIII0Ya 3JIEKTPOHHOH H(POBOH NOANNCH U
MO3BOJIIIONIMHA MAEHTU(UIIMPOBATh Biajeblla KI04Ya MOANUCH, a TaKKe YCTAaHOBUTH OTCYTCTBHE
UCKaKeHHs TH(OPMAIIUH B DJIEKTPOHHOM JIOKYMEHTE.



6. O003HaYeHHA M COKPAIleHHSA

APM - ABTOMaTH3UpOBaHHOE pabouee MeCTO.

AC - ABTOMaTH3MpOBaHHAs CHCTEMA.

B/l - ba3za maHHbIX.

3U - 3anmra uHpopMaluH.

Wb - UndopmanmonHast 6€30MacHOCTb,.

UC - NadpopmanmonHast cucrema.

UTC - NadopmalinoHHO-TETeKOMMyHUKAITMOHHASI CHCTEMA.
K3 - KonTponupyemas 30Ha.

MD - MexcereBoi dKpaH.

HCJI - HecanKmOHUPOBAHHBIN JOCTYII.

OC - OmeparoHHas cucTeMa.

1B - IMonutrku 6E30MaCHOCTH.

1O - IporpammHOe oOectieueHme.

CBT - CpencTa BEIYHCIUTEIHHON TEXHUKH.

C3MU - CpencTBo 3amuThl HHGOpMAITHH.

CK3MH - CpeznctBo Kpunrorpapuueckon 3amuThl HHPOPMAaIIUH.
CIIJI - Cucrema mepemadul JTaHHBIX.

CYB/] - Cuctrema OI'AY3 «lllerapckas Pby» 6a3amu naHHBIX.
CYWUB - Cucrema OI'AY3 «lllerapckas Pby» nHdopMaiinoHHo#i 6€301MacHOCTHIO.
C3/1 - Cucrema 3JIeKTPOHHOTO JOKYMEHTO000pOTA.

OBM - DiekTpoHHAs - BEIYUCIUTEIbHAS MaIIHA, IEPCOHATBLHBIN KOMITHIOTED.
OIII - DnexTpoHHas MEGPOBaAs MOAIHCE.

7. Haznavenune nosmtuku uHGopManuoHHON Ge30mMacHOCTH

IMomutukn waOpMarmonHont OezomacHoctTn OI'AVY3 «lllerapckas Pb» - 3To coBOKymHOCTH
HOPM, TIPaBHJI U MPAKTHIECKUX peKOMEHIAIni, Ha KOTophix crpoutcs OI'AY3 «lllerapckas Pby, 3amura
U pacrpeneneHne HHPopManyuy B YIIpaBIeHUH.

Ilon  nmomuTukamMu  OE30MACHOCTH  MOHMMAETCSl  COBOKYIHOCTh  JOKYMEHTHPOBAaHHBIX
YIPaBIECHUYECKUX PEIIeHUH, HAIpaBICHHBIX HA 3aIIUTy WHGOpPMAlMM U AacCOLMUPOBAHHBIX C HeH
pecypcos.

[lomutukn wuHpOPMALMOHHON OE30HAaCHOCTH OTHOCATCS K  aJAMUHHCTPAaTHBHBIM —MepaM
obecrieueHns WH(QOpMAIMOHHONW Oe3onmacHOCTH W onpenenstor crpateruto OI'AY3 «lllerapckas Pb» B
obnactu Ub.

Ilonutukn wundopmarmonnoit OezomacHocTn (nmanee, [1B) permameHTHPYIOT 3G (hEKTHBHYIO
paboty cpenctB 3ammThl WHpopMmammu. OHH OXBAaTHIBAIOT BCE OCOOEHHOCTH TMporecca oOpaboTKH
nHdopmarun, onpenensis noseaenne UC u ee momb3oBareneld B pasnnuHblx cUTyauusax. [lommrtuku
MH(OPMAIIMOHHON (e30MacHOCTH PEANU3YIOTCS TTOCPEACTBOM  aJIMHHHUCTPATHBHO-OPraHH3aIIMOHHBIX
Mep, PU3HUECKUX U IPOrPaMMHO-TEXHUYECKUX CPEACTB U ONpeessieT apXUTEKTYPY CHUCTEMBbI 3aIUTHI.

Bce mokymenrtanbHO o¢opMileHHbIE pewenns, (Gopmupyoume Iloautukn, AOMKHBI OBITH
yTBepxkaAeHbl M1aBHbIM BpadyoM OI'AVY 3 «Illerapckas Pb».

8. OcHoBHbIe NpUHIMNEI 00ecnieyennss Ub

OcHoBHubIME TpuHIMNIAMH o0ectieueHust b sBistrores cnenyrompme:
-IlocrostHHBINA 1 BcecTOpoHHUH aHaiu3 uHpopmauunonHoro npoctpaHctBa OI'AY3 «lllerapckas
PB» ¢ 11eTIbIO BBISBJICHHSI YSI3BUMOCTEN HHPOPMAIIMOHHBIX aKTHBOB.



-CBoeBpeMeHHOE O0HapyKEeHUE MPoOJIeM, TOTESHIIMAILHO CIIOCOOHBIX OBIUATH Ha Vb

OI'AVY3 «lllerapckas Pb», koppekTupoBKka Mojesneil yrpo3 1 HapyLUIUTENsL.

-Pa3paboTka v BHEIpEHUE 3aIIUTHBIX MEp, aJCKBATHBIX XapaKTEPy BBIABICHHBIX YIPO3, C YUETOM
3aTpaT Ha WX peanusanuio. [Ipu 3TOM Mepswl, nmpuHUMaeMble a1 oOecnedeHust Vb, He MOMKHBI
YCIOXKHATh JocTwkeHue ycTaBHbIX Inened OI'AY3 «llerapckas Pb», a Takke MOBBIMIATH
TPYAOEMKOCTb TEXHOJIOTHYECKHUX MPOIIECCOB 00pabOTKH UH(OPMAITUH.

-KoHTponb 3 pekTHBHOCTH TPUHUMAEMBIX 3aIUTHBIX Mep.

-Ilepconnukanus u aJicKBaTHOE pPa3/ICiICHUE POJICH U OTBETCTBEHHOCTH MEXIY COTPYAHUKAMHU
OI'AY3 «lllerapckas Pby», ncxons u3 npuHIKIA IEPCOHATBHON U €IUHOIMYHON OTBETCTBEHHOCTH
3a COBEpIIIaeMbIE OTIepaITUH.

9. CootBerctBue IIb aeiicTByIOIIEMY 3aKOHOATeILCTBY

IIpaBOByr0 OCHOBY IIOJIMTHK COCTaBJIAIOT 3akoHbl Poccuiicko @enepanuu H  JIpyrue
3aKOHOJATENIbHBIE AaKThl, ONPENENISAIONIME IIpaBa M OTBETCTBEHHOCTh TI'PaXKIaH, COTPYIHHUKOB U
rocyiapcrsa B cepe 0e30MacHOCTH, a TaK)Ke HOPMATHBHBIE, OTPACIIEBbIC U BEIOMCTBEHHBIC JOKYMEHTHI,
o BompocaMm 0e30MacHOCTH WHGOPMAIUH, YTBEPXKJICHHBIE OpraHaMH TOCYJIAPCTBEHHOTO YIpPaBICHUS
Pa3JINYHOrO YPOBHS B MPEAENax UX KOMIIETEHIUU.

10. OTBEeTCTBEHHOCTDH 32 PeaJu3aIuio MOJUTHK UH(pOPMAIIHOHHOH 6e30macHOCTH

OTBETCTBEHHOCTh 3a Pa3pabOTKy MepP U KOHTPOJb OOECIICUEHMS 3alluThl WHGOPMAIMH HECET
crieruaiucT mo nHbopManuonHou 6ezonacHoctn OI'AY3 «lllerapckas Pby.

11. Mopsaa0K NOATOTOBKYU NMEPCOHAJIA 10 BONPocaM HHGOPMAIIHOHHOI 0€30MaCHOCTH U JI0MYCKA ero
K pabote

Opranuzamnus o0ydenus corpyaaukoB OI'AY3 «lllerapckas Pb» B obmactu uH(pOpMaMOHHON
0e30MacHOCTH BO3JIAraeTcsl Ha CIEeNUaInCcTa 1o HHPopMaImoHHoH Oe3onacHocTh. [loamucu coTpyIHUKOB
00 O3HaKOMJIEHWH 3aHocaTcs B <« KypHanm mpoBeneHHWs WHCTpPyKTaxa 10 HH(OPMAIMOHHON
6esomacHocti». OOyuenme corpymaukoB OI'AY3  «lllerapckas Pb» mpaBumam olOpamenus c¢
KOH(UACHINATBHON HH(OpMaInel, MPOBOIUTCS ITyTEM:

-IPOBENIEHNS] WHCTPYKTHBHBIX 3aHIATHH C COTpyOHWKaMH, MpHHHMaeMbIMH Ha pabory B OI'AY3
«Ierapckast Pby;
-CaMOCTOSITEIBHOIO HM3YyYEHUA COTPYJHUKAMU BHYTPEHHHX HOPMAaTHUBHBIX JOKyMEeHTOB OI'AY3
«IIlerapckas Pby.

Jomyck mepcoHama k pabore c 3amumiaeMbiMu WHGOpMaAMOHHBIMH pecypcamu OI'AY3
«erapckas Pby ocymiecTBisercs TOIBKO MOCIE €r0 03HAKOMIICHHSI C HACTOAIIMMHE TIOMHTHKAMH, a TaK
K€ WHBIMH WHCTPYKIMSAMH TIOJNB30BaTellell OTAENbHBIX WH(pOpMannoHHBIX cucteM. Corimacue Ha
coOfo/IeHNe TPaBWII U TPeOOBaHUI HACTOSIIMX TOJMHTHUK MOATBEPIKAAETCS MOAMHUCIMHA COTPYIHHKOB B
«KypHane nmpoBefeHUs HHCTPYKTaXKa 1Mo WH(OPMAITMOHHON Oe30MaCHOCTH.

12, 3amumaemble nHopmanuonHble pecypesl OI'AY3 «lllerapckas Pb»

PaznuuatoTcs cnepyromme KaTeropun WHGOPMALMOHHBIX PECYPCOB, MOMIEKAIINX 3alIUTE B
OI'AV3 «lllerapckas Pb»:

Konguoenyuanvnas - nadopmanusi, onpeneneHHas B cooTBeTcTBUU ¢ PenepanbHbIM 3aKOHOM OT
27.07.2006r. Nel149-03 «O6 mHpopManuu, HHPOPMAIIMOHHBIX TEXHOJOIHIX U O 3alIuTe WHPOPMALIII»,
@3 ot 27.07.2006 r. Ne152-®3 «O nepcoHaIbHBIX JaHHBIX», yka3oM npe3uneHTa PO ot 06.03.1997 Nel188
«O0 yTBep>KACHUH NEPEUHs CBeIeHNH KOH(PUICHIUAIBHOTO XapaKkTepay,



nocTaHoBiieHHeM mpasutenscTBa PO ot 17.11.2007 1. Ne781 «O6 yrtBepxkaenun Ilomoxenus o6
obecrieueHnH 0€30MaCHOCTH MEPCOHAIBHBIX AAHHBIX MPH X 00paboTKe B MH(OPMAIMOHHBIX CHCTEMax
MEepCOHANBHBIX JaHHBIX», MpeaycMoTpeHHas [lepeunem cBeneHni KOH(GUACHINAIBHOTO XapaKTepa.

Ilybnuynas - vapopManus, noiaydaemas U3 MyOIMYHBIX KCTOYHUKOB (myOnukanun B CMU, Tene u
paauvoBemanue ¥ T.a.). MHpopmanus, npenHazHadeHHas IS pa3MEIICHUS Ha BHEIIHUX ITyOJMYHBIX
pecypcax;

Omkpwimas - wHpopManus, MOTydYeHHass OT (DU3WYECKUX WM IOPHIMYECKUX JIMI, 3amper Ha
pacnpoctpanenue M o0paboTky KoTopoid ObuT MU opuunansHO cHAT. MHbopManus, chopMrupoBaHHAS B
pesynbrate nestensHoctd OIAY3 «llerapckas PBy», koTopyro 3amnpenieHo OTHOCUTh KOH(PHIEHITUAIEHON
HAa OCHOBaHHMH 3aKOHoJaTeldbcTBa Poccum. WHQopmanus, mpencraBisemas B MyONWYHBIA JOCTY,
ucronb3yeMast B Xxo3siictBeHHol AestensHocTH OI'AY3 «lllerapckas Pby;

Ozpanuuennoco docmyna - vHGOpPMaIKs, He MONajaonas MmoJ OCTajJbHble KaTeropuH, JOCTYIl K
KOTOPOM JIOJIKEH OBITh OTpaHUYEH ONpe/eNIeHHOW KaTerOpHH JIHII.

IMoaxoap! K penieHno TpoOIeMbl 3aIIUTHl UHPOPMAIK B YTIPaBIeHWH, B O0IEM BHJIE, CBOAATCS
K HCKITIOYEHHWIO HEMPABOMEPHBIX WM HEOCTOPOXXHBIX JAEHCTBHI CO CBENEHUSMH, OTHOCSIIUMHUCS K
WHPOPMAIIUK  OTPAaHMYEHHOI'O PACIPOCTPAHEHUS, a TaKkkKe ¢ WHPOPMAMOHHBIMH PECYpCamH,
SBIISIFOIUMUCS KPUTHYHBIMU JIJIsl oOecrieueHust QpyHKiuoHuposanusi mporeccoB OI'AY3 «lllerapckas
Pb».

g 5Toro B YrpaBieHNH BHIIOIHAIOTCS CIEAYIONINE MEPOIIPHSITHS:

-OIpeensaeTcs MOPAI0K pabOThI C AOKYMEHTaMH, COAEP KAIIUMHI KOH(HICHIINATIbHBIE CBEICHHS,;

-yCTaHABJIMBACTCS KPYT JIUII U MOPSIIOK J0CTyIa K MOA00HOH nHpOopMannmy;

-BbIPAa0ATHIBAIOTCSI MEPbl 10 KOHTPOJIIO OOpalieHust C JOKYMEHTaMM, COJIEpKallluMU

KOH(UIEHIINAJIbHBIE CBEACHUS,

13. Opranu3zanuu cucTeMbl ynpasJjenusa Ub

Cucrema ymparienus uHbopmarmoHHon OesonmacHoctH OI'AY3 «lllerapckas Pb» (CYUB) -
IpeAHa3Ha4YeHHasl [UId CO3JaHMs, pealu3aliy, SKCIUIyaTallud, MOHMTOPHHIA, aHAJIW3a, HOANEPKKH H
TTOBBIIICHUsT HHPopMarmonHoi 6e3omacHocTn OI'AY 3 «lllerapckas Pby.

Husa  ycmemnoro ¢yakumonupoBanust CYWb OI'AY3  «lllerapckas Pb» momkHbI OBITH
peaIr30BaHbI CIELYIOLINE IPOLECCHI:

-onpeneneHne u yrounenue oonactu aercteust CYUD u Be160p momxoza K onenke puckos Mb.

-onpeneneHne W yrouHenwe oOmactu aeiictBus CYUB nomKkHO OCYIIECTBISITBCS HAa OCHOBE

PE3yNbTATOB OLICHKU PHUCKOB, CBSI3aHHBIX ¢ OCHOBHOU AestenbHOCThI0O OI'AY3 «Illerapckas Pby,

a TaK)Ke€ OLIEHKU NpaBOBbIX pucKoB AearenbHocTd OI'AY 3 «lerapckas Pby;

-aHaNu3 M orleHKa puckos b, Bapuantel 00paboTku pruckoB Wb s Hanmbonee KpUTHIHBIX

UH(OPMALIMOHHBIX AaKTHBOB.

-BBIOOp M yTouHeHue ueneid b u 3amuTHbIX Mep 1 uX 000CHOBaHME 151 MUHUMHU3ALUH PUCKOB

Ub.

-IPUHATHE  PYKOBOJICTBOM  OCTAQTOYHBIX  PHUCKOB M  DEHICHUS O  pealu3alud |
skcrutyatanuu/coepieHcTBoBaHun CYHUB. Ocratounsie pucku Ub nomKkHBI OBITH COOTHECEHBI C
puckamu gesarensHocTd OI'AY 3 «lllerapckas Pby», u onjeHeHO uX BIMSIHHE HA JOCTHKEHUE IeNel
JeATEIbHOCTH.



14. Peanmsanus cuctembl ynpasiaenus Ub

B cucreme ynpasnenns b nomkHbI OBITH peann30BaHbl CASAYIOMINE IPOLECCHI:

-pa3zpaboTka 1iaHa oopaboTku puckor Ub;

-peanu3zanus iaHa 00padoTku prckoB Mb u peanuzamnms 3amyTHEIX Mep, yIIpaBlieHHE paboTaMu
U pecypcamu, CBsizaHHBIMU ¢ peanuzanueit CYUD;

-peanu3anys mporpaMM 1o o0y4eHuto u ocBegomiacHuoctu Ub;

-00Hapy’>KEHHE U pearupoBaHUe HA UHIMICHTHI OE30IaCHOCTH;

-o0ecrieyeHre HeMPEePBIBHOCTH ACATENFHOCTH U BOCCTAHOBJICHUS MTOCTIE MTPEPHIBAaHHH.

15. Metoabl onleHMBaHUSA MHGOPMALMOHHBIX PUCKOB

Onenka uHpopmanoHHbeix puckoB OI'AY3 «lllerapckas Pb» BbImonHseTcsS 1O ClIEAYONMM
OCHOBHBIM 3TaliaM:

-HJICHTU(DHUKAINS 1 KOIWYSCTBEHHAs OlleHKa HHPOPMAIIMOHHBIX PECYPCOB, 3HAUUMBIX ISl paOOTHI

OI'AVY3 «lllerapckast Pby;

-~OCHUBAHNE BO3MOXHBIX YI'PO3;

-OCHUBAHNE CYIICCTBYIOIUX YHSBHMOCTeﬁI;

-oneHuBanue 3p(HEKTUBHOCTH CPEACTB oOeceueHrs HHGOPMAIIMOHHON 0€30IaCHOCTH.

[penmonaraercs, 4To 3HaYUMbIE ys3BUMbIe MHpOpMaipioHHble pecypchl OI'AY3 «lllerapckas
Pb» moxBepratoTcs puCKy, €CIIU 10 OTHOIIECHUIO K HIM CYIIECTBYIOT KaKHE-THOO yTPO3BI.

[Ipu 3ToM MH(pOPMAITIOHHBIE PUCKH 3aBUCAT OT:

-rmokasaTene IIeHHOCTH WH(POPMAITHOHHBIX PECYPCOB;

-BEpOSITHOCTH peaTu3allii YIpo3 JUIsl pECYPCOB;

-3¢ (hEeKTUBHOCTH CYIIECTBYIONINX WU TUTAHUPYEMBIX CPEACTB 00eCTIeueHIs HH(OPMAITHOHHOM

0e301acHOCTH.

Lenb olleHMBaHUS PHCKOB COCTOMT B OINPENEIEHHWH XapaKTEPHCTUK PHUCKOB HWH(GOPMAIOHHON
CHCTeMBI W €€ PecypcoB. B pe3yibraTe OIEHKH PHCKOB CTAaHOBWUTCS BO3MOXKHBIM BEIOpaTh CPEACTBA,
o0ecTieuynBaloIIie XKellaeMblii ypOBeHb WH(OPMAIIOHHON 0€30MaCHOCTH OpraHU3aIHH.

[Ipu omeHMBaHWM PHCKOB YUUTHIBAIOTCS: IIEHHOCTH PECYpPCOB, 3HAYNMOCTD YIPO3 H ySI3BUMOCTEH,
3(h(HEeKTHBHOCTD CYyIIECTBYIOIMX H IUIAHUPYEMBIX CPEACTB 3ammTbl. CamMH IOKa3aTelld PECYpCOB,
3HAYUMOCTH YTPO3 U YSI3BUMOCTEH, 3(GEKTUBHOCTh CPEICTB 3allUTBl MOTYT OBITH OINPENENIeHbl Kak
KOJIMYECTBEHHBIMH METOIAMH, HaIpuMep, TMPH ONpPEAeTeHHH CTOMMOCTHBIX XapaKTePUCTHK, TaK H
KaueCTBEHHBIMH, HANPUMEp YYUTHIBAIOIIUMH INTATHBIC WM YPE3BBIYAHHO OIMACHBIC HENITATHEIC
BO3JICHCTBUA BHELIHEN CPEBbL.

Bo3MoXHOCTE peanm3anuil yrpo3bl OIIEHWBAETCS BEPOATHOCTHIO €€ pealn3allid B TeUeHHe
3aJaHHOT0 OTpe3Ka BpeMeHH 151 Hekotoporo pecypca OI'AY 3 «erapckas Pby.

[Ipu 3TOM BEpPOATHOCTH TOTO, YTO YTpO3a PEATU3YETCS, ONMPENENSIECTCS CIECAYIONMMI OCHOBHBIMH
MTOKa3aTENsAMU:

-TIIPUBIIEKATEIHHOCTBIO PECypca, HCIIONB3YETCs IPH PACCMOTPEHHUH YTPO3BI OT YMBIIIUIEHHOTO

BO3JIEWCTBHUS CO CTOPOHBI YEITOBEKA;

-BO3MOXHOCTBIO HCTIONIE30BAHUS Pecypca JUIsl OITYYEHUS JOX0/a, TAKKE UCIONb3YeTCs MPH

PacCMOTPEHUH YIPO3bI OT YMBIIIIEHHOTO BO3IEHCTBUS CO CTOPOHBI YeTIOBEKa;

-TEXHUYECKUMHU BO3MOXKHOCTSIMH PEATU3AIAN YIPO3bI, UCTIONB3YETCS MPH YMBIIIIEHHOM

BO3/IEHICTBUU CO CTOPOHBI YEIOBEKa;

-CTEIEeHBIO JIETKOCTH, C KOTOPOH YSA3BUMOCTH MOXKET OBITh UCIIOIBb30BaHA.



16. IMlosauTHKa NPEAOCTABJIEHHUS A0CTYNA K MHPOPMAIIMOHHOMY Pecypcy

Hacrosmas ITonutuka onpenenser OCHOBHbIE MPaBUia MPEIOCTaBIECHH COTPYAHUKAM JOCTyNa K
3amuaeMbiM HHpopmanmonHsiM pecypcam OI'AY 3 «lllerapckas Pby.

K pabore ¢ uHpOpMAIMOHHBEIM pecypcoM JIOMYCKAIOTCS IOJb30BATENHN, O3HAKOMIICHHBIC C
npaBuUiIaMu padoOThl ¢ MH(OPMAIMOHHBIM PECYPCOM M OTBETCTBEHHOCTBIO 32 MX HapylICHHUE, a TaKke
HACTOSIIEH ITOJIUTHKOMN.

Kaxnomy corpymauky OI'AY3 «lllerapckas Pb», momymieHHOMy K padoTe€ ¢ KOHKPETHBIM
WHPOPMAITMOHHBIM PECYPCOM, IIOJDKHO OBITH COIMOCTABJIEHO TMEPCOHANBHOE YHHKaIbHOE MMsI (ydeTrHas
3aIiCh MOJIL30BATENS ), IO KOTOPBIM OH OyJIeT perucTpupoBathes u padorats B MC.

B ciyuae HEoOXOAMMOCTH HEKOTOPBIM COTPYJHHKAM MOTYT OBITH COIOCTaBJIEHBI HECKOIBKO
YHUKaJbHBIX MMEH (y4eTHBIX 3ammuceil). lcrmonb3oBaHne HECKOIBKHMMH COTPYIHHKAMH TpU paboTe B
VY1paBiieHUH OHOTO U TOT'O %K€ UMEHH ToJib3oBatens («rpymnmnoBoro umenu») 3AIIPEIIEHO.

17. HoawnTuka 3amuThl APM

Bo Bpems paboThl ¢ KOHGUACHIMATBHON HH(OPMAIUEH JOIDKEH MPEIOTBPAIIaThCs €€ IPOCMOTP
HE JONYIICHHBIMHU K Hel JIMITaMHU.

[lpu mobom ocraBleHWH pabovero mecra, pabodas CTaHIHUS JOJDKHA OBITh 3a0JIOKMPOBaHA,
CbEMHBIE MAIIMHHBIE HOCHTENH, COJepXkale KOHQUICHIHANbHYI0 WH(QOPMAIUIO, 3alepThl B
MOMEIIeHHH, IKady WK SIIUKe CTONA WK B celide.

Hoctyn K wuH(OpMamMud MPEIOCTABIACTCS TOJABKO JIMIIAM, HMEIOIMM OOOCHOBAaHHYIO
HEOOXOUMOCTh B pabOTe C 3TUMHU JAHHBIMU JUISl BBIIIOJIHEHHS CBOUX JIOJDKHOCTHBIX O0SI3aHHOCTEH.

ITonp30BaTensM 3anpeniaercsl ycTaHaBINBaTh HEABTOPU30BAHHBIE IPOrPaMMbl HA KOMIIBIOTEPHI.

Kondurypanuss nmporpaMm Ha KOMIBIOTEpAX AOJDKHA IPOBEPATHCS EKEMECSYHO Ha IPEeIMeET
BBISIBJICHUS YCTAHOBKU HEABTOPU30BAHHBIX IIPOIPaMM.

Texuuueckoe OOCTYy)KMBaHHE MOJDKHO OCYIIECTBIATHCS TOMBKO HAa OCHOBAHUHM OOpAIICHUS
10JIb30BaTELS.

JlokaspHOE TEXHUYECKOe OOCIYXMBaHHWE JODKHO OCYIIECTBISATHCS TOJABKO B  JIMYHOM
MIPUCYTCTBHUH TIOJIb30BATEINS.

JlMcTaHIMOHHOE TEXHUYECKOE OOCIIYy)KMBAHHE NODKHO OCYHIECTBIIATHCS TONBKO CO CIIELHAIBHO
BBIJICJICHHBIX aBTOMATHU3UPOBAHHBIX PabOYMX MeECT, KOH(UIypalusi U COCTaB KOTOPBIX IOJDKHBI OBITH
CTaHJAPTU30BaHbI, a IIPOLECC IKCILTyaTalluy PETJIAMEHTHPOBAH U KOHTPOIUPOBATHCS.

IIpu mpoBeneHWM TEXHUYECKOTO OOCITY)KMBAaHUS NOJDKEH BBIIOIHATHCS MHUHHUMAJbHBIM Habop
NEHCTBUI, HEOOXOMUMBIX JIISi YCTpPaHEHUS TPOOIEMBI, SBUBIICHCS NPUYMHOW oOOpamieHus,
HCIOJIB30BAThCS JIFOOBIE BO3MOXHOCTH, TO3BOJISIIOILME BIIOCICACTBUM YCTAHOBUTH ABTOPCTBO BHECEHHBIX
WM3MEHEHUM.

18. Mopanok conpooBaeHussUC OI'AY3 «lllerapckas Pb»

ObGecrieuenrne WHGOPMAITMOHHOW O€30MMacHOCTH WH(OPMAIMOHHBIX CHCTEM Ha  CTaAMsIX
kn3HeHHoro nukina b MC nomkHa obecrmeunBaThCs Ha BeeX CTaausax sku3HeHHoro mukiaa (OKII) WC,
ABTOMAaTH3UPYIOIINX TEXHOIOTHYECKHE MPOIIECCHI, C YIETOM BCEX CTOPOH, BOBJIICUEHHBIX B mporecchl K1
(pa3paboOTUYMKOB, 3aKa34YWKOB, IOCTABIIMKOB IPOAYKTOB W YCIYT, JKCIUIyaTHPYIOUIMX W HAA30PHBIX
monpa3AeiieHnidi  opranu3anuu). Pa3paboTka TeXHWYECKMX 3aJaHHi, IPOEKTUPOBAHUE, CO3/IaHUE,
TECTHPOBaHHE, TPUEMKa CPEACTB W cucTeM 3amuThl VC MpoBOIWTCS TpW ydacTHH aJMHHHCTpaTopa
HH(OPMAITHOHHOW O€30MaCHOCTH M CHCTEMHOro aaMuHucTpaTopa. Ilopsaok paspaborku u BHeapenus C
JIOJDKEH OBITh PErjaMeHTHPOBAH U KOHTPOIUPOBATHCS.



[Ipu pazpaborke MC HeoOX0OMMO MpHIAEPKUBATHCS TpeOOBAaHWH W METOIMYECKUX YKazaHWH,
omnpeeleHHbIX cTangapTamu, Bxomsmumu B rpynmy ['OCT 34.xxx «CranmapTbl MH(OpMannoOHHON
TEXHOJIOTUI.

BBon B melicTBue, 3KcIuTyaTtanus, cHstre ¢ dkcruryatarmu UC B wactu BompocoB Wb momxHBI
OCYLIECTBIIATHCS MPH YUACTHUH CIICHHATICTA IO HH(POPMALMOHHON 0€30MacHOCTH.

Ha cramusx, cBszanHbiX ¢ paspaborkoit MC (ompenenenne TpeOOBaHWM 3aMHTEPECOBAHHBIX
CTOpOH, aHajdu3 TpeOOBAaHUH, AapXUTEKTYpHOE MPOCKTUPOBAHHE, pealiu3alus, HHTErpauus W
Bepu(UKaIs, TOCTaBKa, BBOJ B JICUCTBHE), pa3pabOTYMKOM JOJKHA OBITH OOecTiedeHa 3auTa OT YIpo3:

-HeBepHOH GopMynupoBkH TpedoBanuii k UC;

-BeIOOpa HeanekBaTHON Mojenu XKL MC, B ToM 4uciie HeagekBaTHOTO BeIOOpa mpoiieccos K1 u

BOBJICYCHHBIX B HUX YYACTHUKOB;

-IIPUHATHS HEBEPHBIX MTPOSKTHBIX PEIICHUN;

-BHECCHUs Pa3pabOTYMKOM JIe)eKTOB Ha YPOBHE apXUTEKTYPHBIX PEIICHUIA;

-BHECCHUs Pa3pabOTYMKOM HEOKYMEHTHPOBAHHBIX Bo3MOXKHOCTeH B VC;

-HeaJIeKBATHOHN (HEMOIHOW, TPOTHBOPEYNBON, HEKOPPEKTHOM | IIp.) peann3anuy TpeOOBaHUH K

HcC,;

-pa3paboTKH HEKaueCTBEHHOM TOKyMEHTAIINH;

-coopkr IC pa3paboTYMKOM/TIPOU3BOIUTENIEM C HapylIeHHEeM TpeOOBaHWM, YTO TPHUBOJMUT K

TTOSIBJICHUIO HEMOKYMEHTHPOBAHHBIX Bo3MOkHOCTel B MC nmmubo k HeameKkBaTHOW peamu3aiiu

TpeOOBaHMIA;

-HeBepHOro koHpurypuposanus UC;

-npueMkn MC, He oTBeuaromeil TpeOOBaHUSIM 3aKa3unKa;

-BHECEHUSI HEJIOKYMEHTHPOBAaHHBIX Bo3MoxkHOcTell B MIC B mporiecce MpoOBEACHUS MPHUEMOYHBIX

WCIIBITAaHUI TTOCPEICTBOM HEIOKYMEHTHPOBAHHBIX BO3MOXKHOCTEH (DYHKIIMOHANBHBIX TECTOB U

tectoB Ub.

[IpuBnekaembie I pa3paboTkm cpeactB W cucreM 3ammrel MC Ha MOroBOpHOW OCHOBE
CHeNHaTN3upPOBaHHbBIE OPTraHMW3aldX AOJDKHBI WMETh JIWIEH3WH Ha JaHHBI BUA JCATEIHHOCTH B
COOTBETCTBHH C 3aKOHOAATEIHCTBOM P®.

IIpu mpuoOperennn T0TOBHIX MC W WX KOMIIOHEHTOB pa3pabOTYNKOM JIOJDKHA OBITH
MpeaocTaBieHa JOKYMEHTANUs, COIepiKamias, B TOM YHCIIe, ONMMCAHNE 3AIIUTHBIX MEpP, MPEANMPUHATHIX
Ppa3paboTIYNKOM B OTHOIIEHUH yIpo3 HHPOPMAIIMOHHON O€30MacHOCTH.

Ha cramnm sxcmmyaranum 1omkHa OBITH 0OecredeHa 3aluTa OT CIEAYIONNX yIpo3:

-YMBIIIUIEHHOE HECAHKITMOHUPOBAHHOE PACKPHITHE, MOAU(DHUKAIIHS NIH YHHUTOXKEHHE

nHpopMmarum;

-HEyMBITIUTEHHAs MOAU(HUKAIVS UM YHHYTOXEHNE WH()OpMAITHH;

-HEeJJ0CTaBKa WJIN OIMOO0YHAS TOCTaBKa WH(OpMAITHH;

-0TKa3 B OOCITYXKHBaHUH WIH YXy/IIIEHNE 00CTyKNBaHUA.

Kpome »sToro, akTyanpbHOH SBISIETCS yrpo3a OTKaza OT aBTOpCcTBa cooOmieHus. Ha cramum
COIIPOBOXK/ICHMSI JTOJDKHA OBITH 00ecIIeueHa 3aluTa OT yrpo3:

-BHeceHus n3MeHennit B IC, mpUBOAAIINX K HAPYIIEHHUO e¢ (PyHKIIMOHAILHOCTH JIN0O0 K

TIOSIBJICHUIO HEIOKYMEHTHPOBAHHBIX BO3MOXKHOCTEH;

-HEeBHECEHMS pa3paboTYNKOM/ITOCTABIIMKOM U3MEHEHH, HEOOXOUMBIX ISl TIOJISPIKKU

MIPaBIIIBHOTO (DYHKITMOHUPOBAHUS U TpaBIbHOTO coctossHUs NC.



Ha cramum cHsATHS ¢ SKCIulyaTallud JOJDKHO OBITH oOecredeHo YyAalieHne HHQOpMaIuH,
HECaHKIMOHUPOBAHHOE HCIOJIb30BaHUE KOTOpOH MoxkeT HaHecTH ymepd OI'AV3 «lllerapckas Pb», u
nH(pOpPMaIUH, UCIIONb3yeMoi cpenctBamu obecriedenus: Vb, nz mocrosnuoi namsitu MIC uimm ¢ BHEMIHUX
HOCUTEIIEH.

TpeboBanus b momkHBI BKIOYATHCS BO BCE JIOTOBOPA M KOHTPAKTHI HAa MPOBEIACHUE PadOT WM
okazanwue yciuyr Ha Beex ctaausx KL UC.

19. MpopunakTuka HAPYLIEHUI MOJUTHK HH(POPMANIMOHHOH §€30MACHOCTH

IMon mnpodunakTHkoW HAapyHIEHUH MOMUTUK WH(POPMAIMOHHONW O0€30MacHOCTH TOHMMAETCs
MPOBENICHHE PErIAaMEHTHBIX padoT Mo 3ammTe UHPOpMaIHY, TPenynpekIeHHe BOZMOXKHBIX HapyIIeHUH
WHQPOPMAITMOHHON Oe30macHOCTH B YIpPaBIeHWH W MNPOBEIACHUE pPa3bsCHUTEIBHOW paboThl O
WH(POPMAITMOHHOH O€30MaCHOCTH CPE/IH MOJTb30BaTeNCH.

[lpuem Ha paboTy HOBBIX COTPYJHHKOB JOJDKEH COMPOBOXKIATHCS O3HAKOMIICHHEM UX C
MpaBUIaMHu B TPeOOBAHUSIMH HACTOSIIMX TONUTHK.

20. JIuxkBUAAUMS MOCJIEACTBUI HAPYIIEHHS TOJMTHK HH(POPMAIMOHHOI 6e30NMacHOCTH

Crenmanuct 1o 3ammTe WHQOPMAIMK, WCIONL3Ys JaHHbIC, TOJIYYEHHbIE B PpeE3yJbTaTe
MIPUMEHEHNS] WHCTPYMEHTAIBHBIX CPEACTB KOHTpOJs (MOHWTOpHHTa) Oe3omacHoctd nH(popmanun UC,
JOJDKEH CBOEGBPEMEHHO OOHApy)KHWBAaTh HApPYIICHUS WHPOPMAIMOHHONH  0€30MacHOCTH, (aKThI
ocymectBienuss HCJ/l k 3amuimaemMbpiM WHQOPMAIIMOHHBIM pecypcaM M TPEIIPUHUMATH MEpPBI 10 HX
JIOKAJIN3alliy M YCTPAHEHHUIO.

B cmydae oOHapykeHuUs TOACHCTEMOM  3amurhl  WHGoOpMammu  (akTa  HapyIICHUS
nHpopMaMoHHoN Oe3onacHoctd wiau  ocymectBieHuss HCJ] k  3ammmiaemMbiM  WHOOPMAIIMOHHBIM
pecypcam IC HeoOX0AMMO yBETOMUTH TJIABHOTO Bpaya, M ajiee CIEA0BATh €r0 YKa3aHUSAM.

21. O0s3aTe/IbCTBA COTPYAHUKOB

Kaxnprit corpynank OI'AY3 «lllerapckas Pb» o6s3an :
— He pasrmamarte cBenenms, cocraBisone KoH(pumeHNwWanpHyto wuHQopMmannio OI'AY3
«Uerapckas Pb», koTopbie OyIyT JOBEPEHHI MM CTAHYT W3BECTHHI IO padoTe (ciryxoe);
— He mnepenmaBath TperbuM JMLAM M HE PAacKpblBaTh IMyONWYHO CBENEHMS, COCTaBIIAIOLINE
koHpuaeHnuanpHylo nHbopMmaruio OI'AY3 «lllerapckas Pb» 6e3 cormacusi OTBETCTBEHHOT'O
TN,
— BrmonaATh OTHOCSIIHECS K CBOEH paboTe TpeOoBaHUS MPUKA30B, HHCTPYKIIUN M TIOJIOKEHHUN TT0
obecrieueHmIo coxpanHocTH KoHpuaeHnnansHoi napopmannu OI'AY3 «lllerapckas Pby;

B ciaydae momeITKM MMOCTOPOHHMX JIMII MOJMYYUTh CBEACHUS O KOH(PHICHUMAIbHONH HH(pOpMaIUH

OI'AY3 «llerapckass Pb» HememieHHO cOOOMMTE aIMUHHCTPATOPY WH(GOPMAIIOHHON

6esonmacHocti OI'AY3 «lllerapckast Pby;

— He ucnonb3oBate 3nanne xoH(uueHnwanbHod nHpopMammu OI'AY3 «lllerapckas Pb»  mus
3aHATHN JTIO00U eI TeThbHOCThIO, KoTopast MoxeT HaHecTH yiiepd OI'AY3 «lllerapckas Pby;

— B ciyyae yBonbHeHHs, Bce HocuTenu KoH(puaeHumansHod umHopMmanmu OI'AV3 «lllerapckas
PB», xoTopble HAXOAWINCH B PACIIOPSHKEHUH B CBSI3H C BBIOJHEHHEM CIY)KEOHBIX 00s3aHHOCTEH
BO Bpems paOOThl, HeE3aMEJIMTEIbHO IepenaTh aIAMUHHUCTPATOPY  HH(GOPMALMOHHON
6ezonacHoct OI'AY3 «lllerapckas Pby;

— OO0 yrpate win HegocTaye HOCUTENEW KOH(PHIEHUUAIbHOW HH(OpMAalMy, YIOCTOBEPEHHH,
MIPOITYCKOB, KJIIOYEH OT IMOMEIIECHWH, XPaHWINI, ceH(oB (METaIMuecKux MKagoB), JTHYHBIX
neyaTed U O Apyrux (paxTax, KOTOpble MOTYT HNPUBECTH K Pa3MIAlICHUIO KOH(HUIESHIHATbHON
unpopmanun  OI'AY3  «llerapckas Pb», He3ameanurenbHO cooOWATh aJIMHUHHUCTPATOPY
nHpopmarmonHoi 6ezonacHoct OI'AY3 «lllerapckas Pby,



22. OtBercTBeHHOCTH HapymuTesei [1b

OTBETCTBEHHOCTh 3@ BBINONHEHHE MpaBui [lomuTHUK GE30MacCHOCTH HECET KayKAbIH COTPYIHHK
OI'AV3 «llerapckas Pb» . Hapymenue npukas3oB, MOJIOKEHUN, PErJIaMEHTOB, MHCTPYKIMH U MPOUUX
HOPMaTHUBHO-TIPaBOBBIX JIOKyMeHTOB 1o Wb MoXeT TmoBjieYs YroloBHYIO, aJIMUHHCTPATUBHYIO,
CPaKIaHCKO-IPABOBYI0 OTBETCTBEHHOCTH,B TOM umcie u yBonbHeHue u3 OI'AY3 «lllerapckas Pb» B
coorBercTBUH ¢ 1. B) 1. 6 cT. 81 TK P® mnu nHyto oTBETCTBEHHOCTH, MPEAYCMOTPEHHYIO JEHCTBYIOIUM
3aKoHOoAaTeNnbcTBOM Poccuiickoit @enepanun.

23. Peryaupyoiiue 3aKoHO1aTe/IbHbIE HOPMATHBHBIE JOKYMEHTBI

[lpu opranuzamuu u oOecreueHUH pabOT 1O WHGPOPMAIMOHHONH O0€30MaCHOCTH COTPYIHUKU
OI'AY3 «lllerapckas Pb» J0mKHBI  PYKOBOACTBOBATHCS  CICAYIOMIMMH  3aKOHOAATEIBHBIMU
HOPMATHUBHBIMU JIOKYMEHTAMHU:

-I'paxxnanckuii kogexc Poccuiickoit @enepanny;

-Denepanbublii 3akoH o1 06 ampenst 2011 r. Ne 63-@3 «O06 snekTpoHHOM H(POBOI MOATTUCHY;

-Oenepanbrblii 3akoH 0T 27 mioist 2006 r. Ne 152-D3 «O nepcoHaIbHBIX JAaHHBIXY;

-Denepanbhblii 3akoH o 27 wutoist 2006 r. No 149-03 «O6 unbopmaryu, WHPOPMAITMOHHBIX
TEXHOJIOTHSX M O 3alIUTe HH)OPMAIIUNY;

-VYronoBueIii konekc PD.
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