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KOHIENIMS
WH®OPMALIMOHHOI BE3OITACHOCTH MH®OPMAIIMOHHBIX CUCTEM
MEPCOHAJIBHBIX TAHHBIX



OITPEAEJIEHUA

B Hacrosimiem JOKyMEHTE HCIOJB3YIOTCSA CIEIYIONIME TEPMUHBI U HX
OTpe/eNICHUS:

ABTOMaTH3MPOBAHHAsI CHCTEMAa — CHUCTEMa, COCTOsINAs M3 IepcoHana U
KOMILJIEKCA ~ CPEICTB  aBTOMATU3allUM  €ro  JIeATEJIbHOCTH,  pealu3yrouias
MH()OPMAMOHHYIO TEXHOJIOTHIO BHIMIOJTHCHHS YCTAHOBJICHHBIX (DYHKITHH.

AyTeHTUQUKAUMSA OTHPABUTENs JAHHBIX — TOATBEPXKICHUE TOTO, YTO
OTPaBUTEIb MMOJTYYEHHBIX JAHHBIX COOTBETCTBYET 3asBIICHHOMY.

Be3onacHoCTh mNepPCOHAJBLHBIX JAHHBIX — COCTOSIHHE 3allUIIEHHOCTH
NEPCOHAIBHBIX  JAHHBIX,  XapaKTepU3yeMOo€  CIOCOOHOCThIO  IOJIb30BaTENEH,
TEXHUYECKUX  CPEJACTB W WH(MOPMAIMOHHBIX  TEXHOJOTMH  00eCreuuTh
KOHPUACHITUATBHOCTb, IIEJIOCTHOCTh M JOCTYITHOCTh TEPCOHATBHBIX JAHHBIX MPU UX
00paboTke B MH(DOPMAITMOHHBIX CUCTEMAX MEPCOHATBHBIX JAHHBIX.

Buomerpuueckue TmnepcoHaIbHbIe JaHHbIE — CBEJCHHS, KOTOpHIE
XapaKTepU3yIOT (U3HOIOTHYECKHEe OCOOCHHOCTH YeNlOBEKa M Ha OCHOBE KOTOPBIX
MOHO YCTaHOBHTbH €TI0 JIMYHOCTH, BKIItOUas ¢oTorpaduu, OTIEYaTKH MableB, o0Opa3
CETYATKH TJIa3a, 0COOCHHOCTH CTPOCHHUS TeJla U APYTYIO MOI00HYI0 HH(POPMAIIHIO.

BaokupoBaHue nmepcoHaJbHBIX JaHHBIX — BPEMEHHOE TIpeKpalieHue coopa,
CHUCTEMaTH3aIli1, HAKOTUICHMsSI, WCIIOJIh30BAaHUS, PACIPOCTPAHEHUS, MEPCOHATBHBIX
JAHHBIX, B TOM YHCJIE UX MepeaadH.

Bupyc (KOMNbIOTEpPHBIH, MPOrPaMMHBINA) — HCIOJHIEMbIA TPOrpaMMHBIN
KOJI WJIM WHTEPHPETHUPYEeMbId HA00pP WHCTPYKIMHA, OONaNalomuii CBOMCTBAMU
HECaHKIIMOHUPOBAHHOIO paclpocTpaHeHusi U camoBocmpousBeneHus. Co3gaHHbIE
nyOnuKaThl KOMIBIOTEPHOTO BHpyca HE BCEr/la COBMANAIOT C OPHUTHMHAIOM, HO

COXPaHSIOT CIOCOOHOCTh K JalbHEeNUIemMy pacnpoCTpaHEeHUIO u
CaMOBOCIIPOU3BEICHHUIO.
Bpenonocnass mporpamMmma — @porpamma, IMpelHa3HAauYe€HHas Ul

OCYILIECTBJICHUSI HECAaHKUMOHHPOBAHHOTO JocTynma U (WJIKM) BO3JCHCTBUS Ha
MepcoHalbHbIE JaHHbIE WM pPecypchbl MHMOPMAIMOHHONW CHUCTEMBI MEPCOHATBHBIX
JTAHHBIX.

BcenomorarenbHble TeXHU4YECKHE CPeACTBA M CHCTEMblI — TEXHUYECKHE
CpeICTBa U CUCTEMbI, HE MpeJHa3HAUYCHHBIE JUIS Tepenaud, o0paboTKH U XpaHESHUs
MePCOHAIBHBIX JTAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHHYECKUMH CPEACTBAMHU
U CHUCTeMaMH, MpeJHa3HAYCHHBIMH Ui 0OpaOOTKU MEepPCOHANBHBIX AHHBIX WU B
MOMEIIIEHUAX, B KOTOPBIX YCTAaHOBJIEHBI WH(MOPMAIIMOHHBIE CUCTEMBbI MEPCOHATBHBIX
JTAHHBIX.

Joctym B oOmepanmHOHHYK cpedy KOMIbKTepa (MH(OPMALMOHHOM
CHCTeMbI TEPCOHANIBHBIX JAHHBIX) — I[IOJyYE€HHEe BO3MOXKHOCTH 3allyCcKa Ha
BBITIOJIHEHUE INTAaTHBIX KOMaH[, (YHKIHH, Mpoueayp ONEpaluOHHOW CUCTEMBI
(YyHUYTOXKEHHS, KOMHUPOBAHUS, TEPEeMEIIeHUs] W T.I.), HUCIOJHAEMBIX (aiinoB
MIPUKJIAHBIX TPOTPaMM.

Hoctyn k unHdopMauumu — BO3MOXXHOCTh TMOJy4eHUs WHGPOpMALUU U €€
WCIIOJIb30BaHMS.

3aknagoyHoe YCTPONCTBO — DJJEMEHT  CpeAcTBa  CheMa

uH(pOopMaIny,
CKPBITHO BHEAPAEMbIN (3aKJ1aIbIBAEMbIN WM BHOCUMBII) B MECTa BOBMOKHOTO CheMa
nHpopmanuu (B TOM YHCIIE B OTPAKICHHE, KOHCTPYKIIMIO, 000pYAOBaHUE, TPEAMETHI
WHTEpbepa, TPAHCIIOPTHBIE CPEJICTBA, 4 TAKXKE B TEXHUYECKUE CPEACTBA U CHUCTEMBbI
00paboTku nHpOpMaIum).



3amumaemasa uHdopmauusa — wuHbOpMAIMA, SBISIOMANACT TMPEAMETOM
COOCTBEHHOCTH W TOJUIEKAIIasi 3alllUTe B COOTBETCTBUU C TPEOOBAHHUSIMHU ITPABOBBIX
JOKYMEHTOB HJIU TPeOOBaHUSAMH, YCTAaHABINBAEMBbIMUA COOCTBEHHUKOM HH(OPMALIUH.

HNnentudukauuss — mnpucBoeHue cyObekTaM ©  00BEKTaM JOCTyIa
uaeHTUGUKATOpa U (WIM) CPAaBHEHHUE MPEIBSBIIIEMOTO HICHTH(PHUKATOPA C TIEpEIHEM
MIPUCBOCHHBIX UICHTH(PHUKATOPOB.

NHpopmMaTUBHBIA CUITHAJ — DJEKTPUYECKHE CHUTHAJBL, aKyCTUYECKHE,
AJIEKTPOMArHUTHbIE W JApyrue (pusuueckue mojs, Mo mapamerpaM KOTOPbIX MOKET
ObITh packpbiTa KoH(puAeHIMaNbHAs wHpOpManus (TMepcoHaANbHBIE JIaHHBIC)
oOpabateiBacMasi B HHPOPMAIIMOHHOMW CHCTEME TIEPCOHAITBHBIX JIAHHBIX.

Nudopmaumnonnass cucreMa mnepcoHadbHbiXx AaHHbix (MCIIAH) -
nH(popMallMOHHAs CHCTEMa, MPEJCTaBIISIoNIasi cO00l COBOKYIMHOCTb MEPCOHAIBHBIX
JAHHBIX, COJepXAIIUXCcs B 0a3e NaHHBIX, a TaKkKe MH(POPMAIMOHHBIX TEXHOJIOTUN U
TEXHUYECKUX  CPEICTB,  IMO3BOJIAIOIIMX  OCYLIECTBIATH  00pabOTKy  Takux
MEPCOHAIBHBIX JaHHBIX C HCIOJIb30BAaHHUEM CPEJICTB aBTOMAaTH3aluu Wi 0Oe3
WCII0JIb30BAHUS TAKUX CPEJICTB.

NudopmaumoHHble TEXHOJOTHM — TIPOIECChl, METOJBI TOWCKa, cOopa,
XpaHeHusI, 00pabOTKH, MPEIOCTABICHUS, PACTIPOCTPAHECHUSI HHPOPMAIIMHI B CTIOCOOBI
OCYILIECTBJICHUS TAKUX MPOLIECCOB U METOJIOB.

Hcnosab30BaHHe TMNEPCOHANBHBIX [aHHBIX — JICUCTBUS (OTeEpanuu) C
MEepPCOHAIBHBIMU JAHHBIMH, COBEPILIAEMbIE ONEPATOPOM B LENIAX MPUHATHS PElIeHUI
WM COBEPILIEHHS] WHBIX NEHCTBHI, MOPOXKIAIOIIUX IOPUANYECKUE TIOCIEICTBUS B
OTHOIIEHUH CYOBEKTa MEePCOHATBHBIX NAaHHBIX WM IPYTUX JIML JIMOO WHBIM 00pa3oM
3aTparuBarolIMX IMpaBa U CBOOOJbI CYOBEKTa MEPCOHAIBHBIX JAHHBIX WM JIPYTUX
JIULL.

HcTounuk yrpo3pl 0Oe3onmacHocTH HHpopManuu — CyOBEKT JOCTYyIIa,
MaTepUagbHBIi OO0BEKT WM (U3NYECKOE SIBJICHHE, SBISIOMIMECS MPUIUMHOMN
BO3HUKHOBEHHSI YIPO3bl 0€301aCHOCTH HH(POPMAIIUH.

KonTpoaunpyemasi 30Ha — IpocTpaHCTBO (TEPPUTOPHS, 3aHUE, YACTh 3/1aHUS,
MOMEILIEHKE), B KOTOPOM HCKIIIOYEHO HEKOHTPOJIUpYEMOe MPpeObIBaHNE MMOCTOPOHHUX
JIML, a TaK’K€ TPAHCIIOPTHBIX, TEXHUYECKUX U MHBIX MATEPUATIbHBIX CPE/ICTB.

KonduaeHnnaabHOCTh NePCOHANBHBIX [JaHHBIX — o00s3areiabHOE s
cOONIOACHUS ONEPaTOpoOM WM HMHBIM MOJYYUBIIMM JIOCTYIlI K IE€PCOHAIBHBIM
JaHHBIM JIMIOM TpeOOBaHHE HE JOMYCKaTh HMX pacHpocTpaHeHue 0e3 corjacus
CcyObeKTa MepCOHANBbHBIX JAHHBIX WIH HAaJIU4Ms HHOTO 3aKOHHOTO OCHOBAHMSI.

Me:xceTeBoii  3KpaH —  JOKaibHOE  (OJHOKOMIIOHEHTHOE)  WIHU
(YHKIIMOHATBHO-PACIPEICIIEHHOE MIpOrpaMMHOE (mporpaMMHO-anmapaTHOE)
CpeaCcTBO (KOMILIEKC), pealu3yroliee KOHTPOJIb 3a MH(OpMAIMel, MOCTYMamel B
MH(OPMALIMOHHYIO CHUCTEMY TEPCOHAIBHBIX JaHHBIX W (WJIHM) BBIXOJAIICH U3
MH(OPMALIMOHHOW CUCTEMBI.

Hapymmureb 6€30NaCHOCTH MEPCOHATBHBIX JAHHBIX — GU3NYECKOE JIHIIO,

CIydallHO WJIN TNPEJHAMEPEHHO COBEPIIAIOUIEE NEMCTBUS, CIEICTBUEM KOTOPBIX
SBIISICTCSl HapylleHHe Oe30MacHOCTH NEepPCOHANBHBIX JAHHBIX MPH HMX 00paboTke
TEXHUYECKUMH CPEICTBAMH B HH(POPMAIIMOHHBIX CUCTEMAaX NEPCOHAIBHBIX JaHHBIX.

HeaBTromaTu3npoBanHas 00padoTKka MepcoOHAIbHBIX JaHHBIX — 00paboTKa
MEePCOHATIBHBIX JJAHHBIX, COAEPIKAIMXCS B MH(POPMAIIMOHHON CHCTEME MEPCOHAIBHBIX
JAHHBIX JINOO M3BJICUEHHBIX U3 TAKOW CHCTEMBI, CUUTAETCS OCYIIECTBJICHHOH 0e3
UCIIOJIb30BAHUSL CPEJICTB AaBTOMATH3allMM (HEaBTOMATU3MPOBAHHOMN), €CIM TaKue
JNEUCTBUSL C TMEPCOHANBHBIMM  JAaHHBIMH, KaK MHCIIOJIb30BAaHHME, YTOYHEHHE,
pacnpoCTpaHEHUE, YHUUYTOKEHUE MEPCOHAIBHBIX JAHHBIX B OTHOIIEHUU KaXXJIOTO W3
CyObEKTOB TEpPCOHAIBHBIX JAHHBIX, OCYILECTBIIAIOTCA IPU HEMOCPEICTBEHHOM
y4acTUH YEJIOBEKA.

He nexnapupoBaHHble BO3MOKHOCTH — (YHKIMOHAJIbHBIE BO3MOXHOCTH

3



CPEACTB BBIUMCIUTEIBHOW TEXHUKH, HE ONHCAHHBIE WM HE COOTBETCTBYIOIIHE
ONMCAHHBIM B JOKYMEHTAIUU, MIPU HUCIOJIH30BAHUU KOTOPHIX BO3MOYKHO HapyLICHHE
KOH(DUIECHIIMAIBHOCTH,  JOCTYIIHOCTH WM  LEJIOCTHOCTH  oOpabaTeiBacMoOii
nH(pOpMaIUH.

HecaHKIIMOHMPOBAHHBIN J0CTYNl (HECAHKUMOHMPOBAHHBbIC IECTBHUA) —
JI0CTYHn K HMH(OpManmuu Wid ACUCTBUS ¢ HHPOPMAaLMel, HapyIIalole IpaBuia
pasrpaHuueHHsl JOCTYNAa C HUCIOJIh30BAHMEM IITATHBIX CPEJICTB, MPEIOCTABISIEMBIX
MH()OPMAIMOHHBIMHA CUCTEMAMH ITEPCOHATBHBIX JTAHHBIX.

Hocurtens ungopmanum — Gpu3nuecKoe JUIO WIM MAaTepUATIbHBIN OOBEKT, B
TOM 4HuCIe (PU3MYECKOE IM0JIe, B KOTOPOM HMH(MOpMAIHS HAXOJUT CBOE OTPaKEHHE B
BHJIC CHMBOJIOB, OOpa30B, CHTHAJIOB, TEXHHYECKHX PEIIEHHH ¥ TPOILECCOB,
KOJIMYECTBEHHBIX XapaKTEPUCTUK (PU3HMUECKIX BEITHMYHH.

O0e3MunBaHNe TEPCOHAJBHBIX JAaHHBIX — JICWCTBUS, B pe3yibTaTe
KOTOPBIX HEBO3MOXKHO OIPENENUTh MPHHAIISKHOCTh TEPCOHAIBHBIX JTaHHBIX
KOHKPETHOMY CYOBEKTY TIEpCOHAIBHBIX TAaHHBIX.

OO0paGoTka mNepCcoOHAJBbHBIX JAHHBIX — JIelcTBUS  (omepauuu) C
MEPCOHANBPHBIMU  JaHHBIMH, BKIIO4as cOOp, CHCTEMaTH3alWio, HaKOIUICHHE,
XpaHEeHUe, YToUHeHue (0OHOBIICHHE, N3MEHEHHE), MCIIOIb30BaHIe, PACIIPOCTPAHEHUE
(B ToM wumcine nmepenady), oOe3TMUYMBAHME, OJIOKMPOBAHHE, YHUUTOXKEHHE
MIEPCOHATBHBIX JaHHBIX.

OO0uierocTynHbIe NEPCOHAJNBbHBIC JAHHbIE — IEPCOHAJIBHBIE JAHHBIE, TOCTYIT
HEOTPaHWYEHHOTO Kpyra JHUI[ K KOTOPBIM TPENOCTaBJICH C cOoryacusi cyOBbeKTa
MIepPCOHAIBHBIX JAaHHBIX WJIM HA KOTOPHIE B COOTBETCTBUHU C (eepaibHbIMU 3aKOHAMU
HE pacnpocTpaHseTcs TpeOOBaHUE COOMIOACHUS KOH(PHACHIINAIBHOCTH.

Oneparop (mepcoHANBHBIX [JAaHHBIX) — TOCYJAPCTBEHHBIA  Opras,
MYHHUIMIAIBHBIA OpraH, IOpuAnYecKoe WM (U3NYECKOe JIMIO, OPTraHu3yIollee U
(nnm) ocymecTBIIsIONIEe 00padOTKY MEPCOHATBHBIX JaHHBIX, & TAKKE OTPEIEITIONINE
LIETTU ¥ coJieprkaHre 00pabOTKH MepCOHATBHBIX JaHHBIX.

TexHuyeckue cpeacTrBa HHMPOPMANMOHHOW CHCTEMbl IEPCOHAJbHBIX
AAHHBIX — CPEJCTBAa BBIYUCIUTEILHON TEXHUKH, WH(OPMALMOHHO-BHIYUCIUTENbHbIC
KOMILJIEKCBI M CETH, CPEICTBa M CHCTEMbl Iepedauyu, npuema u obpadotku [1/1n
(cpeactBa W cuUCTEeMbl 3BYKO3aIMCH, 3BYKOYCUJICHHS, 3BYKOBOCIPOHU3BEICHMUS,
MEPEeroBOpHbIE U TEJICBU3UOHHBIE  YCTPOWCTBA, CPEACTBA  W3TOTOBJICHMS,
TUPAKUPOBAHUS JOKYMEHTOB U JPYrue TEXHUUYECKHE CpPeICcTBa 00pabOTKU pPEUeBOi,
rpaduveckoi, Bueo- U OyKkBeHHO-1IM(PpoBOi nH(DOpPMAIHK), TPOrpaMMHBIE CPEICTBA
(omepalMoHHBIE CUCTEMBI, CHCTEMbI YIpaBleHUs 0a3aMH JaHHBIX U T.IL.), CPEICTBA
3aIuThl HH(QOPMALIUHU, TPUMEHsIEMbIe B NH()OPMAIITMOHHBIX CUCTEMAX.

IlepexBar (uH(pOpMaNUU) — HEMPABOMEPHOE IMOJy4YeHHE HH(GOPMALUU C
WCII0JIb30BAHUEM TEXHUYECKOTO CPEACTBA, OCYIIECTBIIAIONIETO OOHAPYKEHHE, TPUEM
1 00paboTKy HH(DOPMATUBHBIX CUTHAJIOB.

Ilepconanbuble aHHble — Jr00as uHGOpMalUs, OTHOCAIMIAACA K
OTIpENICIECHHOMY WJIM  ONpeleNIsieMOMy Ha OCHOBaHMM Takol uH(OpMaIuu
¢uznyeckomy Uiy (CyObEKTYy MEPCOHANbHBIX JaHHBIX), B TOM YHCIE €ro damMuius,
UMsl, OTUECTBO, I'OJ], MECSIL, J1laTa U MECTO POKIECHUs, aJjpec, CeMeiHoe, COIMaIbHOE,
UMYIIECTBEHHOE  IOJIOKEHUe, oOpazoBaHMe, Mpodeccus, JOXOJbl,  Jpyras
uHpopMaIus.

IloGouHble  3JIEKTPOMArHWUTHbIE  H3JY4YeHHSI M  HABOAKH  —
AJIEKTPOMArHUTHBIE M3IYYEHUST TEXHUYECKHX CPEICTB OOpabOTKH 3aluiaeMon
nH(pOopMaLUY, BO3HUKAIOIINE KaK TOOOYHOE SBIICHHE U BBI3BAHHBIC AJIEKTPUUECKUMU
CUTHAJIaMH, JIEHCTBYIOIIMMU B MX JJEKTPHUYECKMX U MATHUTHBIX IEMNAX, a TaKKe
JNIEKTPOMArHUTHBIE HABOJKMA OTUX CHUTHAJIOB Ha TOKOMNPOBOMAIINE JIMHHU,
KOHCTPYKIIUU U IETH MUTAHUSI.

IMoMTHKA «YUCTOr0 CTOJIa» — KOMIUIEKC OPraHU3allMOHHBIX MEpPOTPHUSATHH,
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KOHTPOJIUPYIOIUX OTCYTCTBHE 3alHCHIBAHUA Ha OyMaKHbIE HOCUTENM KIIOYeH u
aTpuOyTOB A0CTyNa (mapoJieil) U XpaHeHus uX BOIM3H 0OBEKTOB JOCTYIA.
Ioab30BaTesib UHPOPMALMOHHOI CHCTEMBbI TNMEPCOHAJBHBIX AAHHBIX —
JUIO0, y4dacTByromiee B  (DYHKIMOHWpPOBAHMH  WHGOPMAIMOHHON  CHUCTEMBI
MEPCOHATBHBIX JAHHBIX MM MCIIONB3YIOIIEe Pe3yabTaThl €€ (PyHKIIMOHHUPOBAHUSI.
IIpaBuiia  pa3rpaHuMyeHMsi  J0CTYyma —  COBOKYIIHOCTH  IPaBHII,
periIaMeHTHPYIOUINX IpaBa JOCTYIa CyObEKTOB AOCTYIA K 00BEKTaM JIOCTYIIA.
IIporpaMmMuas 3akJjiaaka — KOJ IPOTPaMMBI, PeTHAMEPEHHO BHECCHHBIN B
porpamMMmy C LEIbI0 OCYIIECTBUTH YTEUKY, W3MEHHUTH, OJOKHPOBATH, YHUYTOXXHThH
MHPOPMAIMIO WM YHUYTOXUTh M MOJTUGPHUIMPOBATH MPOrpaMMHOE OOecredeHne
MH(OPMALIMOHHONW CHCTEMbl TMEpPCOHANBHBIX JaHHBIX U (WiKM) OJOKHPOBATh

amnmapaTHbIe CPEJICTBA.

IIporpammHoe (mporpaMMHO-MaTeMaTH4YecKoe) BO3AelcTBHE -
HECAaHKIMOHUPOBAHHOE  BO3JCHCTBHE  HAa  PECypchl  aBTOMATHU3UPOBAHHOU
MH(POPMAITMOHHON CHUCTEMBI, OCYIIECTBJISIEMOE C HCIOJIb30BaHUEM BPEIOHOCHBIX
MIPOTPaMM.

PackpbiTHe NEpPCOHAJBHBIX JAAHHBIX — VYMBIIUICHHOE WJIH CIydailHOe
HapylieHne KOHPUACHITMATHFHOCTH MTEPCOHATBHBIX JAaHHBIX.

PacnpocTpaHeHne nmepcoHAJbLHBIX JAHHBIX — JICUCTBUS, HAMPaBICHHbIE Ha
nepefAady TEPCOHAIBHBIX JAHHBIX OMpEIeIeHHOMY Kpyry Jjui (mepemada
MEePCOHANBHBIX JaHHBIX) WJIM Ha O3HAKOMJIEHHE C TEePCOHAIBHBIMA JTaHHBIMU
HEOTPaHUYEHHOTO KpyTa JIMII, B TOM YUCJIe 00HAPOI0BaHNUE NMEPCOHATBHBIX JTAaHHBIX B
cpencTtBax — MaccoBol — mHpoOpMaruu, — pasMenieHne B MHGOPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CETSAX WM MPEAOCTaBICHHE [OCTyMa K MepCOHAIbHBIM
JAHHBIM KaKHUM-JINOO UHBIM CIIOCOOOM.

Pecypc nH(popManmoHHO#N cHMCTEMbI — HMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO,

MPHUKIIATHOTO 170031 anmapaTHOTO obecrieueHHs (GyHKIMOHUPOBAHUS
MH(POPMAITMOHHON CUCTEMBI.
CneunuajbHble KATeropuM MEePCOHAIBHBIX [aHHBIX — TICPCOHAIBHBIC

JAaHHbIE, KacalollMecs pacoBOW, HAIIMOHAIbHOW MPUHAJUIEKHOCTH, MOJUTHUYECKUX
B3IJIAJIOB, PEJIMTHO3HBIX WU (GUIOCOPCKUX YOESKIEHUI, COCTOSHUS 3J0POBbA U
WHTUMHOM XHU3HU CYObEKTa MEePCOHAIBHBIX TaHHBIX.

CpencrBa BBIYUCIMTEIbLHOH TEXHHUKH — COBOKYIHOCTH IMPOTPAMMHBIX H
TEXHUYECKUX IJIEMEHTOB CHCTeM O0OpaOOTKH JaHHBIX, CIIOCOOHBIX (PYHKIIMOHHPOBATH
CaMOCTOSITENILHO WIIM B COCTaBE JPYTUX CHCTEM.

Cy0bekT nmocryna (Cy0beKT) — JULIO WM NIPOLECC, JAEUCTBUS KOTOPOTO
peraaMeHTUPYIOTCS IPaBUJIaMH pa3TpaHUyYeHUs JI0CTYyTA.

TexHuyeckuil KaHajJ yTedykHM HH(OPMAIUM — COBOKYIMHOCTb HOCHUTENS
nHpopmanuu (cpeacTtBa 00pabOTKH), (U3HYECKOW CpeIbl  pacrmpoCTpaHEHUs
MH()OPMATUBHOTO CHTHAla U CPEACTB, KOTOPBIMU JOOBIBaeTCS 3aliuiiacMasi
uHpopMaIus.

Tpancrpannynasi mepegaya MNePCOHANBHBIX JAHHBIX — Iepenaya
MepPCOHANBHBIX JAaHHBIX omepaTopoM uepe3 ['ocymapcTBeHHyr0 rpanuily Poccuiickoit
@denepanii  OpraHy BIAaCTH HMHOCTPAHHOTO TOCYAApCTBa, (UIUYECKOMY WITU
IOPUANYECKOMY JIUILy HHOCTPAHHOTO TOCYIapCTBa.

¥Yrpo3bl 6e30MacHOCTH MEPCOHATbHBIX JAHHBIX — COBOKYITHOCTh YCIIOBUH U
(akTOpOB, CO3MAIONINX OMACHOCTh HECAHKIMOHHPOBAHHOTO, B TOM  YHCIE
CIIy4aifHOTO, JOCTyNa K TEepPCOHAIBHBIM JaHHBIM, PE3yIbTaTOM KOTOPOTO MOXKET
CTaTh YHUYTOXEHHE, M3MEHEHHE, OJNIOKUPOBAaHWE, KOMHPOBAHHE, PACIPOCTpaHEHHUE
MePCOHANBHBIX JAHHBIX, a TAK)KE MHBIX HECAHKIMOHMPOBAHHBIX ACWCTBUU MPU HX
00paboTke B MHGOPMAITMOHHOHN crcTeMe NePCOHANBHBIX JaHHBIX.

YHUUTOXKEHNEe MEePCOHATbHBIX JaHHBIX — JICHCTBUA, B PE3Yy/IbTaTe KOTOPBIX

5



HEBO3MOKHO BOCCTAHOBUTH COJEP)KaHUE MEPCOHATBHBIX TaHHBIX B HH()OPMAIIHOHHON
CUCTEME IIEpCOHAIBHBIX [JAHHBIX WM B PE3yJbTare KOTOPBIX YHUYTOXKAKOTCS
MaTepHUaIbHbIC HOCUTEIU IIEPCOHAIBHBIX JaHHBIX.

YTeuka (3ammmaemoi) HH(OPMANUMM IO TEXHHUYECKHM KaHajlaM —
HEKOHTPOJMPYEMOE pPACHpOCTpaHEHHE HH(POpMALUU OT HOCUTENS 3aIlUIAeMOM
uHpopMaruu  uyepe3  (GHU3MYECKYI0  Cpeay [0  TEXHHYECKOTOo  CpEACTBa,
OCYILECTBIISIOLIETO NEPEXBAT HH(POPMALIUH.

Va3BuMocTh — CcnaboOCTh B CPEICTBAX 3alllUTHI, KOTOPYID MOKHO
HCII0JIb30BATh Il HAPYILIEHUS CUCTEMBI WM COAEPKALLECs B HEH HHPOPMALIH.
HesocTHOCT, MH(pOPMAUMU — CIOCOOHOCTH CPEICTBA BBIYUCIUTEIHLHOM

TEXHUKH WM aBTOMATU3UPOBAHHOM CHCTEMbl oOOecreuynBaTh HEU3MEHHOCTh
nHpopMallMd B YCIOBUSAX CIY4alHOrO W/WIM NPEIHAMEPEHHOIO0 HCKaKEHUs

(pa3pyieHus).

OBO3HAYEHUMA 11 COKPAILIEHNM A

ABC — anTHBHpYyCHBIE CPEACTBA

APM — aBTOMaTU3MpOBaHHOE paboyee MECTO

BTCC — BcnomorarenbHble TexHudeckue cpeactsa u cucteMmsl UCI/IH
— wuH(OpMAIIMOHHAS CHCTEMa TMEpPCOHAIBHBIX JaHHBIX K3 —
KOHTpOJIMpyeMasi 30Ha

JIBC — nnoxanpHas BEIYACIUTEIbHAS ceTh MO —

MEXXCETEBOM dKpaH

HC/I — necankuuonupoBanHsiil foctyn OC —

OTIEpaIlMOHHAs CHCTEMa

[T/l — mepcoHalibHbIEC TaHHBIE

[IMB — nporpammHo-MaremaTuyeckoe Boznenctaue [10 —
MIpOrpaMMHOE oOecreueHne

[IT5SMUH — no6o4HbIe AMEKTPOMAarHUTHBIE U3Ty4deHUs 1 HaBoku CA3 —
CUCTEeMa aHajK3a 3allUIEHHOCTH

C3MU — cpenctBa 3amuThl HHGOpMAITUN

C3I11n — cuctema (ImoacucTeMa) 3aliuThl MepcoHATbHBIX TaHHBIX COB —
cucTeMa 0OHapyEHUS! BTOPKEHHIMA

TKYU — texuuueckue kaHanbl yreuku nHpopmanuu YBIT/IH —

yrpo3bl 0E30MACHOCTH MEePCOHATBHBIX JaHHBIX VPN —

BHUpTYyaJbHAasl YaCTHAsI CETh



BBEJIEHUNE

Hacrosimas Konnenmus uadopmanmonHoit 6e3omacnoctu UCIIH (nanee - Konmermmmst)
pa3paborana OOJacTHBIM TOCYJAapCTBEHHBIM aBTOHOMHBIM YYPEKICHHUEM 3JIPAaBOOXPAHCHHUS
«lerapckas paiionnas 6onbaunay (nanee - OIAY3 «lllerapckas Pb») u siBisieTcs opuinanibHbIM
JOKYMEHTOM, B KOTOPOM OIIpe/eieHa CHCTEMa B3IJIIOB Ha obOecrieueHHe WHGOPMAIMOHHON
6ezonacaoctu OI'AY3 «llerapckast Pby.

Heobxomumocts paspabotkn Konmenuuu oOycioBieHa CTPEMHUTEIBHBIM pacIIupeHUEM
cheppl TPUMEHEHHsT HOBEHIIMX WHGOPMAIMOHHBIX TEXHOJOTHA u mpoueccoB B OIAY3
«Merapckas Pby, npu 00padoTke uapopmanuu BooOIIe, 1 MepcoOHaIbHBIX JAHHBIX B YaCTHOCTH.

Hacrosimas Konuenmus onpezenseT OCHOBHbIE IIENTU U 3aJ1a4l, a TaK)Ke OOIIYI0 CTPaTeruio
MIOCTPOEHUSI CHCTEeMBI 3almiuThl nepcoHanbHbIX AaHHbIX (C3I1[n) OI'AVY3 «lllerapckas Pby.
KoHnuenuus omnpenenser ocHOBHblE TpeOoBaHMsI M 0a30Bble MOAXOJbl K HMX peanu3aluu, s
JTOCTHOKEHHS TpeOyeMOro YpOBHS 0€301TaCHOCTH MH(POPMAIIUH.

Konuenuus pa3paboTaHa B COOTBETCTBUM C CHUCTEMHBIM IOJAXOJIOM K OOECIeyeHHIo
nHpopmanroHHONH Oe3omacHOCTU. CHCTEMHBIM MOJXOJ MpEAroJiaraeT MpOBEACHHE KOMIUIEKca
MEpPOTIPUATHH, BKIIOYAIOIIKUX HCCIEA0BaHNE YTPo3 HH(POPMALIMOHHON O€30IMacHOCTH U pa3paboOTKy
cucteMbl 3amuThl [1/]H, ¢ MO3UINK KOMIUIEKCHOTO TPUMEHEHUSI TEXHUUECKUX U OPTaHN3aIlMOHHBIX
MEp U CPE/ICTB 3aALIUTHI.

[Ton nadopmanmonHo¥ 6e30macHOCThIO [1J[H MOHUMAaeTCs 3aMMIIEHHOCTh MEPCOHATBHBIX
JAHHBIX M 00pabaThIBaronlel UX HHPPACTPYKTYype OT JIOOBIX CIIy4alHBIX WJIM 3JI0HAMEPEHHBIX
BO3JICHCTBUH, pe3yJIbTaTOM KOTOPBIX MOXKET SIBUThCS HaHECEHHE yliepda caMoi mHpopmaum, ee
Bragenbiiam (cyosekram [1J[H) unum uadpacTpykType. 3amadun WHPOPMAMOHHON 0€30MacHOCTH
CBOJISITCS K MUHMMH3AIIUU yIiepOa OT BO3MOXKHOM peanu3anuu yrpo3 6e3onacHoctu [1/1H, a Takke
K IPOTHO3UPOBAHUIO ¥ TPEAOTBPAIICHUIO TAKKX BO3JECHCTBUM.

KoHnnenuust cioykuT OCHOBOM [uii pa3pabOTKM KOMILJIEKCA OpIraHU3alUMOHHBIX U
TEXHUYECKUX Mep Mo obecrneueHno WHGOPMAIMOHHONW O€30MacHOCTH YUpPEKIEHUS, a TaKkKe
HOPMAaTUBHBIX M METOAMYECKMX JOKYMEHTOB, OOECIEYMBAIOUIMX €€ pealu3aluio, U He
IpearnojaraeT noAMeHsl (pyHKUMH rocyaapcTBEeHHbIX opraHoB BiacTu Poccuiickoit denepanuy,
OTBEYAIOIIMX 3a obecneyeHre O€30NaCHOCTH HWH(POPMALMOHHBIX TEXHOJIOTUH U  3allUTy
nHpopMaIuu.

KoHnenuus sBiseTcss METo10J0TMYeCKOM OCHOBOM IS

— GOopMUPOBAHMS M TIPOBEICHUS €AMHON MOJUTHKU B 001acTH obecrieueHus 0e301macHOCTH
[TJn B UCIIdun OI'AY 3 «lllerapckas Pby;

— HPHUHATHA YIIPABJIICHYCCKUX peH_IeHI/Iﬁ n p33pa6OTKI/I MMPAKTHYICCKUX MCP 110 BOIUIOIICHUTIO
MOJINTUKH 0€3011aCHOCTHU HI[H n BBIpa6OTKI/I KOMILICKCAa COI'JIaCOBAHHBIX MCP HOPMATHUBHO-
IIpaBOBOI'0, TCXHOJOTHYCCKOI'0O M OPraHU3allMOHHO-TCXHHUYCCKOI'O XapaKTCpa, HAIIPABJICHHBIX Ha
BbBIABJICHHUC, OTPAKCHUC U IMKBHUAALIUIO MOCJIeACTBUI peain3aliui pa3JIMYHbIX BUJOB YI'pO3 HHH,

— KOOpIMHALMU JIeATENbHOCTU CTPYKTYpHbIX noxpasgenenuii OI'AVY3  «lllerapckas
Pb»npu nposenenun pabot mo passutuio U skcruryatanuu UCIIH ¢ cobmronenuem



TpeboBanuit obecrnieueHus 6e3omnacHoctu [1/1H;

— pa3paboOTKU TPEAIOKEHUH IO COBEPLIICHCTBOBAHMIO MPABOBOTO, HOPMATHUBHOTO,
METOJMYECKOT0, TEXHUYECKOTO U OpraHu3anuoHHoro obecreyenus 6ezonacuoct [1/1n 8 UCITIH
OI'AV3 «erapckas Pby.

[IpaBoBoii ©0a3zoii ist pa3paboTkm Hacrosmied Konmenmuu cioyxar TpeOOBaHHS
nercTByomux B Poccun 3aKOHONATENBHBIX M HOPMATHUBHBIX JOKYMEHTOB MO 00€CHEeuYeHHUIO
0e30macHOCTH nepcoHaNbHBIX AaHHBIX ([1/1H).

1 O61mme nonoxenns

Hacrosimas Konuenmus onpezenseT OCHOBHbIE IIENTU U 3aJ1a4l, a TaK)Ke OOIIYI0 CTPaTeruio
MOCTPOCHUSI CUCTeMbI 3amuThl nepcoHanbHbIX AaHHBIX (C3I1[H) OI'AY3 «lllerapckas Pby», B
cootBercTBUM C [lepeunem MCII[An. Konnenuus ompenenser oCHOBHblE TpeOOBaHUS U 0a30BbIE
MOAXO/IbI K X peaiu3aluu, JUisl TOCTUKEHUS TpeOyeMoro ypoBHs 0€301aCHOCTH UH(POPMALHH.

C3IIln npexacraBinseTr CcOOOH COBOKYIMHOCTh OpPraHM3AlMOHHBIX U TEXHUYECKUX
MeponpusaTui A 3amuTel [IJ[H OT HempaBOMEpHOro WM CIIy4allHOTO JOCTyNa K HHM,
YHUUTOKEHUSI, U3BMEHEHUs1, OJIOKMPOBaHUs, KOMUpOoBaHusl, pacnpoctpanenus [1J{H, a Takke MHBIX
HEMPAaBOMEPHBIX JEHCTBUN C HUMH.

bezonacHocTsb MEPCOHANBHBIX JTAHHBIX JOCTUTAeTCs yTeM UCKITIOUCHUS
HECaHKIMOHHUPOBAHHOTO, B TOM YHCJIE CIy4allHOro, JOCTyNa K TIEPCOHAIbHBIM JaHHBIM,
pe3yIbTaTOM KOTOPOTO MOXKET CTaTh YHUYTOXKEHHE, W3MEHEHHue, OJIOKHpPOBAaHME, KONHUPOBAHHE,
pacnpocTpaHeHue NePCOHATBHBIX JaHHBIX, @ TAK)KE UHBIX HECAHKIIMOHUPOBAHHBIX ACHCTBUM.

Ctpykrypa, coctaB u ocHoBHbIe ¢yHkiuu C3II/H ompenmenstorcs WCXOAsS W3 Kiacca
UCITJu. C3II[JH BkiIOYAaEeT OpraHU3alMOHHBIE MEpPhl M TEXHUYECKHUE CPEJCTBA 3allUThI
nHpopmanuu (B TOM uuciae  mudpoBambHbIe (KpunTorpaduuecKkue) CpeacTBa, CpeaAcTBa
MPEIOTBPAIICHNs HECAaHKIMOHUPOBAHHOTO JOCTYIA, YTEUYKH HMHQOpPMAIMM [0 TEXHUYECKUM
KaHaJlaM, TTPOTPaMMHO-TEXHUYECKUX BO3JICHCTBUN HA TEXHUYECKUE cpencTtBa obOpadotku [1J[H), a
TaK)Ke UCIHOJIb3yeMble B MHPOPMAIIMOHHOM crcTeMe HH(OPMAallMOHHbBIE TEXHOJIOTHH.

OTu Mepbl NpU3BaHbI 00ECICUNTH:

— KoHQUACHIMATLHOCT,  wH(popManmuu  (3ammra OT  HECAaHKIIMOHHPOBAHHOTO
03HAaKOMJICHUS );

— IEJTOCTHOCTh HMH(OPMALUU (AKTYaJIbHOCTh M HEMPOTHBOPEUMBOCTH HH(OpPMAIINH, €€
3alUIIEHHOCTh OT Pa3pyLIECHUs! U HECAHKIIMOHUPOBAHHOTO U3MEHEHHS);

— JOCTYITHOCTh MH(OpPMAIMHU (BOZMOKHOCTD 32 IPHUEMIIEMOE BPEMs MOJIyYHUTh TPEOyeMyro
MH(OPMALIMOHHYIO YCIYTY).

Cragun cozganus C3I1/Ix BKIIIOYaroT:

— MpeANpOeKTHas cTajus, BKIoYaromas mnpeanpoektHoe obcnenoanue WCIIH,
pa3paboTKy TEXHUYECKOTO (YACTHOTO TEXHUYECKOT0) 3aJaHHs Ha €€ CO3/IaHHE;

— CcTajaus MPOEeKTHPOBaHUS (pa3paboTku npoekToB) u peanusauuu VMCII/IH, BKiItoyaromas
pazpabotky C3I1/1n B cocraBe UCII/H;

— cranus BBoja B aedictBue C3II/IH, BKItOYaromas ONbITHYIO SKCITyaTallMl0 U MPHUEMO-
CIaTOYHBIE HMCIIBITAHUS CPEJACTB 3alUTHI MHpOpMaLKHU, a Takke oleHKy coorercTBus MCII/IH
TpeGoBaHUAM 06€30IaCHOCTU HH(POPMALIUH.



OpraHuzanvoHHbIE MEphI NPEAYCMATPUBAIOT CO3/IaHUE M MOJAJEp’KAHUE NPABOBOM Oa3bl
6ezonmacuoctu [I/ln u pa3zpaboTky (BBeIeHHE B JACHCTBHE) MPEIYyCMOTPEHHBIX llomuTukoit
uHpopmannonnoit 6e3onmacuoctun  MCII/IH crenyoonmx opraHU3alMOHHO-PACTIOPSIUTEIBHBIX
JOKYMEHTOB:

— Ilnan meponpusituii o obecnedenuro 3ammuthl [1/{n nmpu ux o6padotke B UCII/IH;

— Ilnan mepornpusiTuii o KOHTPOITIO obOecrieueHus 3amuThl [1/1H;

— Tlopsinok pesepBupoBaHUsT M BOCCTaHOBIEHUS paboTtocnocodnoctn TC m IIO, 6a3
nmanaeix U C3U;

— JomxkHocTtHass wHCTpykus —agmuHuctparopa WCII[Ax B yactm oOecniedueHUs
6e3omacuoctu [1/]a pu ux o6padotke B UCII/H;

— JlomxHOCTHAsI HHCTPYKIIUS anMuHuCcTparopa 6ezonacuoctu UCIIH;

— JlomxHOocTHast HHCTpYyKIUa noas3oBarenss UCIIIH B wactu obecnieuenusi 6€30MacHOCTH
[111 npu ux o6padotke B UCII/H;

— HMHcTpyKuus Ha ciiy4ail BOSHUKHOBEHUS BHEIITATHOM CUTYAIlNH;

— PexomeHnanuu Mo HCMNOJIb30BAaHUIO MPOTPAMMHBIX M aNlapaTHBIX CPEICTB 3allUTHI
nH(pOopMaInH.

— Texnuueckue Mepbl 3alIUTHl pPEATM3YIOTCS IPU  [OMOLIM  COOTBETCTBYIOIIMX
MIPOrpaMMHO-TEXHUYECKHUX CPEJICTB U METOJIOB 3aIIUTHI.

[lepeueHr HEOOXOOUMBIX Mep 3alIUThl MHPOpPMAIMHU OINpeAesseTcss MO pe3yabTaTam
BHyTpeHHell npoBepku 6e3onacHoctu UCIT/In OI'AY 3 «lerapckas Pb»

23anaun C3I1/1n

OcnoBao#t nenpto C3I1JIH sBRseTcs MUHUMM3AIUS yiiepda OT BO3MOXKHOUW peann3aiuu
yrpo3 6e3omacuoctu [1/1H.

Jns  pocTmkeHHMsT OCHOBHOM menmu cucteMa OeszomacHoctd I1/lm MCII[dn mommkHa
obecrieunBaTh Y3PHEKTUBHOE PEIICHUE CICIYIONINX 3a/1a4:

— 3alUTy OT BMemareabcTBa B mponecc ¢yHknuonupoanuss MCIIIH mocTopoHHUX JHIT
(Bo3MOXXHOCTH Hcrosib30BaHug AC U JOCTYyl K €€ pecypcaM JOJKHBI HMMETh TOJIBKO
3aperucTpUPOBAHHBIC YCTAHOBJICHHBIM MOPSAKOM IOJIb30BATEIN);

— pa3rpaHUYEHHE JOCTyNAa 3aPErUCTPUPOBAHHBIX IOJB30BATEIEH K  allapaTHBIM,
nporpaMMHbIM U uHQopMarmoHHbIM pecypcaM WCIIJIH  (BO3MOXHOCTH JOCTyNa TOJBKO TEM
pecypcaM U BBINOJHEHUS TOJBKO TEX ONepanuil ¢ HUMHU, KOTOpble HEOOXOAMMBI KOHKPETHBIM
nosap3oBarensiM VCITJIH 1 BBIIOJHEHUSI CBOUX CITY)KEOHBIX 00S3aHHOCTEH), TO €CTh 3alllUTy OT
HECaHKI[MOHUPOBAHHOI'O AOCTYMA:

a) K uHpopmammu, uupkyaupytomieit B MUCII1H;

0) cpenctBam BerunciutenbHoi Texuuku UCI/IH;

B) anmapaTHbIM, MPOTPAMMHBIM U  KpUNTOTpadUUYECKHUM  CpPEACTBAM  3aIUTHI,
ucnoisb3yemsiM B MCITJIH;

— pEerucTpauuio ACHCTBUN IOJb30BATENICH IPU HCIOJIB30BAHMU 3aIMINAEMBIX PECYPCOB
HUCIIJIH B cCHCTEMHBIX >KypHajaXx M NEPUOIUYECKUH KOHTPOJb KOPPEKTHOCTH JACHCTBUI
[10JIb30BATEIIEN CUCTEMBI ITYTEM aHAIN3a COACPKUMOI0 3THUX JKYPHAJIOB;

— KOHTPOJIb LEJIOCTHOCTH (OGCCHG‘ICHI/IC HGI/ISMGHHOCTI/I) CpCAbl UCIIOJIHECHUA MMPOrpaMM U
€€ BOCCTAHOBJICHHUC B CJIy4ac HAPYIICHUS

— 3aluTy 0T HeCaHKHHOHHpOBaHHOﬁ MO,Z[I/I(I)I/IKaLII/II/I U KOHTpPOJIb  LCJIOCTHOCTU
HCIIOJIb3YEMBIX B I/ICHI[H IMPpOrpaMMHBIX CPEACTB, a4 TaAKXKC 3alllUTy CHUCTEMblI OT BHCAPCHUA
HCCAHKIIMOHUPOBAHHBIX TPOTPpaAMM;

— 3alIuTy HI[H OT YTCUHKH II0 TCXHUYCCKUM KaHaJlaM IIpHU €€ O6p8.60TI(e, XpaHCHUU U
nepeaayc 1mo KaHajiaM CBA3H,

— 3amurty [1JIH, XxpaHumoii, oOpabaTeiBaeMOli W TiepeAaBaeMoOl MO KaHallaM CBS3H, OT
HECAHKIIMOHUPOBAHHOIO PA3IJIAILIEHUS UM UCKAKEHUS;
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— obecrieueHue JKUBYYECTH KPUNTOTpApUUECKUX CpPEACTB 3alIMThl MHPOPMALUU IpU
KOMIIPOMETALUN YaCTHU KIOYEBON CUCTEMBI;

— CBOEBPEMEHHOE BBISIBIICHUE UCTOYHUKOB yrpo3 6e3onacHoctu [1/IH, mpuunH U ycIoBwHid,
CIOCOOCTBYIONINX HAaHECEHUIO yriepOa cyowbekrtam [1J[H, co3manuwe MexaHU3Ma OIEPATUBHOTO
pearupoBaHus Ha yrpo3bl 0e3onacHocTH [1JlH 1 HeraTUBHBIE TEHACHIINY;

— CO3/IaHH€ YCIIOBUM JIi MUHUMHU3ALMKM M JIOKQJIM3alMM HAHOCHUMOIO yiuepoa
HETIPAaBOMEPHBIMH JACUCTBUSAMU (PU3UUECKUX U IOPUIUYECKUX JIMI[, OCJIA0JICHHE HEraTUBHOTO
BIIMSIHUS ¥ JIMKBUIAIMS TTOCJIEICTBUM Hapyienus 6e3omacHoctu [1/1H.

3 O0beKTHI 3AIUTHI

[lepeyenp MHPOPMATMOHHBIX CUCTEM

B  OI'AVY3 «lllerapckas Pb» npousBoautcs 06padoTka nepcoHaIbHbBIX JaHHBIX B
nH(pOPMaLMOHHBIX cucTeMa 00paboTKu nepcoHanbHbIX AaHHbIX (UCII/IH).

[lepeuens UCII/IH ompenensiercss Ha ocHoBaHuM OTueTa MO pe3ylbTaTaM BHYTPEHHEU
MIPOBEPKHU.

OObekTamMu 3alUTBl  SABJISIOTCS — HHQopmanus, oOpaOateiBaemas B WCII[AH, u
TEXHUYECKHE CPEJICTBA ee 00pabOTKH M 3auuThl. [lepeueHp MepCcOHATbHBIX TaHHBIX, ITOJISKAIINe
3amnuTe, onpezaeieH B [lepeune nepcoHAbHBIX JaHHBIX, ToAiexkamumx 3amure B MCIT/I.

OOBEKTHI 3aIUTHI BKJIIOYAIOT:

1) O6pabaTsiBacMas HHMOPMAIIHS.

2) Texuomnormyeckas HHYOPMAIIHS.

3) IporpaMMHO-TeXHHYECKHE CPECTBA 0OPABOTKH.

4) Cpencraa samurs [1]Tn.

5) Kanansl uHQOPMAIHOHHOTO 0OMEHA U TENeKOMMYHHKAIIHH.

6) OOGBeKTHI U TOMENIEHH s, B KOTOPBIX pasMeleHbl komrnoHenTsi MCII/Ix.

4 Knaccupuxanus nosbzoBarteneid UCILIn

[Tonb3oBareniem WMCII[IH sBhseTcs MO, Y4acTBYIOIIEE B (hYHKITMOHUPOBAHUHT
MH(OPMALIMOHHONW CHUCTEMbl TMEPCOHANBHBIX JaHHBIX WU HCHOJb3YIOIIee pe3yabTaThl ee
¢dbyakuuonupoBanus. [lonaszoBarenem MCII/n sBusercs moboi cotpynauk OI'AY3 «lllerapckas
Pb», umeromumit noctyn k UCII/In u ee pecypcaMm B COOTBETCTBHM C YCTAHOBJICHHBIM MOPSIAKOM, B
COOTBETCTBUU C €r0 (PYHKIIMOHAIBHBIMU 00S3aHHOCTSIMHU.

[Tonb3oBarenu UCIIJIH aensTcs Ha TpU OCHOBHbBIEC KATETOPUH:

1)  Anmunuctpatop UCIIJn. Cortpymuuku OIAY3 «lllerapckas PB», koTopble
3aHUMAIOTCSI HACTPOMKOMW, BHEIPEHUEM U CONpPOBOXAeHUEM cucteMbl. Anmunuctparop WCIIIn
o0JasaeT cleayoluM ypOBHEM AOCTyNA!

— obOmagaer moJiHOM uWHGpOpManuell O CHUCTEMHOM H MNPHUKIATHOM MPOTPAMMHOM
ob6ecrieuennn UCIIH;

— 00mnasaer noJHOW MHGpopMaLueil 0 TEXHHYEeCKUX cpencTBax v koHpurypamuu UCI1/IH;

— HMeeT JIOCTYH KO BCeM TEXHHYECKHM CpelcTBaM 00pabOTKM MH(pOpMAlMU U JaHHBIM
NCIIH;

— o0nanaer npaBaMM KOH(GUTYpUPOBAHUS U aAMUHUCTPATUBHON HACTPOMKHM TEXHUYECKUX
cpencts UCIT/IH.

2) Tporpammuct-pazpadotunk MCIJIn. Cotpymuuku OI'AVY3 «lllerapckas PByuiu
CTOPOHHHMX OpraHU3alfif, KOTOpbIE 3aHMUMAIOTCS Pa3pabOTKONW MPOrpaMMHOTO oOOecredeHusl.
Pazpabotuuk UCII/IH oOGnanaer cieayromuM ypoBHEM JOCTyIA:

— obnanaer mHpopManueil 00 anropuTMax M mporpammax o0paboTKu MHPOpMAIMM Ha
NCIIH;

— 007a/1aeT BO3MOKHOCTSIMH BHECEHHsI OIIMOOK, HEICKIapUPOBAHHBIX BO3MOXKHOCTEH,
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IIPOrpaMMHBIX 3aKJIaJ0K, BPEIOHOCHBIX HporpaMMm B nporpammHoe oOecrneuenue MCII[H Ha
CTaJiH ee pa3pabOTKH, BHEAPECHUS U COMTPOBOKICHUS;

— MOXeET pacmosiaratb Jro0biMu  (pparmMeHTamu uHpopmanmu o Tonojioruu WCIn
TEXHUYECKUX CpelicTBax 00padoTku u 3amutsl [1/]H, oOpabareiBaembix B UCIT/IH.

3) Oneparop UWCIHHu. Corpymuuku noapasaenenuii OIAY3  «lllerapckas
Pb»ydactBytomux B nporecce skciuryaramuu UCIIIa. Onepatop UCIIIH obnamaer ciieayronum
YPOBHEM JIOCTYyIA:

— oOmamaer BCEMU HE00XO0IUMBIMU aTpubyramu (manpumep, apoJsem),
00ecTeYnBarOIUMH IOCTYI K HEKOTOpoMy nmoaMHoxecTBY [1/1H;

— pacnojaraeT KOH(QUACHIHATHLHBIMHI TaHHBIMH, K KOTOPBIM UMeeT noctyn. Kareropun

10JIb30BaTeNeil T0JKHBI ObITh onpeaeneHsl g kaxaon WCIIH.

JIoJKHO OBITH YTOUHEHO pa3/iejieHHe COTPYIHUKOB BHYTPHU KaT€TOPUid, B COOTBETCTBUU C TUIIAMU
noJib30Bareneil onpeneneHubMu B [lonuTtuke nHGOpMaIMOHHON 6€301acHOCTH.

Bce BbIsBIEHHBIE TpyNIbl MoJib30BaTeneil oTpaxaroTcss B OtTyere 1o pe3yabTaTam
BHyTpeHHell npoBepku. Ha ocHoBanmm Ortuera ompenensioTcsl mpaBa JOCTyNa K 3JIEMEHTaM
NCTI[Jn nnst Bcex rpynn mosib3oBaTenedl U orpaxarorcss B Matpuue nocryna B Ilonoxenun o
pasrpaHUYeHUH MpaB A0CTYyINa K 00padaThIBa€MbIM EPCOHAIBHBIM ITaHHBIM.

5 OcHOBHbIE IPUHIUIIBI IOCTPOEHHUS CHCTEMbl KOMILIEKCHOI 3a1IUThI HH(pOpMaIIUH

[Toctpoenne cucremsr obecnieueHus 6e3omacuoctu [1In UCIT[In OI'AV3 «lllerapckas
Pb»u ee QyHKIIMOHUpOBAHWE OJKHBI OCYIIECTBISATHCS B COOTBETCTBHH CO CJEAYIOUTUMHU
OCHOBHBIMH ITPUHIIUITAMUA

— 3aKOHHOCTB;
— CHCTEMHOCTE;

— KOMINUIEKCHOCTB;

— HENPEPBIBHOCTE;

— CBOCBPEMEHHOCTb;

— NPEEeMCTBEHHOCTh M HEIIPEPHIBHOCTH COBEPIIICHCTBOBAHHS,
— TepCOoHaJbHAsi OTBETCTBCHHOCTD;

— MUHHMMH3ALMS TOTHOMOYMIA;

— B3aMMO/ICHCTBUE U COTPYAHHYCCTRO;

— T'MOKOCTH CHCTEMBI 3aIUTHI;

— OTKPBITOCTh AJITOPUTMOB M MEXaHH3MOB 3aII[UTHI;

— IPOCTOTA IPUMEHEHHUS CPEJICTB 3aIHTHI;

— Hay4dHasi 000CHOBAaHHOCTb ¥ TEXHUYECKAsl PEalli3yeMOCTb,
— CHeryan3amnys 1 npopeCCHOHATN3M;

— 0053aTeILHOCTh KOHTPOJIS.

3aKOHHOCTDH

[Ipennonaraer ocymiecTBICHUE 3aIMTHBIX MepolpusaTuil u paspaborky C3I1[Ix OT'AY3
«lerapckast Pb»B coOOTBETCTBUU € IEHCTBYIOIIUM 3aKOHOIATEIHCTBOM B oOnactu 3ammthl [1/10 u
JIPYTUX HOPMATUBHBIX aKTOB IO 0e30MacHOCTH WH(OPMAIMK, YTBEPKACHHBIX OpraHaMu
roCyAapCTBEHHOM BJIACTH U YIPABJICHHS B MIpeAeNaX UX KOMIIETEHIINH.

ITonp3zoBatenmn u obOcoyxuBatomuii nepconan I1[lm UCIIAn OI'AVY3 «lllerapckas
Pb»nomxHbel OBITH OCBEIOMIIGHBI O TOpPsAKe paboThl ¢ 3amuinaeMoil wH(opmamnmeir u 00
OTBETCTBEHHOCTH 3a 3amuThl [1J[H.

CHucTeMHOCTD

Cucremnsiii noaxon k nocrpoenuto C3IIJ[n OI'AVY3 «lllerapckas Pb»npeanonaraer yuet
BCEX B3aMMOCBS3aHHBIX, B3aUMOACHCTBYIOIINX U NU3MEHSIOIINXCS BO BPEMEHU 3JIEMEHTOB, YCIOBHM
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)41 (baKTOpOB, CYHICCTBCHHO 3HAYMMBIX [JId IMOHUMMAaHUA W PCIICHUA HpO6JI€MBI O6€CH€‘-I€HI/I$I
oe3omacuoctu [1/n UCITu OI'AY3 «lllerapckas Pby.

HpI/I CO3JaHUU CUCTCMbI 3allIMTHI JOJKHBI YUUTBIBATHCA BCC cnaGHe u HaI/I60JIee YA3BHUMELIC
MecTa cuctembl 00padoTku [1]IH, a Takxke XapakTep, BO3MOXHBIC OOBEKTHI U HAMIPABIICHUS aTaK Ha
CUCTEMY co CTOPOHBI HapylmurTeaen (ocobenHo BBICOKOKBATH(DHITMPOBAHHBIX
3JIOYMBIIIJICHHUKOB), ITyTH MPOHUKHOBEHMS B pactpeneneHHsie cuctemsl 1 HCJ x undopmarmm.
Cucrema 3al0WUTBl  OO0JDKHA CTPOUTBCA C€ Y4Y€TOM HE TOJIBKO BCCX HU3BCCTHBIX KaHAJIOB
nponukHoBeHus: 1 HCJI k nndopmarmu, HO U ¢ y4€TOM BO3MOKHOCTH TOSIBJICHUS MPUHIUITHAIHHO
HOBBIX IIyT€H peanusanuu yrpo3 6e30MacHOCTH.

KoMmmiekcHoOCTH

KomrmuiekcHoe ucnosib30BaHWE METOJIOB U CPEJICTB 3AlIUTHI MPEANOIaraeT corjiacoBaHHOE
MPUMEHEHUE PA3HOPOJHBIX CPEICTB TMpPU TOCTPOCHUU IEJIOCTHOM CHUCTEMBI  3alUTHI,
MEePEKPHIBAIOIIEH BCE CYIIECTBEHHBIC (3HAUYMMBIC) KaHAIBl PealIU3alliy YIpo3 U HE COJeprKalle
CJIa0BIX MECT Ha CTBIKAX OTACJIBHBIX €€ KOMIIOHCHTOB.

3amura JI0JDKHA CTPOUTHCS SIISIIOHUPOBAHO. J[JIs KaKI0ro KaHajia yreuykd HHPOpMaIluu |
JUTSE KaKJIOW yrpo3bl 0€30MacCHOCTH JIOJDKHO CYIIECTBOBATh HECKOJIBKO 3allIUTHBIX PYOekKen.
Co3nanne 3alIUTHBIX PYOEKEH OCYIIECTBISETCS C Y4€TOM TOTO, YTOOBI JJIi UX TMPEOJOJICHUS
MOTCHIUHUAJIIBHOMY 3JIOYMBIIIJICHHUKY Tpe6OBaJ'II/ICI) HpO(beCCI/IOHaJ'II)HI)Ie HABBIK1 B HCECKOJIBKUX
HEB3aMMOCBSI3aHHBIX 00JIACTSIX.

Bremmnss 3amura JIOJDKHA obecreunBaTbCs buznueckuMu CpeICTBaMH,
OpraHM3al[MOHHBIMM U TMpaBoBbIMU Mepamu. OpHuM u3 HauOolsiee YKpPEIJIEHHBIX pyOexei
MPU3BaHbl OBITh CpPEJACTBA KPUNTOTpaUUECKO 3alIWTHI, peaTu30BaHHBIC C HCIOJB30BAHUEM
texHosorun VPN. IlpuknagHoil ypoBEHb 3aIllMTHI, YYUTHIBAIONIUNA OCOOEHHOCTH IPEIMETHOM
00J1aCTH, IPEICTABIIICT BHYTPCHHUHN PYOEK 3aIUTHI.

HenpepbiBHOCTD 32 ThI [1/{H

3amuta [I/lH — He pa3oBoe MepompusiTHE M HE MPOCTask COBOKYMMHOCTb MPOBEACHHBIX
MEPOTIPHUATHI M YCTAaHOBJICHHBIX CPEJICTB 3aIUTHI, a HEMPEPBIBHBIHN IIeJICHANPABICHHBIN MpOIIECC,
MpEeIoarari TPUHATHE COOTBETCTBYIOIUX MEp Ha BCeX 3Tanax ku3HeHHoro nukia MCIx.

NCTIH nomKHBI HAXOAUTHCS B 3aIIUIIEHHOM COCTOSIHHMHM Ha MPOTSHKEHUU BCETO BPEMEHHU
X (YHKIMOHUPOBAaHMS. B COOTBETCTBHM C ATUM MPUHIUIIOM JOJKHBI TMPHUHUMATBCS MEPHI 10
HenonymeHuto nepexoaa UCIIJIH B He3aUIIIEHHOE COCTOSIHUE.

BonbmmHCTBY  (DUM3WMYECKUX H  TEXHHMYECKHX CPEACTB 3aIUThl s 3(PPeKTHBHOTO
BBITTOJTHEHUSI CBOMX (YHKIMA HEOOXOIMMa TIOCTOSIHHAs TEXHUYECKas MW OpraHu3allOHHAs
(aaMUHUCTpAaTHBHAS) TOIEPKKa (CBOEBPEMEHHAsi CMEHA U 00CCIICYCHHE NPABUIBHOTO XpaHEHUS
YW TPUMCHCHHUS WMEH, NapoJjiel, KiIroueld ImM@poBaHHS, MEPEONPEACICHHE MOJHOMOYHN U T.IIL.).
[lepepriBbl B paboTe CpeACTB 3alIUTHl MOTYT OBITH HCIOJB30BAaHBI 3JO0YMBIIUICHHUKAMH MJIs
aHaJIM3a ITPUMEHSIEMBIX METOJIOB M CPEJCTB 3alIUThI, I BHEIPCHUS CICIHAIBHBIX MPOTPAMMHBIX
W anmapaTHbIX "3aKiafok" W JIPYIHMX CPEACTB IMPEOJOJICHUS CHUCTEMBI 3allUTHI IOCIIE
BOCCTaHOBIICHUS €€ (PYHKIIMOHUPOBAHUSI.

CBOeBpEeMEHHOCTH

[Ipennonaraer ynpexnaromuii xapakrep mep oOecrnedenus OesomacHoctd I1J{H, TO ecThb
MIOCTAHOBKY 3ajady mo KomiulekcHoi 3amure WCII/IH u peanusanuio Mep oOecredeHus
6e3onacHoctu [1/IH Ha panHMX cragusx paspabotku WMCIIJIH B 1enoM M ee CHUCTEMBbI 3alUThl
nH(pOpMalNH, B YaCTHOCTH.

PazpaboTka cucTeMbl 3alIUTHI J0JKHA BECTHCh MapayljieNbHO ¢ pa3paboTKON M pa3BUTHEM
caMOi 3alllMIIaeMONd CHCTEMBbl. OTO TIO3BOJIUT Yy4YecTb TpeOOoBaHHs O€30MacHOCTH MpU
MPOEKTUPOBAHUN ApXUTEKTYPHl U, B KOHEYHOM cyeTe, co3arh Oojiee APQeKkTuBHbIe (KaKk 0
3aTparaM peCcypcoB, TaKk U IO CTOHMKOCTH)
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3allMIICHHBIC CHCTCMBI.
HpeeMCTBeHHOCTL U COBEPUHICHCTBOBAaHUE

[IpenmoaratoT MOCTOSIHHOE COBEPIIICHCTBOBAHUE MEP M CPEICTB 3aIMTHI HH(DOpPMAIMK Ha
OCHOBE IMPEEMCTBEHHOCTH OPraHU3allMOHHBIX M TEXHUYECKUX pEIICHUM, KaJpOBOTO COCTaBa,
anaym3a ¢yakuuonupoBanus VCIIJIH 1 ee CHCTEMBI 3aIUTHI ¢ YI€TOM W3MEHCHHWH B METOJaX U
CpeicTBax TepexBaTa HWH(GOPMAIMK, HOPMATHUBHBIX TPEOOBAHMI 1O 3allWTe, JIOCTUTHYTOTO
OTEUYECTBEHHOTO M 3apYOEKHOTO OTBITA B ATOU 00JIaCTH.

HCPCOHaJ'IbHaﬂ OTBETCTBCHHOCTD

[IpenmoaraeT BO3JOKEHHWE OTBETCTBEHHOCTH 3a obecriedeHue OezomacHoctu I[1/[H u
CUCTEMbI UX 00pabOTKM Ha KaXJ0ro COTPYAHMUKA B IpeJesiax ero nojJHoMouuid. B cooTBeTcTBUM C
STUM NPUHLKIIOM pacIlpejielieHne NMpaB U 00sS3aHHOCTEN COTPYIHUKOB CTPOUTCS TaKUM 00pazoM,
yTOOBI B CiIydae JIFOOOTO HapylieHWs KPyr BHHOBHUKOB OB YETKO H3BECTEH WJIM CBEICH K
MHUHHUMYMY.

HpI/IHIII/Il'I MHUHHUMMH3ALUU IOJTHOMOYMIA

O3Hayaer MMpEaAOCTABJICHUEC ITOJB30BATCIIAM MUHHUMAJIBHBIX ITpaB JOCTYIla B COOTBETCTBUU C
MMPOU3BOJICTBEHHON HEOOXOIUMOCTBIO, Ha OCHOBE TMPHUHIMIIA «BCE, YTO HE pa3perieHo,
3aIpEnIEHOY.

Hoctyn k IIJIH momkeH TPEeAoCTaBIATHCS TOJBKO B TOM Ciiydae W oObeMe, €Clu 3TO
HGO6XOHI/IMO COTPYAHUKY JJIS BBIIIOJTHEHUA €T0 JOJIPKHOCTHBIX 00s13aHHOCTEH.

B3aumopneiicTBue M COTPYAHMYECTBO

[Ipeanonaraer co3manue OnaronpusiTHONM aTtMocdepbl B KOJUICKTHBAX IOPA3CIICHUM,
obecnieunBaromux aesreabHocTh UCITIn OT'AVY3 «lllerapckas Pb», miis cHuKeHHsI BEpOSATHOCTH
BO3HUKHOBCHHMSI HETATUBHBIX JICUCTBUH CBA3AHHBIX C YETTOBEUYECKUM (haKTOPOM.

B takoit 06cTaHOBKE COTPYTHUKH TODKHBI OCO3HAHHO COOIOAATh YCTAHOBJICHHBIE TIPaBUIa
Y OKa3bIBaTh COJICHCTBHE B JICATEIHLHOCTH TOAPA3ICICHUA TEXHUISCKOH 3alIUThl HHPOPMAIIHH.

I'néxoctb cucremsl 3ammThl I H

HpI/IHHTHe MCPBI U YCTAHOBJICHHBIC CPCACTBA 3alllUTHI, 0COOEHHO B HaYaJbHBIN nepuoa nux
OKCILTyaraluuu, MOryT oOecrneynBaTh Kak HPGSMGPHBIﬁ, TaKk " HC,HOCTaTO‘IHBIﬁ YPOBCHBb 3allUTHI.
HJ’IH obecreyeHns BO3MOYKHOCTH BapbUpOBaHWsA YPOBHEM 3allMIICHHOCTH, CpPCACTBA 3alllUThI
JOJI>KHBI O6J'IaIlaTI> OHpC,I[CJ'IGHHOfI rHOKOCTBEI0. OCOOEHHO BaXKHBIM 3TO CBOMCTBO SIBIAETCA B TEX
ClIydadaXx, Korjga YCTaHOBKY CpPCIACTB 3alllUThI HGO6XOI[I/IMO OCyHICCTBJIAATL Ha pa60Ta}01uon
CUCTCMY, HC Hapyllias nmpouecca €€ HOpMaJIbHOT'O (1)YHKI_II/IOHI/IpOBaHI/I$I.

OTKprTOCTb AJATrOPpUTMOB U MEXAaHU3MOB 3alIIUThI

CYTL IOpUHOHIIAa OTKPBITOCTH aJI'OPUTMOB M MCXAHH3MOB 3allUTBI COCTOUT B TOM, YTO
3almuTa HE JOJDKHa o0ecrneynBaThLCS TOIBKO 3a CYET CCKPCTHOCTH CTPYKTypHOﬁ opraHusanvu M
AJIropuTMOB CI)YHKI_II/IOHI/IpOBaHI/IH €€ IIOACHUCTEM.

3HaHHE aIrOpPUTMOB PabOTHI CUCTEMBI 3AIIUTHI HE JOJDKHO JIaBaTh BO3MOXKHOCTH €€ MPEOI0JICHUS
(maxe aBTopam). OmHaKo, 3TO HE O3HAYaeT, YTO MH(OpPMAIUs O KOHKPETHON CHUCTEME 3allMTHI
JOJIKHA OBITH OOIIETOCTYITHA.

IIpocTroTa npuMeHeHHs CPEACTB 3alMThI

MexaHu3MBbl 3alUTHl JOJDKHBI OBbITh MHTYUTHBHO MOHSTHBI U IPOCTHI B MCHOJIb30BAHUM.
[IpuMeHeHMe CpeACTB 3alUThI HE JOKHO OBITh CBS3aHO CO 3HAHMEM CIIELHUANIBHBIX S3bIKOB MIIU C
BBIMIOJTHEHUEM JeMCTBUN, TpeOyIomMX 3HAUYMTENBbHBIX JOMOJHUTENBHBIX TpPYAO3aTpaT IpHU
0OBIYHON paboTe 3aperuCTPUPOBAHHBIX YCTAHOBIIEHHBIM MOPSIKOM II0JIb30BaTENIEH, a TaKkXke He
JIOJKHO TpeOOBaTh OT MOJIb30BATENS BBIMOJIHEHUS! PYTUHHBIX MAJIOTIOHATHBIX €My orepanuii (BBOJ
HECKOJIBKMX MapoJiell U IMEH U T.[1.).

JlomkHa JOCTUraThes aBTOMATH3ALMS MAaKCHMaJbHOIO YMCia JEHCTBHM IMOJIb30BaTENEd U
apmuHuctparopos MCIIJIH.
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Haquaﬂ 000CHOBAHHOCTh M TeXHHYeCKas pean3dyemMocCThb

WNudopmaniioHHbIE TEXHOJIOTUH, TEXHUYECKHE U TIPOTPAMMHBIE CPEJICTBA, CPEACTBA U MEPHI
3alIUThl HH(GOPMAIMU JIOJDKHBI OBITh PEeaM30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHUSI HAYKU U
TEXHUKH, HAYYHO OOOCHOBAHBI C TOYKHU 3PCHHUS JOCTIDKCHHS 3aJaHHOTO YPOBHS 0O€301acHOCTH
I/IH(bOpMaI_[I/II/I U OOJDKHBI COOTBETCTBOBATHL YCTAHOBJICHHBIM HOpMaM MU Tpe6OBaHI/I$IM 110
6e3omacuoctu [1/]H.

C3I1/11 momxHa OBITH OPHUEHTHUPOBAHA HA PEIICHUS, BO3MOXKHBIE PUCKH UII KOTOPBIX U
MCPBI HpOTHBOIIefICTBHSI 9TUM PHUCKaM IMPOHIIA BCCCTOPOHHIOID TCOPCTUUCCKYIO U MMPAKTUUYCCKYIO
MIPOBEPKY.

Cnenpaan3anusa u HpO(l)eCCHOHaJII/BM

[Ipennonaraer mnpuBiedyeHue K pa3pabOTKE CpPEACTB M peanus3alid Mep 3alluThl
nH(pOpMalMK CHEeNHMATU3UPOBAHHBIX OpraHu3alui, HauOoJiee MOATOTOBIEHHBIX K KOHKPETHOMY
BUJLy JI€ATEIBHOCTH 10 o0ecnieueHuto Oe3onacHoctu [1JIH, MMEIOIMX ONBIT MPaKTUYECKON pabOThI
U TOCYJapCTBEHHYIO JIMIIEH3MIO Ha TMpaBO OKa3zaHUs YCIyr B 3Toll oOmactu. Peanmzanus
aAMUHUCTPAaTUBHBIX MEp M OKCIUIyaTallusl CPEACTB 3alUThl JIOJDKHA  OCYIIECTBIISATHCS
npodeccuoHanbHO moAroToBieHHbIMU crienmanuctamu OI'AY3 «lllerapckast Pby.

O0s13aTEJILHOCTH KOHTPOJIA

[IpeamnonaraerT 005M3aTeTbHOCT, U CBOCBPEMEHHOCTh BBISIBIICHUSI M TIPECEUYCHHS TMOMBITOK
HapyIIeHUs YCTAaHOBJIEHHBIX MpaBm oOecrieueHust 6e3omacHocTr [1J[H Ha OCHOBE HCIIOIB3YEMBIX
CHUCTEM U CPEJICTB 3aIIUThl HHGOPMAIIMH TIPU COBEPIICHCTBOBAHUH KPUTEPUEB U METOJIOB OIICHKH
3(h(HEKTUBHOCTU ITUX CHCTEM M CPEJICTB.

KoHTponb 3a nesaTenbHOCTBIO JTFOOOTO TMOJIB30BATENs, KAXJAOTO CpEACTBA 3allUThl U B
OTHOIIIEHUH JIIOO0TO OOBEKTA 3aIIHUTHl JIOJDKEH OCYIIECTBIATHCS HA OCHOBE NMPUMEHEHHUsS CPEJICTB
OTIEPATHBHOTO KOHTPOJIS U PETUCTPAIMK U JOJHDKEH OXBAThIBATh KaK HECAaHKIIMOHUPOBAHHBIC, TaK U
CaHKIIMOHUPOBAHHBIE ACHCTBUS MOJIH30BATENCH

6 Mepbl, MeTObI U CpeACTBAa 00ecnedeHus TPedyeMOoro ypoBHs 3alllUIIIEHHOCTH

Obecnieuenre  TpeOyeMOro ypOBHS — 3alllMIIEHHOCTH  JIOJDKHOCTH  JIOCTHTAaThCs €
HCIIOJIb30BAaHUEM MEP, METOJIOB M CpelCcTB Oe3omacHocTH. Bee Mephl oOecniedeHus: 6€301macHOCTH
UCIIJn noapa3aenstorcs Ha:

— 3aKOHOJATeJIbHBIE (PABOBHIE);

— MOpaJIbHO-ITUYECKHE;

— OpraHu3anoHHbIC (a/IMUHUCTPATUBHBIC);

— (usnueckue;

— TEXHHYECKHE (almapaTHbie U MPOrPaMMHBIE).

[lepeuens BbIOpaHHBIX Mep oOecrieueHus: 6e30macHOCTH oTpaxaetcs B [Inmane meponpusituii
10 00ecTeYeHHIO 3alTUThl IEPCOHAIBHBIX JAHHBIX.

3akoHogaTe/bHBIE (IPABOBBIC) MEPbI 3AlIMTHI

K mnpaBoBbIM MepaMm 3allUThl OTHOCSATCS JIEWCTBYIOIIME B CTPAaHE 3aKOHBI, yKa3bl U
HOpPMAaTHUBHBIE aKThl, perjaMeHTHpyole npasuia oOpamenus ¢ [1/1H, 3akperstomue npasa u
0053aHHOCTH YYaCTHUKOB HMH(POPMALMOHHBIX OTHOLIEHMH B Tpolecce ee oOpaboTKH U
UCIOJb30BAHUS, a TaKXKe YCTaHABIMBAIOIIME OTBETCTBEHHOCTb 3a HAPYILIEHUS ATHUX IpaBull,
IIPETSITCTBYS. TEM CaMbIM HEMPAaBOMEPHOMY HcIONb30BaHMIo I1/[H 1 aBistomuecs ciepKuBaroIuM
(baxTOpOM 15l MOTEHIIUATBHBIX HAPYIIUTENEH.

[IpaBoBbIE MepbI 3aIUTHI HOCAT B OCHOBHOM YIIPEKJAIOIINH, MPO(QUIAKTUYECKUNA XapaKTep
U TpeOyIOT MOCTOSIHHON pa3bsICHUTENBHOW pPabOThl C MOJIb30BATESIMH U OOCITYKMBAIOIIUM
MIEPCOHAJIIOM CUCTEMBI.

MOpaJ'IbHO-E)TI/I'-leCKI/Ie MeEpbI 3allIUTHI



K MOPAJIIbHO-3TUYCCKUM MEpaM OTHOCATCA HOPMbI NOBCIACHUA, KOTOPLIC TPAAULIMOHHO
CJIOKUJIUCh WM CKJIQJIBIBAIOTCS 1O Mepe pactpoctpaneHus 9BM B ctpane uinu oOmiectBe. ITH
HOPMBI 60JIBIHCI>1 HaCThIO HEC MABIIAIOTCA O6H33T€JILHLIMI/I, KaK 3aKOHOAATCJIbHO YTBCPIKIACHHBLIC
HOPMATUBHBIC aKThI, OAHAKO, UX HeCOGHIO,Z[GHI/Ie BEACT O6BI‘IHO K MaACHUIO aBTOPUTECTA, ITPECTUIKA
YCJIOBCKA, I'pylIlbl JIMI WX OPraHu3aluu. MOpaJIBHO-E)TI/ILIeCKI/Ie HOPMBI 6BIBaIOT KaK HCIIMCAHBbIC
(HanmpumMmep, oOIIEeNPU3HAHHBIE HOPMbBI YECTHOCTH, MATPUOTHU3MA U T.I.), TAK U MHUCAHBIE, TO €CTh
ogopMIICHHBIE B HEKOTOPBIN CBOJ (YCTaB) MPABWII HIIM TPEANTACAHHH.

MopanbHO-3THUYECKHE MEpbl 3allUThl SBJISAIOTCS NPO(PUIAKTUYECKUMH U TpeOyroT
MOCTOSIHHOM  pa0OThl 1O CO3JaHUIO 3J0POBOTO  MOPAJIBHOTO KIMMaTa B  KOJUICKTHBAX
HOZ[pa?;ZICJIeHI/Iﬁ. MOpaHBHO'BTHqCCKHG MCPBI 3alllMTbl CHMXXAIOT BCPOATHOCTH BO3HHMKHOBCHUA
HETaTUBHBIX JICHCTBUI CBSI3aHHBIX C YEJIOBEUECKUM (HDaKTOPOM.

Opraﬂu?.auuormble (a}]MI/IHI/ICTpaTI/IBHBIe) MEPLI 3aIIUThI

Opranu3aniioHHbIe (aIMUHUCTPATUBHBIC) MEPHI 3AIIUTHI — 3TO MEPHI OPraHU3AIMIOHHOTO
XapakTepa, perjameHTupyoomue mporecchl QyHkruonupoanuss MCII[x, wucnonas3oBanue
pecypcoB UCIIIH, nearensHOCTh OOCTYKUBAIOIIETO TEPCOHANA, a  TaKkke  MOPAIOK
B3auMoieiicTBus moJsib3oBateneit ¢ UCII[H Takum

00pa3zoM, 4T0OBI B HAMOOJBIICH CTENEHU 3aTPYIHUTHh WM UCKIIOYUTH BO3MOXKHOCTH peaTH3alluu
yrpo3 0€30MacHOCTH WJIM CHU3UTh pa3Mep MOTEPhb B ClIydae WX peau3aiiui.

['maBHas 11enh aAMUHUCTPATUBHBIX MEp, MPEINPUHAMAEMBIX Ha BBICIIEM YIPABICHUYECKOM
ypoBHEe — cdopmupoBarh [lonutuky uHbopmaunonHoi Oe3zomacHocty II/IH (oTpaxkaromiyro
MOJIXOIBI K 3aluTe HH(pOopMaIun) u 00eCreunuTh €€ BHITOJTHEHHUE, BRIICTSIST HE0OX0IUMMBIE PECYPCHI
Y KOHTPOJIUPYS COCTOSIHUE JIE.

Peanmuzarus [Tonutuku nadopmannonnoit 6ezonacHoct [11n 8 UCIIH coctout u3 mep
aJIMMHHUCTPATUBHOTO YPOBHS M OPraHU3alMOHHBIX (ITPOLIEAYPHBIX) MEp 3alUTHl HH(DOPMALIUH.

K agMuHHCTpaTUBHOMY YpPOBHIO OTHOCATCS PELICHHS PYKOBOJACTBA, 3aTParvMBarOIIME
nesitenbHOCTE MCIT/IH B 11enoM. Otm pemieHus 3akpemisrorcss B [lonmutuke wHGOpMAIMOHHON
6e3omacHoCTH. [IpuMepom TakuX pemIeHuit MOTYT OBITh:

— TNPUHATHE peHieHus O (OPMHUPOBAHUU WM TMEPECMOTPE KOMIUIEKCHOM IPOrpaMMBbl
obecnieuenus 6ezonacHoctu [1J[H, onpeneneHre OTBETCTBEHHBIX 3a €€ PeaTnu3aluio;

— (dopMmyJIMpoBaHHE IIEJICH, MOCTAaHOBKA 3aja4, ONPE/ICIICHUE HAIIPABICHUN JEITeIbHOCTH
B oOnactu 0e3onacHoctu I1/1H;

— MPUHATHE PEUICHWH MO BOMpOCaM pealu3alluyd MPOrpaMMbl O€30MacHOCTH, KOTOpPbHIE
paccmatpuBatoTcsa Ha ypoBHe OI'AY 3 «Illerapckas Pb»B nenowm;

— obecnieueHre HOPMATUBHOM (MpaBOBOM) 0a3bl BOMPOCOB OE30MACHOCTH H
T.IL

[TonuTrka BepXHEro YypoBHsS MOJDKHA YETKO OYepPTUTh cepy BIUSHUSL U
OTpaHHYEHUSl TPU OmpeneseHnu uenei OezomacHoctu [IJ[H , ompenenuTh KakUMH pecypcamu
(MaTepuanbHble, TEpcOHAN) OHM OyIyT AOCTUTHYTHI U HAaWTH Pa3yMHBI KOMIIPOMHUCC MEXIY
MpHEeMJIEMBbIM YpOBHEM Oe30macHOCTH U (yHKIHOHaIbHOCThI0 MCTI/IH.

Ha opranuzaninoHHOM ypOBHE OIpeesiFoTCs MPOLEeaypbl U MpaBUiia JOCTHXKEHUS LieJe U
pemenus 3anad [lonutuku nundopmannonHon 6e3omacuoctu [1/[H. DTH npaBuia onpenesoT:

— KakoBa 0051acTh MpUMEHEHUs TOTUTHKHU O6e3onacHocTu [1/1H;

— KakoBbl POJIW M OOS3aHHOCTH JIOJDKHOCTHBIX JIMI], OTBEYAIOLIME 3a IPOBEICHUE
nonutuku 6ezonacHocTH [1/]H, a Tak e uX YCTAaHOBUTH OTBETCTBEHHOCTH;

— KTO MMe€eT IpaBa gocryna K I1/1H;

— KaKHMH MepaMu U cpeAcTBamu obecrieunBaetcs 3amura [1/1H;

— KaKMMH MepaMH U CPeICTBAaMH 00eCIeYnBaeTCsl KOHTPOJIb 32 COOOAEHUEM BBEACHHOTO
pexruma 6e30MacHOCTH.

Opra"nu3anuoHHble Mepbl I0JKHBI:

— TpelycMaTpuBaTh  perJaMeHT HMH(QOPMAIMOHHBIX  OTHOIICHWH,  HCKIIOYAIOIINX
BO3MOHOCTh HECAHKIITHOHUPOBAHHBIX JEHCTBHI B OTHOIIIEHUH OOBEKTOB 3aIUTHI;
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— OIpeAcNATh KOAIMIMOHHBIE U HEPAPXUYECKUE IPUHLHUIBI U METOABl pa3rpaHUYCHHUs
nocryna x IT/1H;
— OIIPEACIATH HOpAOK  paboTBl € MPOrpaMMHO-MaTEMaTHYECKUMU u

TEXHUYECKUMU (ammapaTHbIe) CPEJACTBAMU 3AIUTHI U KPUMTO3AIIUTHI U IPYTUX 3ALTUTHBIX
MEXaHU3MOB;

— opranu3oBaTh Mepbl  mnpotuBojedctBus  HCJl  monb3oBaTensiMu  Ha  JTamax
ayTeHTU(UKAIIMN, aBTOPU3ANNH, UACHTU(DHUKAINK, 00CCIICYNBAIONINX TApaHTUH PEeaTU3allii 1IPaB
Y OTBETCTBEHHOCTH CYOBEKTOB WH(OPMAITUOHHBIX OTHOIIIECHUH.

OpFaHI/I3aHI/IOHHI)IC MCPBI JOJDKHBI COCTOATD U3
— peryiamenTa jjoctyna B nomenienus UCII/Ix;

— TOPSJIOK JIONyCKa COTPYAHUKOB K Hucnosb3oBanuio pecypcoB HWCII[Jn OI'AV3
«Ierapckas Pby;

— perjaMeHTa TMpoIecCCOB BeAEHHUA 0a3 HaHHBIX M OCYIIECTBICHUS MOIU(PUKALUU
MH(OPMALMOHHBIX PECYPCOB;

— perjaMeHTa MpoIeccOB OOCIYKUBAHUS U OCYIIECTBIICHUS MOJU(UKALIMHU allllapaTHbIX U
nporpaMMHbIX pecypcoB UCII/IH;

— uHCTpyKimi mnosb3oBatenen WCII[n (agmuauctpaTtopa WCII[IH, aamuHUCTpaTtOopa
6e3omacHoctH, onepatopa UCII/IH);

— HWHCTPYKLUS M0JIb30BATENS MPU BOZHUKHOBEHUH BHEIITATHBIX CUTYAIIH.

dusuyeckre Mepbl 3allIUTHI

®duszndecKkue Mepbl  3allUuThI OCHOBAaHBI Ha TPUMEHEHUU pasHOrO  poja
MEXaHUYECKHX, AJEKTPO- WA AJIEKTPOHHO-MEXaHUYECKUX YCTPOUCTB u
COOPYKECHHUH, CIENUaIbHO  TIPEIHa3HAYCHHBIX TSt CO3IaHUs (bU3MIEeCKIX

MPENSATCTBUI HAa BO3MOXHBIX MYTSIX MPOHUKHOBEHHS W JOCTyNa MOTCHIIMATBHBIX HAPYIIUTENCH K
KOMIIOHGHTaM CHCTEMbl W 3aliiiaeMoi WHPOpMAIMk, a TakKKe TEXHUYECKUX CPEJICTB
BHU3YaJIbHOTO HAOJIO/IEHNS, CBSI3U U OXpAaHHOM cUrHanmu3anuu. Ousndeckas 3amura 371aHui,

MOMEIIEHUH, 00BLEKTOB H cpenctB nHGOpMATH3AITUN JOJDKHA OCYIIECTBISATHCS
MyTeM YCTAaHOBJICHHS COOTBETCTBYIOIIUX IIOCTOB OXpaHbl, C IOMOIIBIO TEXHUYECKHX CPEJIICTB
OXpaHbl WJIU JIFOOBIMUAPYTUMH crocodamu, MPEA0TBPAITAIOIUMHI A CYIIECTBEHHO

3aTPyOHSIONIMMH  TMPOHUKHOBEHHE B 3/aHHE, IIOMEIICHHUS TOCTOPOHHMX JIML, XHUIICHHE
MH(OPMALMOHHBIX HOCUTENEH, CaMUX CPEeICTB HH(QOpMATH3AIMH, UCKIIOYAIOIIMMU  HAaXO0XKCHHE
BHYTPHU KOHTPOJIHPYEMOH (OXpaHseMOil) 30HbI TEXHHUECKUX CPEACTB Pa3BEKH.

AnnapaTHo-nporpamMMHuble cpeactna 3amuTthbl [1/1n

Texuuueckue (ammapaTHO-MPOTpaMMHBIE) MEphl 3alUThl OCHOBaHbl HA  HCIOJB30BAHHUU
Pa3JIMYHBIX 3JIEKTPOHHBIX YCTPOWCTB U CHEIHUANbHBIX MporpamM, Bxomsamux B coctas UCIIIH u
BBITIOJTHSAONIUX (CAaMOCTOSITENIbHO MIIM B KOMILJIEKCE C JPYTUMH CpeACTBamMH) (PYHKIUU 3allUThI
(upmeHTHU(UKALNUIO W ayTeHTU(UKALMIO TOJb30BaTeNiel, pa3rpaHHYEeHUE IO0CTylla K pecypcam,
perucTpaluio coobITU, KpUNTOrpadudeckoe 3aKpbITHEe MHOOPMALIUU U T.11.).

C yuetom Bcex TpeGoBaHuil u mpuHLIUIOB oOecnieueHus 6ezonacHoctu [1JIn B UCIIIH mo
BCEM HAMpaBICHUSAM 3alIUThl B COCTaB CHUCTEMBI 3aIIHUTHI JIOJKHBI ObITh BKIIIOUEHBI CIIEAYIOLIUE
cpencTaa:

— cpencraa uAeHTUUKaIu (omo3HaBaHUA) u ayTeHTHU(PHUKAIIUU
(moaTBepkaeHUS MoATMHHOCTH) TIonb3oBaTenei MCII/Ix;

— CpeICTBa pa3rpaHUYCHUs JOCTyNA 3apETMCTPUPOBAHHBIX IOJIb30BaTEIEH



cucremsl k pecypcam UCII/In OI'AVY3 «Illerapckast Pby;

— cpexacTBa o0ecrieyeHus W KOHTPOJS LEIOCTHOCTU MPOTPAMMHBIX M MH(OPMAIIMOHHBIX
pecypcoB;

— CpeACTBa ONEPATUBHOTO KOHTPOJIS U PErUCTPALUU COOBITHI 0€3011acCHOCTH;

— kpunrorpadudeckue cpeacrsa 3amutsl [1/{H.

VYcnemHoe NpuMeHEHHE TEXHUYECKUX CPEJICTB 3aIUThl HA OCHOBAHUM MPUHIUIIOB (pa3nes
5) nmpeamosiaraeT, 4YTO BBINIOJHEHWE TIEPEUUCICHHBIX HIDKE TpeOoBaHMiI oOecreyeHo
OpraHu3allMOHHBIMU  (aIMUHUCTPATUBHBIMH) MEpaMHU W  HCHOJb3yeMBIMH  (H3UUIECKUMHU
CpEICTBaMH 3aIlUThI:

— obecrieuena u3mdeckas 1nea0cTHoCcTh Beex kommoHeHT CTT/TH;

— Kaxabli coTpyaHuk (mosb3oBarens MCII[IH) wnm rpymma nojs30BaTeneidl UMeeT
YHUKQJIbHOE CHUCTEMHOE€ HUMs W MHUHHMaJbHO HEOOXOJAMMBbIE JJsi BBINOJIHEHUS UM CBOUX
(YHKIIMOHATIBHBIX 0053aHHOCTEN MMOJIHOMOYUS TI0 JOCTYIY K pecypcaM CUCTEMBI;

— B UCII[In OI'AVY3 «lllerapckas Pb»pa3paboTka u oTiianka mporpamMM OCYIIECTBIISETCS
3a npenenamu UCIIJIH, Ha UCTIBITATENBHBIX CTEHAAX;

— BCE HU3MEHEHUs KOHQUIypallud TEeXHHYeCKUX M mnporpaMMmHbix cpencts HWCII/Ix
MIPOU3BOJIATCS CTPOrO YCTAHOBJIEHHBIM MOPSAKOM (PErHCTPUPYIOTCS U KOHTPOJUPYIOTCS) TOJIBKO
Ha OCHOBaHUM pacnopsbkeHuil pykosojcta OI'AY3 «lllerapckas Pby;

— ceTeBoe 00OpynOBaHHE (KOHLIEHTPATOPbl, KOMMYTaTOpPbI, MapIIpyTU3aTOPbl M T.II.)
pacrojiaraercs B MecTax, HeJIOCTYIHBIX JJIsl OCTOPOHHUX (CHEeNHaNbHBIX MOMENICHHX, Kadax,
U T.1L.).

— crnennanucraMmu OI'AVY3 «lllerapckas Pb»ocymiecTBiasieTcss HENpEephIBHOE YIPABICHUE
Y aJIMUHUCTPATHUBHAs MOAJCPKKA PYHKIIMOHUPOBAHHS CPEJICTB 3ALIUTHI.

7 Kontpoisb 3¢ppexruBHoctu cuctemsl 3ammThl UCIIIn OT'AY3 «lllerapckas Pb»

Kontpons sdpdextuBroctr C3IIIH M0DKEH OCYIIECTBISETCS Ha MEPUOAMYECKON OCHOBE.
[enbto KOHTPOJIS 3PGEKTUBHOCTH SBIISETCS CBOEBPEMEHHOE BBISIBJICHHE HEHAUISKAIINX PEKUMOB
padorer  C3II[lH  (OTKJIIOYEHHE CPEACTB  3allUThl, HAPYIICHUE PEKHUMOB  3alllUTHI,
HECaHKIMOHHUPOBAHHOE H3MEHEHHE pEeXKHMMa 3allldThl M T.I.), a TaK I[POTHO3UPOBAHUE U
MIPEeBEHTUBHOE pearupoBaHre Ha HOBbIE yrpo3bl 6e3omacHocty [1/]H.

KoHTpone MoOXeT mNpoBOAMTHCS Kak aaMuHUcCTpatopamu OesomacHoctd UWCIIIH
(omepaTuBHBIA KOHTPOJL B mpoliecce mHbopmanroHHoro B3aumojerictusi B WCIIAH), Tak u
MIPUBJIEKAEMBIMU JIJIs1 3TOM LEJIU KOMIIETEHTHBIMU OPraHU3alusIMU, UMEIOIIMMU JMLEH3UIO HA 3TOT
B AesaTenbHOCTH, a Takke PCTIK Poccun u @Ch Poccun B nipenenax ux KOMIETECHIINY.

KoHTponb MOXKET OCYIIEeCTBISATHCS aJIMUHUCTPATOPOM O€30MAaCHOCTH KaK C MOMOIIbIO
LITATHBIX CPEACTB CUCTEMBI 3alUThI [1/]H, Tak U ¢ MOMOIIBIO CHEMAIBHBIX IPOIPAMMHBIX CPEJICTB
KOHTPOJISL.

Onenka > dekTuBHOCTH Mep 3amuThl [1/{H TpoBOAUTCS € UCMOJIB30BAHUEM TEXHUYECKUX U
MIPOrPAMMHBIX CPEJICTB KOHTPOJIS Ha IPEIMET COOTBETCTBUSI YCTAHOBICHHBIM TPEOOBAHUSIM.

8 Cdoepsl oTBeTcTBeHHOCTH 32 6e3onacHocTh [1/IH

OTBeTCTBEHHBIM 3a pa3pabOTKy Mep M KOHTPOJb Haja olecreyeHHueM Oe30MacHOCTH
NIEPCOHAIBHBIX AaHHBIX sABisAeTCs pykoBoautens OI'AVY3 «lllerapckas Pb». PykoBogurens MoxeT
JIeTIeTUPOBATh YacTh MOJHOMOUMI 10 obecrieueHHIo 0€30MaCHOCTH MEPCOHANIBHBIX JTAHHBIX.

Ccdepa 0TBETCTBEHHOCTH PYKOBOJUTENS BKIIIOUAET CIEAYIOIIME HAIIPABICHHs 00ecrieueHu s
6e3zonacHocTu I1/1H:

1) Inanuposanue u peanusaiys Mep no obecrnedenuto 6esomacHocty I1]1n;

2) Ananus yrpos 6esomacuocty I1IH;

3) Pa3pa60TKy, BHCAPCHUEC, KOHTPOJIb HCIOJHCHUA U TOAACPIKAHHUEC B AKTYaJIbHOM
COCTOSAHUU TIOJIUTHUK, PYKOBOICTB, KOHHGHHHﬁ, mnpoueayp, periamMeHTOB, I/IHCTp}/KI_II/Iﬁ U Ipyrux
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OpraHU3aLUOHHbIX JTOKYMEHTOB IO 00E€CIEUCHUI0 0€3011aCHOCTH;
4) Kourpons zammmenaoctd UT uradpactpykTypsl ot yrpos Ub myrem:

— o0yuenus u uHpopmupoBanus monb3oBareneit MCII/IH, o nopsake padoter ¢ I[1JJn u
CpeICTBaMU 3aIllUTHI,

— TpPEeNOTBPAICHUS, BBISIBICHHS, pPEAarMpOBaHWsS W  PACCICIOBAHHUS  HAPYIICHUHN
6e3omacuoctu [1/1H.

[Ipu B3aUMOJICHCTBUU CO CTOPOHHUMH OPTaHM3ALUSIMH B CIy4asX, KOTJa COTPYIHUKAM
ITHX OpraHW3alil MPEAOCTaBISCTCS JOCTYm K OOBEKTaM 3amm|Thl (pasgen 3), ¢ 3TUMU
OpraHM3aIusIMH JIOJDKHO OBbITh 3akimodeHo «CormameHue o KOH(UICHIMAIBLHOCTH», JIM0O
«Cornamenue o cobmoaeHnn pexuma 6ezomacuHoctu [1JIn npu Beimosinennun padot B UCIIda».
[ToaroToBKa THUIIOBBIX BAPUAHTOB THX COTJIAINIEHHH OCYIIECTBIIIETCS COBMECTHO C FOPUIAHMUCCKUM
OTJICIIOM.

9 Mopaeab HapymuTeJisi 6€30MaCHOCTH

[Tox napymutenem B OI'AY3 «llerapckas Pb»nonumaercs nuio, KOTopoe B pe3ysbTaTe
YMBILUIEHHBIX WM HEYMBIIIJIEHHBIX JIEHCTBUN MOXKET HaHECTH yiepO oObeKTaM 3aluThl (pa3zen
3).

Hapymnrenn mnoxpasnenstores no npuszHaky npuHamiexsHoctd k  HMCIIIH. Bcee
HapYIIUTEH AETATCS Ha JIBE TPYIIIIbI:

— BHEUIHHE HapymuTeau — (u3nueckue Jula, HE HMEIIUWe MpaBa NpeObIBaHUSA Ha
TEPPUTOPUHU KOHTPOJIMPYEMOH 30HBI, B TIpesiesax KoTopoit pa3meraercst ooopynoBanue UCII/IH;

— BHYTPEHHHE HapymuTenu — (GU3NYECKue JuIa, HWMEIOIIUEe MpaBo MpeObIBaHUS Ha
TEPPUTOPUHU KOHTPOJUPYEMOH 30HBI, B TIpeieiax KoTopoi pazmeniaercs obopynoBanue MCIIT/Ix.

Knaccudukanus HapymuTenein mnpenacraBieHa B Mojaenu  yrpo3  0€30MacHOCTH
MEepCOHATBHBIX JaHHbIX Kaxkaou MCIT/IH.

10 Moaeanb yrpo3 6e30nacHoCTH

Hna UCITr OTI'AY3 «lllerapckass Pb»BbluensioTcs cCieayrolue OCHOBHBIE KaTerOpUu
yrpo3 6e30MacHOCTH MEPCOHANBHBIX JaHHbBIX:

1) VYrposbl OT yTeuKH 1Mo TeXHHUYECKHM KaHAJIaM.

2) Yrpo3bl HEeCAHKIIHOHUPOBAHHOTO AOCTYNA K HH(OpMALKH:

— Yrpo3bl YHHUUYTOXKECHMS, XuileHus anmnapatHbix cpencts MCII[IH HOcuTened wuH-
¢dopmanmu nyrem uznyeckoro gocryna k anementam MCI/IH.

— Yrpo3bl  XWINEHUSA, HECAaHKIMOHHUPOBAHHOW MOIUGUKAMKU WM  OJOKHUPOBaHUS
uHbopManuu 3a cueT HecaHkIHoHUpoBaHHoro nocryna (HCJI) ¢ npumeHeHHeM NporpaMMHO-
anmnapaTHBIX U MPOTPaAMMHBIX CPEICTB (B TOM YHCIIE IPOTPAMMHO-MAaTeMaTHYECKIX BO3ACHCTBUN).

— yrpo3bl HE MpeAHAMEPEHHBIX NEHCTBUI MOJb30BaTENell M HapyIIeHWH 0e30MacHOCTH
¢ynkumonnposanus UCIIAn u C3I1/IH B ee coctaBe n3-3a cOOEB B IPOrpaMMHOM 00€CIIeUeHHH, a
TaKXke OT yrpo3 HEAHTPOIIOTEHHOro (cOOeB ammapaTypbl W3-3a HEHAJIe)KHOCTH 3JIEMEHTOB, COOEB
AJIEKTPONUTAHNSA) U CTUXUIHOTO (yIapoB MOJHMH, 10’KapoB, HABOJAHEHUH U T.I1.) XapakTepa.

— YIpo3bl IPEIHAMEPEHHBIX AEUCTBUIM BHYTPEHHUX HAPYILUTENEH.

— YIpO3bl HECAaHKIIMOHUPOBAHHOTO JOCTYIA 10 KaHaJlaM CBSI3H.

Onucanue yrpos, BEpOATHOCTb UX pEAIN3alMH, ONTACHOCTh U AKTYaJIbHOCTD MPEACTABIICHBI
B Mojienu yrpo3 0e301macHOCTH NepcoHabHBIX JaHHbIX Kax a0 UCIT/H.



11 Mexanusm peanuzauuu Konnenmuu

Peanuzanus KoHuenuuu n0KHA OCYIIECTBISATHCS HA OCHOBE IEPCIEKTUBHBIX IIPOrpaMM U
IJIAaHOB, KOTOPBIE COCTABIISAIOTCA HA OCHOBAaHUM U BO UCIIOJHEHUE:

— (enepanbHBIX 3aKOHOB B oOiactu obecrieueHus: WHPOPMAIMOHHON O0E30MacHOCTH |
3alIUThl THPOPMALINY;
— nocraHoBnenul [IpasurenscTBa Pocculickont denepanuu;

— PYKOBOJSIINX, OPTraHU3AI[MOHHO-PACTIOPSIUTEIBHBIX M METOJIWYECKUX JOKYMEHTOB
®OCTOK Poccun;

— notpebHocteit UCII/IH B cpeacTBax obecneueHust 0€30MacHOCTH HHPOPMAITUH.
12 Oxupaemslii 3¢ dekT ot peanusanun Konnenuun

Peanuzarus Konnermuu 6e3onacuoctu [1/1n 8 UCIIJIH mo3BoyUT:

— OLEHUThb cocTossHue Oe3zonmacHoctd uHpopMmanuu WCIIJIH, BBIIBUTH HCTOYHUKH
BHYTPEHHUX U BHEIIHUX YIpo3 WH(OPMAIMOHHOW O€30MacHOCTH, OMPENETUTh MPUOPUTETHHIC
HaIpaBJIEHUS MPEAOTBPALECHUS, OTPAKEHUS U HEUTPATH3AIIUN dTUX YIPO3;

— pa3paboTath  PACIOPSAAUTENbHBIE W HOPMATHBHO-METOJWYECKUE  JTIOKYMEHTHI
npuMennrtensHo K UCIT/IH;

— mpoBectu Kinaccudukanuio u ceprupukanno UCI/IH;

— TMPOBECTH OPraHU3AIMOHHO-PEKUMHBIE U TEXHUUYECKHE MEPOMPUSITHS MO 00CCTICUCHUIO
oe3omacuoctu [1/n B UCIT/IH;

— obecneynTh HEOOXOIMMBIN YPOBEHb 0€301MaCHOCTH 0OBEKTOB 3aITUTHI.

OcylecTBICHHE JTHUX MEPONPHUATHA OOECIEUUT CO3JaHHe EAUHOW, IEJOCTHOW |
CKOOPJIMHUPOBAHHOM cucTeMbl nHpopMamnronnoi 6e3onacHoctr MUCII/IH u co3mact ycmoBus ajist
ee JajbHEeHIIero CoBepuIeHCTBOBAHMUSL.
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